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DISTRIBUTION
As you requested, I have reviewed the draft

Chapter 12 (attached), for a forthcoming book which 
Robert Ford proposes to publish, from the point of
view of security concerns regarding its content.

On the whole, the proposed Chapter seems un­
exceptionable but I have some reservations about
five items included in the first 23 pages:
A) Page 2 - The reference in the penultimate

paragraph on this page to the Safe Speech Room
I believe goes beyond the information normally
made public. Elsewhere in the Chapter (Page 5)
Mr. Ford comment^rH±^^^>^he room, its
location® :| I would
suggest yot^n^r^^const^^pGlcinc^S they agree,
provide Mr. Ford with guidance on what would
need to be omitted.

B) In the first paragraph on Page 6, Mr. Ford
provides details on how a listening device was
located. Again, MGT should be consulted about
"sanitization"of this reference.

C) The reference to the Colonel Gold story in the
middle of Page 10 may not have been made public
before. Your files for 1980 would probably
indicate whether Ford is providing information
not previously made public. If so, the DND
ought to be asked to approve this section.

D) The specific reference to the Watkins case might
raise some legal problems. Although the Press
has intimated several times that Watkins was a
homosexual, I am not sure that the fact that he
died during, or after, questioning is public
knowledge. Legal Division might wish to comment
on this reference and if Mr. Ford wishes to
retain the part about Watkins' death, we would
approach CSIS for their agreement that this
could be made public.

. .2
EXT 407
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*• 2 CONFIDENTIAL

E) I believe that CSIS would object to the spelling out
on Pages 23 and 23a of some of the procedures for
identifying KGB agents and our policy of refusing
entry to many of them. Again, if Mr. Ford is
unwilling to "sanitize" these papers, we should ask
for CSIS approval for their publication.

R. W. Clark
Director
Security Division
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ZSIRChapter 12

Living with the, KGB

and the Struggle for Human Rights

No matter how good Western intentions, there were at least
two sets of problems which constantly created obstacles to good
relations with the Soviet Union — the activities of the KGB
and the Soviet treatment of their dissidents. The first
constituted a continuous and at times intolerable interference
in the affairs of other countries. The second was such a flagrant
violation of the political and religious rights of groups and

t i

individuals that it constantly evoked a response in the West
either by people who had special ties to those persecuted, such
as Jews, Ukrainians and Lithuanian Catholics, or by the public in
general, revolted by the treatment of individual protesters.
Canada was no exception and our relations with the USSR in the
decade of the seventies were often set back by revelations of
KGB machinations or by some particularly unpalatable attack on
human rights which the Soviet acceptance of the Helsinki Act
in 1975 only served to accentuate because of the glaring contrast
between the solemn engagements they had undertaken and their
actual performance.

The contest between the Embassy and the Soviet police
organizations, the uniformed militia and the KGB, or Committee
for State Security, which encompassed intelligence and counter­
intelligence activities in Russia and abroad, never ceased during
all the years I was in Moscow. The state of Canadian-Soviet 
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relations seldom altered the situation. The police-were- just
as aggressively active when euphoria reigned as when relations
were strained. Seldom a month passed without some evidence aF
their unceasing efforts to penetrate the Embassy’s defence or
to suborn our Canadian-based staff. These efforts also frequently
extended to Canadian tourists. And, of course, the activities
of the KGB and the GRU, the military intelligence agency, in

I
I

i
!I
I
I
i

"if

Canada continued unabated.
The Canadian Embassy was not the only mission targeted.

All the missions, NATO and non-aligned, merited the attention
of the police in some fortil or other. Nor were the communist

Embassies exempt, although the KGB task was obviously easier
because of the existence of Soviet agents practically built into

their missions.
The protection of our Embassy was a first priority. Five

Canadian guards were the contingent assigned to the Embassy. Two
were constantly on duty during the day and one at night. To
prevent the electronic eavesdropping that every Embassy was
subjected to, we had a ’’safe room" built to ensure free exchange
of views without any chance of being overheard by the Soviets.
Since perforce we were obliged to spend a fair amount of our
working time there, I persuaded the government to send a photo­
mural of the Canadian woods in autumn which helped prevent
claustrophobia and wasthe envy of some of our less imaginative
NATO partners.

Outside the Embassy, the Russian militia patrolled constantly.

0 There were never less than two policemen on duty, ostensibly to 
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protect the Embassy against-enraged Soviet citizens) but in
fact primarily to survey our activities and to prevent ordinary
Soviet citizens from entering. The zeal of the policemen was at
times exasperating, and many Canadian tourists complained
bitterly about being prevented From entering their own Embassy.
Whenever possible, the guards attempted to make sure that legitimate

visitors were permitted in. On one occasion, a diplomatic
incident occurred when the Italian Ambassador, a mild-mannered
man who spoke some Russian, decided to walk over From his Embassy,
which was not Far away, to call on me. When the policemen stopped
him, he spoke to them in Flussiansp, at which point he was abruptly
and Forcibly turned away. I had great pleasure in using this
incident to make a Formal protest against the excesses oF the

police in providing "protection’’.
Nevertheless, on a number oF occasions, unauthorized Soviet

civilians managed to slip by the guards. The most dramatic incident
involved a private in uniForm. I was alerted immediately to the
Fact that he was inside the Embassy and we attempted to Find
out what he wanted. He was From an inFantry regiment stationed
in Soviet Central Asia and was in Moscow on leave. He claimed to
have read about Canada and iiyfeounded like a country he would

like to live in. He had used a week oF his leave in studying
access to the Embassy and he waited until the guard at the
chancery entrance had strolled down the street For a cigarette
with his comrade to dash across the street and into the Embassy.

X

Within twenty minutes oF his arrival, I had a call From the
Soviet chieF oF protocol asking me to return the man and inForming 
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me that they had information- he was a fanatic who was trying to
assassinate me. In the meantime, both ends of the street were
blocked off by military vehicles and a dozen or so militia stood
guard outside the Embassy. We had long discussions by telephone
with the Soviet authorities and tried to convince them that the
mean seemed to be genuinely innocent and perhaps slightly
unbalanced. When after 24 hoursy the guard had hot been lifted 

/

and the case seemed absolutely hopeless since there was no possible
way that th^Russians would perrni1j/a soldier in uniform who had

taken refuge in an ’’imperialist’’ Embassy to leave the country, we
had no alternative but to ’persuade him to1 give himself up.

On another occasion, a Soviet citizen half-entered the
Embassy before the militia realized what was happening and tackled
him at the door. A scuffle ensued with one of our guards, but
the man was dragged off to the militia box on the corner. This
time we protested again about the prevention of free entry to
the premises and again were informed the police were acting on
our behalf because the man was seriously ill and needed
hospitalization. Mark Gayn, the highly-respected Toronto Star
correspondent, who spoke Russian, was also the victim several
times of the militia blockade. We frequently raised this question 

i
i
I

$

after the signing of the Helsinki Agreement in the context of
the free movement of persons, but needless to say got nowhere.

The Russians made a special effort to ’’bug’’ every important
Embassy in Moscow, even the communist Embassies. In 1964, the „
Romanian Embassy moved out of an old palace which they had
occupied into/a building they put up themselves. The old palace

3
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- s.13(1)

s.16(2)

was then transferred to the -new Nigerian mission. The Nigerians
had the Foresight to request British help in examining the premises

and to their astonishment found it completely covered BrY
eavesdropping devices which had obviously been there for some
time and clearly were directed against thos^slightly recalcitrant
communist allies, the Romanians. In the case oF the Canadian
Embassy, we took two measures to counteract Soviet activities.
The First was the saFe speech room, whiich was installed in the

•4 '•
basement and had room enough For 16 people squeezed in around

table.

It was completely soundprooFed and protected From even the most
sophisticated listening device. We also ’’swept” the oFFices at 
regular intervals to make sure that they were "clean”. Nevertheless,

i .
any particularly sens'pive subject was only discussed in the saFe

speech room.
However, in January, 1976, the Soviets almost succeeded in

placing an "ear" in the Embassy. For nearly a year and a haIF,
we had been requesting the Russians to repaint the outside oF
the Embassy, to no avail. Suddenly, I was recalled to Ottawa For
consultations. The day aFter my departure,the Soviets announced
they were ready to paint although the temperature was 20 below.
And indeed they turned up the Following day with scaFFol-ding
and set to work with a will. Fortunately, a member oF the staFF well
acquainted with listening devices was suspicious oF the length
oF time it took them to paint outside my oFFice, a corner room 
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with windows on two sides. The moment the scaffolding was removed,

he proceeded to tear out the walls around the windows and
discovered a listening device of extraordinary sophistication which
would never have been detected under ordinary circumstances since
there was nothing on the wall to hint at its existence. The one
hole was about the size of a pin. Natur ally, it was removed and
examined.

Some months later, I suggested that we should not let the
Russians get away with an action of this sort in a period in
which our relations were supposed to be good. I therefore called

I
on the head of the Canadian department in the Soviet Ministry of
Foreign Affairs and produced photographs of the device and said
that we found it difficult to explain how the Soviets could
indijQye in this anti-Canadian activity at a time when they wanted

better relations. My interlocuator, totally impassive, examined
the photographs, said he knew nothing about it, and if any such
things had been implanted in my office, it must have been done
by another power unfriendly both to Canada and to the Soviet Union.
Some time later, my minister-counsellor was called in to the
Soviet official’s office and told they had made exhaustive
inquiries concerning the matter and could give categorical
assurance that no Soviet organization or agency whatsoever-had any
part in that action. When the official was asked how,in that
case, the "act^pt’’ could have been carried out, the answer was
simply that it-xwas a matter for the Canadians themselves to sort
out.

This exchange illustrated the old Russian system known as
vranye. Vranye is a form of lying, quite distinct from the normal 
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lie [lyozhj. When an individual is placed in an embarrassing
position, instead of admitting the truth, he responds by an
elaborate and usually obvious mistruth. Russian protocol requirej
that the other person, instead of denouncing him as a 
shamefaced liar, reply by another half-truth. In this way, both
sides know Uthat the facts are, but fac^^saved. This tradition

cropped up frequently in life in Russia, not only on official
occasions, but also in ordinary life. It was sometimes amusing, •

** •
more often exasperating, occasionally so imaginative as to fit
Leonid Andreyev's description of it as an art form. The best
example was a lyrical description in 1945iby a Soviet diplomat
in Rio of the Palace of Congress in Moscow. I knew the Palace
existed only in architectural drawings, and in fact has never
been built because the site chosen for it beside the Moskva
River was too sandy, but it would have spoiled the fun to puncture
his fantasy.

Some of the harassment of other Embassies was highly
tjf^jerous, such as the "bombardment'' of the American Embassy by

some kind of radar which apparently had a bad effect on the health 
of many of the personnel. Efforts to seek asylum in Embassies also
occurred regularly, the most spectacular being the group of

t-Russian Pentecostalists who by some fluke managed to get inside
the Americar^Embassy where they had to stay^for several years before

the case was finally sorted out.
Other forms of harassment took a slightly more amusing turn.

The Embassy of Zaire was headed by a gentleman called Futu who, 
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the chief of an important tribe in his country, was’not-inclined
to be pushed around by the Russians. On one occasion the latter
asked him to send hi^bar for a week to a Soviet garage in

accordance with Soviet regulations "for a check-up". When it
came back, Futu's staff examined it very carefully and found a
listening device in the back seat. Instead of protesting, Futu
persuaded his government to invite the Soviet Ambassador in

•

Kinshasa "in accordance with government regulations" to submit
*4 '•

his car for a week’s check-up. The Zairians, of course, did
nothing to the car and then returned it to the Embassy. Then they
w^ched with great amusemerlt as the Russians went mad taking the
car^bpart in an effort to find the bug. On another occasion, the

winter came early in Moscow, but the city council only turned on
the central heating on October 15 when winter was supposed
officially to start. Zairian protests got nowhere, so they simply
turned off the electricity and the water in the Soviet Embassy
in Kinshasa. This became known as le systems Futu and was the
great envy of other Embassies in Moscow, whose governments, like
Canada’s, were not so quick to play diplomatic tit for tat.

The most dangerous aspect of KGB activities was the
attempt to entrap or suborn Canadian members of the staff. The
military attaches were the most exposed and not a single year
went by without an incident involving one or other of the three
forces represented in Moscow. Sometimes it was a pure case of
entrapment and the invention of accusations. On other occasions,

X ■ •*

the KGB utilized the most flimsy of evidence to accuse our attaches
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oF espionage. Naturally, the tough action the Canadian - government
took against spies operating out oF the Soviet Embassy in Ottawa

evoked a response in Moscow in the Form oF retaliation. The state
oF relations never seemed to act as a Form oF restraint on
the continuing espionage eFForts in Canada. When these activities
were exposed, however, the Soviet reaction and retaliation" were
more restrained iF Canadian-Soviet relations were good or iF
there was something they wanted From us, either in the Form oF

M *

trade or politics. Thus when -the Canadian government expelled
13 members oF the Soviet Embassy For espionage in February, 1978,
almost decimating the Embassy at the time1, we expected a very
strong reaction on the part oF the Soviets. The Russians, almost
uniquely, did not respond by expellir3^4 member oF the Canadian

Embassy, but they did cancel a number oF high-level meetings and
visits. I think the evidence in the 1978 aFFair against the
Soviet Embassy in Ottawa was so clear and the outcry in Parliament
and among the public so damaging to Soviet interests, that For
once they simply swallowed. their* pride and decided to ride out

the storm.
What they had not anticipated was that two years later

evidence oF the continuing activities oF agents working out oF
the Soviet Embassy in Ottawa was so convincing and in par Liuular
that the Soviets were utilizing Canada to spy on third countries
t>H3t it was necessary to expel? three more members oF the Embassy.'
January 1980 was not a propitious moment in our relations, coming
immediately aFter the Soviet invasion oF AFhganistan and the strong
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Canadian reaction to it. This time the Russians reacted violently..
Within a week, I was callied/to the Soviet Foreign office and told

that as a result oF "campaigns in Canada to discredit officials
of the Soviet Embassy in Ottawa and because for many years the
Canadian Embassy in Moscow had been utilized as a base for
intelligence activities in favour of a third power", the Soviet
government declared it could no longer tolerate the presence in
the USSR of Colonel Gold, the army attache, and demanded his’

departure.
When the three Soviet officials were expelled, the Canadian

governmen«yhad advised the Soviet authorities that any unjustified

retaliation agains^he Canadian Embassy would result in

retaliation in turn by the Canadian government. The Soviet Foreign

Ministry gave me to understand that it would not tolerate "such
blackmail" and hinted darkly about information they had concerning
the espionage activities of Colonel Gold and other members of
the Embassy staff. Flora Macdonald, who was then Secretary of
State for External Affairs, had her Scottish blood boiling at
that point, refused to back down and expelled another member of
the Soviet staff in retaliation for the Soviet retaliation.
At this point, I was beginning to calculate how many members of
the Embassy were going to be withdrawn and how to reorganize the
work with a reduced staff. The reaction came in a totally
unexpected way and startled the diplomatic community as well as
our own Embassy. Instead of demanding the withdrawal of further
Canadian personnel, the Soviets withdrew 20 members of the
locally-engaged staff. Because of the expense of living in Moscow
and the extreme shortage of housing and office space, all the
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Western Embassies in Moscow employed large numbers of; Sov.iet
personnel in such jobs as telephone operators, translators,
commercial assistants, drivers, maids and so on. All oF these
Russiarswere supplied by the ubiquitous U. P. □. K. , the organization

IFor the service oF Foreigners. This organization, which depended
on the Foreign Ministry and was guided by the KGB, was the only
organization through which Embassies in Moscow could Find

• . I

Russian staFF. Naturally, the workers were all obliged to report
M •

on our activities; we treated them courteously and kindly, but
I

guardedly, always keeping in mind their obligations to the secret

police. * >
Nevertheless, they played an essential role in the Embassy

and the withdrawal oF even ED oF them, out oF about 35, caused
us enormous troubles. IF it had not been so exasperating, it
would have been amusing to see the ingenious way in which the
operation was carried out. One worker would come and say his
mother was dying in Stavropol and he had to leave to be with her.
Another would say that her little sister needed her help in
Leningrad, and another that he'd been oFFered a better job at
twice the pay. The unkindest cut oF all was when the Soviet help

in the Ambassador's residence were withdrawn — in tears, it
should be added. While we didn’t starve without the cook, it
became almost impossible to carry on our normal, social-political
Functions without staFF. Hosting numerous such Functions was
obligatory For Jfche Dean oF the Diplomatic Dorps in Moscow, which

I had become in 1971.
When we protested to the U. P. D.K. and asked them to provide 
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replacements for these who had been removed, the Soviets-quoted
the new constitution which said it was the employee’s right to
leave his or her employment at any time for any reason — a
marvellous piece oF gobbledegook since not only was it a fact
that no Soviet employee in any branch oF Soviet activity could
change his job, but it was well known that it was simply impossible
For Foreign Embassies to go into the labor maR$6et. Lk'P. D.K.

replied that as there was no unemployment in the USSR, it would
*4

be very diFFicult to Find appropriate candidates who might not in
any case want to work at the Canadian Embassy in view oF the
hostile anti-Soviet campai’gn in Canada. I1 took the matter up

with the Foreign Ministry and added that as Dean oF the dipomatic
corps, I had to report that the Soviet action had been very
badly received by all missions. The Foreign Ministry oFFicial
then looked quite happy and said "Good. I am glad they have got
the point". He then asked me iF I knew how many Russian employees
there were in the American Embassy — over 100. He suggested all
the Embassies should think about it, or else we could all employ
our own people. When I replied there was obviously no 
accommodation in Moscow For 35 Canadians, he replied with another
oF the mendacities which contributed to the irritatfcion^F dealing

with the Russians, that accommodation would be no problem. In
Fact, it would have been a very serious problem For our Embassy
and For most others iF we had to Fill all those jobs with
Canadian staFF. The expenses would have been prohibitive and the 
morale problems oF so many Canadians, unaccustomed to living
abroad and certainly to the unFamiliar and hostile atmosphere
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of Moscow, would have been enormous.
However, after the Liberal victory in the elections of

February, 1980, the atmosphere changed again and one by one,
new employees suddenly appeared, provided by the U. P.O. K.^ and
that particular incident was over.

During my entire stay in Moscow, the Soviets kept up
. I

constant pressure on the Canadian staff in an effort to find out
I

some weak spot. Most of them stood firm, but inevitably there
*4

were a few who permitted themselves to be ensared. The bait
was either sex or greed. Since Sovie^onien were on the whole not

a particularly attractive 'lot, it always amazed me that they

could be used as a lure. And some fell in the trap, fortunately
without any dire consequences, although even my British
colleague admitted years after his retirement that he had had

an affair with a Russian maid.
The KGB did not confine its use of women agents to members

of the Embassy. One of their most successful operations was
against a senior official of one of the Protestant churches on
a naive trip to Russia to preach religious fraternity and peace.
Already in Moscow he had come under the charms of his interpreter.
When he went to Central Asia a local official of the Orthodox
church invited him to a picnic in the countryside and asked if he
could bring his sister along. The sister turned out to be the
interpreter from Moscow. At the appropriate moment, the official
disappeared, the interpreter took off her clothes and two
militiamen jumped out of nearby bushes and arrested him for
attempted rape, complete with photographs. He was released after
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a few days and returned to ‘Moscow with a threat of dire 
consequences to his career iF he did not cooperate. Fortunately,
he had the good sense when he got back to Canada to tell his
superiors what had happened, thus destroying the possibility oF
blackmail.

On another occasion a Latin American Ambassador was
a

confronted by the KGB with photographs oF himselF in bed with a
Russian woman. They threatened to show them to his wiFe iF he

•4 .•

reFused to cooperate. He simply laughed and said: You would do
me a Favour iF you did. My wiFe thinks I am impotent.

Attempts were also ma'de as the occasions presented themselves

to suborn Canadian students in the USSR, businessmen or journalists,
with remarkably little success. But the major eFFort oF the KGB
was against the support staFF oF the Embassy, the loyal,
indispensable and on the whole competent staFF who provided the
administrative inFrestructure — guards, secretaries, communicators,
clerks, non-commissioned oFFicers etc. They were particularly
vulnerable because they were less likely than career oFFicers
to have experience in living abroad under strange and diFFicult
circumstances, because they were less likely to be able to proFit
From the rich cultural Fare that Moscow provided, and they were
not protected by the cover, Flimsy though* it might be, oF
diplomatic passports.

The Ambassador’s residence occupied the second Floor oF one
part oF the chancery. All oF the staFF, with the exception oF the
minister-counsellor who occupied a small and ancient house in the
compound, lived in several apartment blocks provided by the
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Soviet authorities for housing foreigners. We had succeeded in
putting at least three or four Canadian Families in the same block
to give them a sense of community and to Facilitate transportation
to and From the Embassy. And a considerable eFFort was made to
provide each apartment with modern household appliances and
Canadian Furniture. ' But once outside the apartment they entered
the shcddy^vorld oF Soviet construction with elevators that oFten

stalled, peeling plaster and decrepit entrances. Beyond, at
M •

every possible entrance to the apartment blocks, were the
unbiquitous police, recording every move and preventing unauthorized
persons From entering. ’

Many oF the staFF, and some oFFicers as well, Found the
isolation, the diFFiculty oF communicating in a language they
were never able to master, and the atmosphere oF constant
constraint and surveillance too hard and there wer^tases oF

nervous breakdowns. On the whole, however, the Canadian staFF
adjusted more easily to conditions in Moscow than most other
Foreigners, partly because oF their ability to enjoy the winter,
not just suFFer From it as the Asians, AFricans and Latin
Americans did.

Nevertheless, there were always some who either thought
they could beat the police system, or who ignored the consequences.
There was the temptation to make moneyjin the black market where

roubles could be acquired at a more Favourable rate than in the
bank. One or two were trapped but not activated by the KGB until
they were sent back to Canada or to other posts. Usually this
came to light through Soviet deFactors. However, others who Felt
the trap closing on them were suFFiciently aware oF the dangers to 
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come to me, admit their mistake and leave before it..was too late.
Getting them out of Moscow before the Soviet bureaucracy realized
what we were doing was often an agonising operation.

For those who did not have the courage to do so, the results
were sad. The best known case was that of John Watkins who was
charge d'affaires from 1949 to 1951 and who returned as Ambassador
in 1954. Watkins was an admirable scholar, author of the best
English translation of Madame Bovary, translator of the Icelandic

M •

sagas and an acknowledged expert on old Norse literature.
Unfortunately, he was a homosexual in the days when this was
considered reprehensible. 'The KGB found it easy to entrap him and,
again according to Soviet defectors, enrolled him as an active

collaborator.
The case was given considerable publicity in later years

when he was retired from public sa'V.ice. Some papers accused
the RCMP of police brutality because Watkins died of a heart
attack after questioning, although he had had a heart condition
for some time. Watkins was a sad case, but I do not think he was
a spy for the KGB in the sense oy4:ransmitting documents or

information. He was probably used rather as an agent df influence,
which he was in a position to be when he became an Assistant
Under-Secretary of State. But full knowledge of his secret died

with him.
I was never subjected to any direct attack by the KGB, but

as with several other Western Ambassadors, I was the object of
not very subtle efforts at disinformation, usually by members of.
the Soviet Academy of Sciences who had no formal excuse for easy 
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association with foreign diplomats. "□isinformation">basically
took the form of messages which seemed plausible, but whose
purpose was to sow confusion. If we knew wha^ias really going

on, it was often useful to have this disinformation because it
could be reconstructed to add to our over-all picture of a Soviet

a

effort in some particular field.
My KGB "contact" was Anatoli Gorsky, alias Gromov, who in

the sixties went under the name of Professor Nikitin. He had
•4 •

been the Soviet case officer of the British spies Philby, Burgess
and Maclean, aond was also the agent who attempted before my
arrival in Moscow to suborVi an officer, of the Canadian Embassy.

The way in which I met Nikitin was typical of the KGB. The
Brazilian Ambassador, who had strong leftist leanings, was asked

by Nikitin, who posed as a professor of history, to invite me
to dinner with him. After dinner, the Ambassador discreetly
withdrew and the point of the contact became clear. It was shortly
after Pierre Trudeau became Prime Minister and Nikitin’s task was
to find out obliquely if Trudeau would accept an invitation
to visit the USSR. This could have been done just as easily
throuigh a member of the Foreign Ministry, but the Russians
obviously did not want a rebuff, and in their typical byzantine
fashion, preferred the less direct approach.

I wa^instructed to keep up the contact and met Nikitin on

regular occasions after that. Most of the time it seemed to be
a straight case of disinformation, but there were a few other
times in which genuine messages, concerning possible Soviet reactions
if the Canadian government took certain steps, were passed along.
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And on one occasion, there was an even stranger operation. The
Soviets somehow discovered that I was a close personal Friend oF >

’ i

the detective-story writer Ross Macdonald, whose real name was
Ketruneth Millar and with whom I went to university. They had decided
to launch the ’’socially conscious" detective story on the Soviet
market and wished to start with Dashiell Hammett and Ross
Macdonald. Although they had not signed the international
copyright convention, they wished to have a tacit agreement From
Macdonald. Instead oF approaching the Embassy through the Ministry
oF Culture or the Federation oF Waiters, whose oFFicials I knew
well, they decided to do it through the KGB. I passed the
messages on to Macdonald, who gave his permission and received
in return a token number oF roubles. Shortly thereaFter, Blue
City, one oF the early novels Cast in an unidentiFied city which
in Fact is London, Ontario], and The Moving Target were published
in Russian.

I used, the Nikitin channel and some others, in turn, to pass
□nf some disinFormation oF our own. One such operation was
carried out by my wiFe. We gave a dinner in honour oF the Deputy
Foreign Minister Valery Kuznetsov, who later became First Vice-
President oF the Supreme Soviet. My wiFe, in the course oF the

A.
conversation, told him that she had heard ■bh® story that Lin Piao,
the Vice-President oF China, whc^ad just been killed in an

airplane accident, had in Fact been assassinated by Mao because
he had been sleeping with Mao’s wiFe. Kuznetsov looked at her
steadily For a Full minute and then said: ”We have no such
inFormation’’. About a month later, Moscow radio was broadcasting 
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in its foreign language services Cwe First heard itcuriously
enough, in Portuguese] that Lin Piao had been assassinated by
Mao because he was having an affair with Mao’s wife. The story was
a total invention on the part of my wife who simply wanted to
startle Kuznetsov.

□n several occasions in a more practical way, my wife and I
would discuss some problem, usually in the official car which
was certainly bugged,so that the information would get back to
the Soviets, in the hope that the problem would be resolved.
Occasionally, when we had Failed to get the Soviet authorities
to act on certain matters, we. would discuss counter-measures
that I could recommend to Ottawa, This method often produced

the right results.
Another Form oF police harassment which was particularly

irritating was the interpretation and arbitrary manipulation of
the regulations concerning travel outside Moscow. In 1566, they
had been modified marginally to permit Foreigners to travel by
car to some oF the "villes d’art" in the Moscow region, tewt
outside the 25-mile zone. It had been particularly exasperating
to have to travel to the beautiful town of Suz^ov, which was in

an open area, by train and at night, because it passed through
a Forbidden zone on the outskirts of Moscow. In addition, we
were permitted to advise' the Soviet authorities of our travel
intentions 24 hours in advance, rather than 48. It was all rather
pointless since iF we travelled by plane or train, we had to buy
our tickets through a state organization, and iF by car, our
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Russian drivers knew what we -were doing.
I had a constant struggle with the Soviet authorities in my

efforts to push back and civilize a little bit these barbarous
regulations. But the results were not always very satisfactory.
At one point, in the course oF an oFFicial visit to Leningrad,
I requested permission to travel some 20 kilometres outside
the Free area, along the GulF oF Finland, to the town oF Lomonosov
where I wished to visit the Menshikov palace and other monuments
oF classical Risssian architecture. Lomonosov, unFortunately, is
located almost directly opposite the island Fortress oF
Kronshtadt, an important naval base in the GulF oF Finland and

in a Forbidden zone. But the Foreign Ministry made an exception
and when I arrived in Leningrad^ a mewibeiyoF the Leningrad Soviet
presented me with a printed program which included a visit to
Lomonosov. At the appointed time, a protocol oFFicer met me and,
in the oFFicial car with a Russian driver, we set out on our
journey. We had scarcely arrived in Lomonosov when the car was
surrounded by police, and my wiFe and I were ordered to go to the
police station For having broken the regulations concerning entry
to a military zone. The protocol oFFicer was speechless with
Fright and indignation. I naturally reFused to budge and For the
next; two hours the confrontation continued. We sat glaring at each
other. Finally with great embarrassment, authorization arrived
to permit us a quick look at the palace and an escort back to
Leningrad. Incidents oF this sort took place Frequently with
almost all members oF the staFF, above all the military attaches.

Some members oF the staFF Found quite impossible to live
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in an atmosphere compounded' of physical discomfort, shortages of
almost everything, a language with which they could not cope,
a totally alien culture and above all the constant and unavoidable
presence of police surveillance. We found it possible to adjust
to all this by an awareness oF what the surveillance was and how
to circumvent it, but it did require a long experience of the
country to adjust to it and I Felt a good deal oF sympathy For
many oF the staFF who came unprepared For a Fairly brieF tour

*4 '•

of duty and who could hardly wait to leave. Fortunately, the
case was not oFten repeated oF one oFFicer whose wiFe did not
even unpack her suitcases 'For the Firs-t^six months oF their stay.

in the desperate hope that something would happen to have her
husband transFerred to another post.

Communications with the outside world even in the sixties
and seventies were not easy. To telephone abroad, one had to go
to the central telephone station and place a call From there,
although by the middle sixties the situation improved and it was
possible to do this From the Embassy. Conversations were oFten
diFFicult because oF the strain put on the line by the censors
who were listening in. In the mid-7Cs direct dialing was introduced

AF-M* A
but was abandoned .awhile because'oF the possibilities this gave
For private citizens to telephone directly abroad.

For conFidential communications, we relied on secret cypher
messages sent very rapidly by leased line. In the early sixties
our cyphers had been acquired by the KGB through a Canadian code
clerk who had been recruited by a Soviet girl Friend. We were
not alone as they also succeeded in obtaining the Japanese and
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Swedish cyphers at the same time. By the mid-SOs, however, we
had an unbreakable cypher system and messages were coded and
decoded in a totally soundproofed room. The line could have

been interrupted by the Russians iF they wanted, but they knew
it would have^Lnvited immediate retaliation by the Canadian

authorities against their Embassy in Ottawa. Mail came in normally
once a week with a courier who operated out oF London. While
Fairly slow, at least it was sure.

One oF the Few occasions on which we were able to baFFle the
KGB occurred during the 1972 hockey summit between Canada and

I . • . ;the USSR when 3,000 Canadian Fans descended on Moscow. The police
had no idea oF what to expect. One Soviet oFFicial said to me
that it was the largest single group oF Foreigners ever to come
to the USSR without guns in their hands. They were certain we had
numerous intelligence agents inFiltrated among the hockey buFFs.
At any rate they took no chances and surveilled them with care.
But there was only one incident, involving Edgar BronFman Jr.
and it was handled in a particularly Soviet way.

I received an urgent call to receive a senior Soviet oFFicial
who turned up with two unidentiFied individuals who were clearly
KGB. AFter much skirmishing they came to the point. BronFman
had been distributing skull caps and religious material at the
Moscow Synagogue. IF he continued,the police would be obliged to
arrest him. They were taking the unusual step oF advising me
because they knew he was a Friend oF mine and since, he was invited
to the Embassy For lunch that day C!J I could perhaps talk to him.
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r ^.7 .^s^'^i^&ssrar Otherwise the happy atmosphere of the games would be, ruined.
I strongly objected officially to this offense, but <S did speak to
Bronfman and he, somewhat shaken, desisted.

Another problem with the KGB involved the issuance of visas
for members of the Soviet Embassy in Ottawa, the Consultate
General in Montreal and occasionally visiting delegations. In

B
view of the past history of these missions we had decided to limit
the size of their personnel, a quota which was deeply resented by
the Soviets but fully justified in view of the percentage of
employees who were professional KGB or GRU agents. But the result
was a constant effort to taoist them on us' as legitimate diplomats
and a constant refusal by Canada to accept any of those identified
as KGB. This became slightly embarrassing when Vladimir Suslov
was appointed head of the Second European Department which dealt
with Canada in the Foreign Ministry. He had served for many years
in the Soviet Delegation to the United Nations in New York and
had been identified as KGB, and listed in John Barron’s book KGB,
published in 1974. There was only one sensible solution and
that was to decide that Suslov had been co-opted by the KGB in
New York, that he was not a professional agent, and that in any
case it would have been totally counter-productive to treat him 

$
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This problem also arose 'in 1975 in an intense form when
it became clear that the two key officials in the Soviet Olympic
Games were S. S. Pavlov and Alexander Gresko, both identified
as KGB. Soviet participation in the 1976 Olympics in Montreal
was, of course, very important but we were reluctant to admit •
these two individuals. We did refuse a visa in 1975 to Pavlov,
but with the greatest of reluctance granted one to Gresko. The
Deputy Foreign Minister was sqsthing in the conversation I had
with him over Pavlov in which he alternated between belittling
our counter-intelligence service as "mereyLhildren", ridiculing

the idea that they would even-use people as senior as Pavlov
for espionage purposes, and refusing to accept aurjl'ight to dictate

the composition of Soviet delegations. I insisted on the right
to do so and suggested it might be possible out of 260 million
Russians to find a few who were not publicly identified as spies.
My case had been undercut, unfortunately, by the Prime Minister
who, in one of his more eccentric gestures, had received Gresko
on his visit to Ottawa.

The quota on Soviet missions was maintained as one way of
controlling the KGB, and as a means of bargaining for better
conditions for the Canadian Embassy in Moscow and for Canadian
journalists who at one time numbered three — the CBC, the
Canadian Press and the Toronto Telegram, although all except 
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the CBC disappeared as the expenses involved and the'difficulties
in reporting news grew. Peter Worthington, later editor of the
Toronto Sun, had particular difficulty with the Soviet authorities
and was constantly accused of writing libellous and inflammatory
stories. He was not adverse to provoking the Soviets. The Embassy
had a hockey team which played various Soviet ministries and
Worthington insisted on wearing a sweater with the number 007. .

But this soon turned into something deadly serious involving
** >

his official translator, Olga Farmakovskaya. She had managed
to get permission to go on a Soviet cruise ship in the
Mediterranean, jumped shi|b in Beirut and asked for political
asylum in Canada. It turned out that her husband was a
Lieutenant-Colonel in the KGB and the latter reacted strongly.
Worthington himself left before he could be expelled but^this

did not prevent the Soviets from levelling accusations against
him, The Telegram and the Embassy for complicity in the defection.
It continued to wrankle with the Russians and Worthington’s
successor was approached by the KGB with offers of cash to build
up a case against Worthington and Farmakovskaya; and by the
Press Department with threats of retaliation if he wrote "anti-
Soviet” articles, by which they meant concentrating his reporting
on the seamier side oF life in the USSR.

Another very difficult case involved a Canadian citizen
of Russian origin, Mrs, Asta Sokov, who made the mistake of
returning to visit relatives and in January 1978 was arrested
at Moscow airport on a charge of attempting to smuggle jewellery 
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