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ROYAL COMMISSION ON SECURITY

Canada

TO HIS EXCELLENCY

THE GOVERNOR GENERAL IN COUNCIL

COMMISSION ROYALE SUR LA SECURITY

Ottawa, September 2Jrd, 1968.

MAY IT PLEASE YOUR EXCELLENCY

We, the Commissioners appointed as a Royal Commission in

accordance with the terms of Order in Council P.C. 1966-2148

of 16th November 1966 to inquire into and report upon the

operation of Canadian security methods and procedures,

BEG TO SUBMIT TO YOUR EXCELLENCY THE ACCOMPANYING REPORT.

Chairman

(v)
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I. INTRODUCTION

Terms of Reference
I

1. The Royal Commission’s terms of reference required us "to make a

full and confidential inquiry into the operation of Canadian security methods

and procedures and, having regard to the necessity of maintaining (a) the

security of Canada as a nation; and (b) the rights and responsibilities of

individual persons, to advise what security methods and procedures are most

effective and how they can best be implemented". Copies of the Commission

and- the Order in Council (P.C. 1966-2148 of 16th November 1966) are attached

as Appendix "A" to this Report.

2. Interpreted broadly, these terms of reference would have required

us to examine the whole range of problems and procedures concerned with the

security of the state, from defence against armed attack to protection against

crime. However, on the basis of our understanding of the circumstances in

which the Commission was established we have interpreted the phrase "security

methods and procedures" more narrowly, and have limited our inquiry to those

1
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i
I

procedures concerned with the protection of information the unauthorized dis­

closure of which would cause injury to the interests of Canada or her allies, (

and the protection of Canada against the activities of subversive organiza- t

tions and individuals. i

5. On the other hand, a too narrow interpretation of our terms of re-
i

ference would have caused us to confine our attention only to methods and

procedures and to remain unconcerned with more general questions of concept,

policy and organization. Defence against threats to security is a duty and

responsibility of a state comparable in meaning and relevance with defence

against armed attack and insurrection. Security procedures however may touch

closely upon the fundamental freedoms of individuals; in a democratic society '

they must be shown to be necessary and must operate within the framework of a '

scrupulously formulated and consistently enforced policy. With these con­

siderations in mind we have also examined the general nature of the threats

Canada faces, and the basic concepts and policies which should guide Canadian

security posture, as well as the type of organization most appropriate for the

implementation and monitoring of these policies.

4. The more precise definition of our areas of concern is a matter of

considerable linguistic and legalistic complexity. However, security pro­

cedures are not necessarily related to the detection and prosecution of il­

legalities, where precise legal definitions would be of central importance,
|i

but are mainly concerned with the collection of information and intelligence, >
|i .

ii with the prevention and detection of leakages of information and with protection

against attempts at subversion. For this reason we have been able to avoid

too deep an involvement in definitional discussion; the following paragraphs

!
i
i

AGC-3506
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are merely intended to delimit our areas of interest by means of example and

exclusion.

5. The state has a clear right and a duty to protect certain infor­

mation— some defence information, for example—which must remain secret if

danger to the state is to be avoided. What is perhaps not so evident"is that

the state must also in certain circumstances be concerned, in the context of

security, with information in the public domain. This is a contentious area.

Consider on the one hand the case of a Canadian resident who passes to an

official of a foreign embassy, not knowing that this official is a member of

the intelligence service of the country concerned, a photograph of a Canadian

city. This photograph is unclassified information which could conceivably

be used for purposes prejudicial to the safety of Canada, but it would be
I

difficult to suggest seriously that a single such act of transmittal should

be a matter of concern to the security authorities. On the other hand, the

collection, collation and communication to a similar official because of

ideological sympathy or for monetary reward of unclassified information about

births or burials that could be used to establish false identities, are

clearly activities with security implications, whether or not they are judged

to be illegal. We have taken the view that our terms of reference require

us to give consideration to the whole range of such activities where the

interests of the state are involved. We have however excluded from con­

sideration the safeguarding of information which is not of direct concern

to the government, and thus, for example, the general problems posed by

industrial espionage in the private sector.

SECRET A0050266_14-001894
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6. The area of subversion involves some even more subtle issues, and

the range of activities that may in some circumstances constitute subversion

seems to us to be very wide indeed: overt pressures, clandestine influence,

the calculated creation of fear, doubt and despondency, physical sabotage or

even assassination—all such activities can be considered subversive in certain

circumstances. Subversive activities need not be instigated by foreign govern­

ments or ideological organizations; they need not necessarily be conspiratorial

or violent; they are not always illegal. Again fine lines must be drawn.

Overt lobbying or propaganda campaigns aimed at effecting constitutional or

other changes are part of the democratic process; they can however be sub­

versive if their avowed objectives and apparent methods are cloaks for undemo­

cratic intentions and activities. Political or economic pressures from

domestic or foreign sources may be subversive, particularly when they have

secret or concealed facets, or when they include attempts to influence govern­

ment policies by the recruitment or alienation of those within the government

service or by the infiltration of supporters into the service.

7. We have been unable to trace in any legal or other references or

to devise ourselves any satisfactory simple definition of "subversion". Per­

haps the most that can usefully be said is that subversive organizations or

individuals usually constitute a threat to the fundamental nature of the

state or the stability of society in its broadest sense, and make use of

means which the majority would regard as undemocratic. At this stage we can

do no more than state that we have in our inquiry borne in mind the whole

range of such activities and the application of security procedures to them.

We have however excluded from consideration the threat to stability posed

SECRET A0050266_15-001895
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by so-called "organized" crime, although there are clear analogies between

the methods used for defence against large-scale and international criminal

organizations and those used for protection against espionage and subversion.

Nature of Inquiry

8. Our terms of reference required that our proceedings should be held

in camera, and that we should take "all steps necessary to preserve (a) the

secrecy of sources of security information within Canada; (b) the privacy of

the individuals involved in specific cases which may be examined; and (c) the

security of information provided to Canada in confidence by other nations".

We were also required to "follow established security procedures with regard

to...the handling of classified information at all stages of the inquiry".

We decided that formal or quasi-judicial hearings would be inappropriate for

the sensitive topics and subjective views we should find it necessary to

consider. Accordingly we based our inquiry upon a series of informal meet­

ings, without benefit of counsel, with Canadian ministers and ex-ministers

of the Crown, and officials and ex-officials of the Canadian Government. In

response to advertisements in the national press we received a number of

briefs and submissions from interested organizations and private individuals,

and we held similar informal meetings with representatives of some of these

organizations and with some individuals. In all the Commission held 175 meet­

ings, and heard some 250 persons. No verbatim records of our meetings were

retained, but memoranda of significant points were prepared. A list of the

organizations from whom we received written submissions is attached as Ap­

pendix "B". In addition, of course, the Commission received briefs, submis­

sions and documentary material from government departments and agencies in

SECRET • A0050266_16-001896
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Canada and abroad, and had access to relevant Canadian governmental files.

Some such material was received on condition that it be returned to the

originators, but the remainder has been passed to the Privy Council Office

with the Commission's files. A selected bibliography of the published
$

material we found relevant is attached as Appendix .

9. I We-place-ft-two general limitations up~on~the-content of- our Repert.

First] V^iere the files we saw concerned personnel security, we took the view

that we were investigating an organizational structure and a procedural system

rather than inquiring into the disposition of given cases, and we referred to

individual cases only as examples of methods and procedures. We have retained 

no records of the names of persons who were the subjects of these cases, or of
identifiable details of the cases themselves. ^Sewndiy~Bn^imilarly, we have 

in our Report avoided providing detailed and specific examples of tactics,

methods, successes or failures in the area of espionage and subversion. l_Be=-

tailed—informHtion-ofM;h±E^clncl is available to thoSe^cbncerneu from the ap-
pxepriate-authoTi-t±es\}

10. yin-the-eotgse~of our inquiry we~vtsited Britainy Australia^-B&Hg

Kong, the United States, France, The Netherlands, the-Kederal Republic of

Germany, and Sweden, and were briefed in mefe or less detail upon the security

policies of the governments of th^secountries and upon the procedures and

activities of many of thg^-relevant authorities and agencies. In most of these

countries we took^the opportunity offered by our visit to inquire into the

securipy'-'arrangements at Canadian missions and offices and into the security

ja^pec-ts'TSf'Canadian immigfatioiToperationsT*I

SECRET A0050266_17-001897
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11. Members of our staff prepared, reports upon the security policies, 

operations and activities of a number of Canadian Government departments, and

upon certain aspects of Canadian and British law relating to security. We also 

commissioned the preparation of two legal studies under contract, one concerned 

steMstical<material_relating--to--various^spects--o-f--seciirity _ac.tiyitie^?^

with the United States Federal Loyalty-Security Program, and the other with the
legal status of security procedures in France. ^A-summary-of—the-research-pro-

gramme will be found in Appendix "D". The_tables-±n'Appehdix "E" summarize 

12. We wish to thank all those who have contributed to this inquiry, and

thus to this Report. Security is a contentious and ambiguous subject, and in

some areas a distasteful one. Our task has been made easier by the ready co­

operation of government officials and others. In particular we are grateful

to the officials of the Royal Canadian Mounted Police (RCMP), the Privy Council

Office and the Department of External Affairs. To our staff, a list of whom

is attached as Appendix "F”, we extend special thanks. Their unfailing cour­

tesy and cheerfulness made our task more pleasant. In particular we would pay

tribute to our Secretary, Mr. Kevin O’Neill, and our Research Director, Mr.

Jack Trotman, jwh&se-past-e-xperieirce in ■bhe-fields-of--i-nteHigenee-andr-seeuri-ty—

Their wise and practical handling of the many sensitive

matters that arose during our inquiry and their devoted interest made a tre­

mendous contribution to our work. Major Andre Lemieux's administrative and

security arrangements were most helpful^ |as -were certain special investigations

he conducted nn our-behalf-. I

15. Finally, we have become convinced that effective security arrange­

ments must have a firm basis in public awareness and understanding, that the 

SECRET A0050266_18-001898
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level of parliamentary and public debate on these subjects would be consider­

ably inproved if more information were made available, and that a good deal

of information could in fact be made available without detriment to the public

interest. For these reasons, we feel that the government should make public

as many of the arguments and recommendations contained in this Report as may

be revealed without in its opinion damaging the public interest.

SECRET
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H. SECURITY REQUIREMENTS AND RESPONSES

General Considerations

14. The requirement for security procedures is based primarily upon the

state's responsibility to protect its secrets from espionage, its information .

from unauthorized disclosure, its institutions from subversion and its policies

from clandestine influence. There has been no period in history when attempts

at activities of these kinds have not been undertaken; such attempts—success­

ful or unsuccessful—are taking place now, and will undoubtedly continue to

take place in one form or another as long as international relationships are

based upon the existence of nation states. In order to carry out its responsi­

bilities the state must make arrangements to determine the nature and extent

of activities of this kind which exist at any given time, and to take such

preventive or defensive measures as may be possible and appropriate.

15. From detailed estimates that have been made available to us by the

RCMP and other concerned departments of government, it seems clear that the

main current security threats to Canada are posed by international communism

9
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and the communist powers, and by some elements of the Quebec separatist move­

ment. The most important communist activities in Canada are largely directed

from abroad, although domestic adherents of and sympathizers with communism

pose considerable problems in themselves; the separatist movement is primarily

of domestic origin, although there has been some indication of foreign involve­

ment. Threats (particularly of espionage) from non-communist countries may

exist from time to time, but seem at present to be of minor importance. Fascist

organizations do not now pose a significant threat, as their power base is non­

existent and their activities limited.

Communism and Security

16. Although it is true that we face a more complicated and fragmented

communist world than we did at the time of Gouzenko's defection nearly twenty-

five years ago, none of the evidence we have heard suggests to us that recent

developments have led to any significant changes in the adversary relationship

that continues to exist between the communist powers and the west in terms of

intelligence and subversive operations and security defences. Canada remains

the target of subversive or potentially subversive activities, attempts at

infiltration and penetration, and espionage operations conducted directly or

indirectly by the Soviet Union, Poland, Czechoslovakia, Hungary and Communist

China, and to a lesser extent by such countries as Albania, Bulgaria, the

German Democratic Republic, Romania and Cuba. In addition, Canada can be

used as a base for operations against other countries, and especially against

the United States. We realize of course that the present fragmentation of

the communist world is such that there is no certainty that the intelligence

policies of all these countries constitute a monolithic whole. We are not

SECRET A0050266_21-001901
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concerned, however with detailed, political analysis, and. from the point of

■view from which we are considering the problem we think their methods and

objectives are sufficiently similar to Justify our using the admittedly

simplistic terms "communism" and "communist".

17. The communist powers conduct espionage and subversive operations

through officials of communist missions, through so-called "illegal residents"

(persons unassociated with official representation and living here illegally,

probably under false identities), through members of the communist parties in

Canada, both overt and underground, through communist sympathizers of various

kinds, and through those who can be compromised, blackmailed or subverted.

The communist intelligence services are supported by large resources, and
their techniques are modern, sophisticated and effective. ^Abeut-hadfjnj^'

officials from communist countries at present in Cangdar-sfe'’known to be intel­

ligence officers; the number of "illegalrfesidents" is naturally unknown, but

there has been a heavygmphSnis on the acquisition of Canadian documentation

find there^is-'every reason to suppose that attempts to establish and operate
•agents-of this- kind-continue^

18. Apart from their use of communist adherents and sympathizers in

Canada, it is particularly important to an understanding of security pro­

cedures to realize that there is abundant evidence that the communist powers,

in their search for agents, are prepared to make use of compromise, character

weakness and duress. By these means they exploit contacts amongst members

of the Canadian public service at home and abroad, industrial workers and

executives, members of emigrd and ethnic groups, university faculty members

and students, and those who travel between Canada and communist countries.

SECRET A0050266_22-001902
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The communists have repeatedly demonstrated their ability to recruit support
by playing on all types of human weakness or difficulty. ^JEn-factj—ae-far^-ag

can be determined, the current trend appears to be~away-ffdm the use of ideo­

logical supporters andjtoward—the^use of those who can be compromised in one 

wayor^andther and coerced by fear of exposure, or recruited for simple
^rcehary~St±ves^j

19. The forms of communist subversive activity in Canada are varied,

ranging from efforts to develop front organizations to attempts to subvert in-

dividuals in government, the mass media, the universities, the trade unions,

emigre and ethnic groups and political parties. Such activities are assisted

by the fact that the communists are able to exploit and exaggerate existing

elements of social unrest and dissent concerned with a variety of appealing

causes. Some facets of these operations are worthy of special mention. First,

activities in universities and trade unions' appear at present to be of special

significance. Half the population is under twenty-five and activities in the

universities will have a considerable effect on the national climate of opinion

in future years. As far as the trade union movement is concerned, there is a

long history of attempts by the Communist Party to assume control at local

levels and to take all possible measures to influence national policies; these

attempts are often, but not always, frustrated. Secondly, efforts to influence

immigrants fronyCountries Jsuch-as-Erance-aiidr-ltaiyJwith large communist parties

have recently increased; ^the Italian rmrnmnist-t.rade union hets-, fefcexaapie,

established in Canada the Instituto-Nozionale Confederale di Assistenza to

^intain-oontect^witir^Sd7^-ififluenGe-lta±±an-immigran^ Thirdly, certain

communist countries which have emigre groups in Canada have embarked on an

SECRET A0050266_23-001903
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extensive programme to establish liaison with these communities, a programme

in which the intelligence services of the countries concerned appear to be

playing an important role. Fourthly, there has been some resurgence of activity

by certain communist front groups; communist influence also remains significant

in a number of non-communist peace groups, and in "friendship" societies link­

ing Canadians with the communist countries. Fifthly, on the West Coast,( thg^

cance of this situation must be viewed in the presence in Canada

Progressive_WQrkers-lfo-vement-and"The Canada-CliihFTriendship Association, both

■©f -which have—e-leerj linlys with the Chinese Communist Partee, are making serious

efforts to penetrate and control the Chinese community in Canada?

of an unkn< 'er of illegal Chinese immigrants and of increasing Canadian

rontaots. with-Communls t - Sixthly, although the Trotskyist movement in

Canada is very small in size, its militancy and skill give it greater potential

influence than its strength would indicate.

20. As far as espionage is concerned, we have received enough i nformn-Hon

and examined enough case histories to make it clear that, in addition to those

activities which have been uncovered, other active operations almost certainly

remain undetected, many of them probably conducted by "illegal residents".

Military information appears to remain of considerable importance as a target

for espionage operations, but there is some evidence that the communist intel­

ligence services may be placing a somewhat higher priority upon the acquisition

of scientific, technical, economic and political information, including un­

classified information of seeming technical or strategic value. The inportance

of Canada as a target for espionage operations should not be underrated. We

are in possession of a great deal of United States and British dlassified

SECRET A0050266_24-001904
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information, we participate in NORAD and NATO, and our attitudes, policies,

capabilities and intentions are in themselves of some significance.

21. There is no evidence to indicate that the general nature and extent

of communist activities in the intelligence field have been significantly

affected by changes in international relationships, by the atmosphere of the

detente or by the communist doctrine of peaceful coexistence. However valu­

able this atmosphere may be from many points of view, it is undoubtedly true

that from the specific and limited viewpoint of security defence the detente

has its dangers. It would appear that periods of detente with the communist

powers tend to be accompanied by increased attempts at subversion and pene­

tration. In present circumstances, the detente has led to a considerable and

rapid expansion in relations between the communist countries and the west,

and in our open societies the communists take advantage of such contacts to

improve their capabilities for espionage and to increase their influence both

overtly and covertly. At the same time as these opportunities are increasing

there has grown a readiness to believe that the threat to security posed by

communism, if it has not actually disappeared, is at least diminished. This

has resulted in a situation in which defensive measures are constrained and

inhibited, and accorded lowered priorities in terms of national attitudes,

effort and resources. It seems to us important to appreciate that in present

circumstances security procedures will remain necessary whatever the changing

state of overt relationships between the communist powers and the west; these

precautions are in the nature of insurance, and one does not cease to pay

premiums because of good health which may be temporary.
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Quebec Separatism and Security

22. In addition to the requirement for security procedures inposed by

the communist threat, Canada is at present faced with a second and perhaps

even more difficult internal security problem arising from the activities of

some elements of the Quebec separatist movement. Separatism in Quebec, if it

commits no illegalities and appears to seek its ends by legal and democratic

means, must be regarded as a political movement, to be dealt with in a politi­

cal rather than a security context. However, if there is any evidence of an

intention to engage in subversive or seditious activities, or if there is any

suggestion of foreign influence, it seems to us inescapable that the federal

government has a clear duty to take such security measures as are necessary to

protect the integrity of the federation. At the very least it must take ade- ,

quate steps to inform itself of any such threats, and to collect full infor­

mation about the intentions and capabilities of individuals or movements whose

object is to destroy the federation by subversive or seditious methods.

2J. Although the more moderate elements of the Quebec separatist movement

have up till now been conducting a largely political campaign, it appears to

us that there is in certain quarters a tendency to resort to activities that

could well be regarded as seditious. What is more, there is no doubt about

communist and Trotskyist interest and involvement in the movement. Both groups

have established "autonomous" Quebec organizations as somewhat transparent

attempts to exploit separatist sentiment; members of both have achieved posi­

tions of influence in at least some of the separatist groups and agencies,

helped by the often bitter factionalism within the movement itself. For these

reasons alone it seems to us essential that the Canadian security authorities

A0050266 26-001906
SECRET

AGC-3506



S E C R E T - CANADIAN EYES ONLY

16

should pay close attention to the development of these particular elements of

the separatist movement.

24. Foreign involvement is more difficult to establish with any cer­

tainty. What can be said is that the Soviet Union has shown a marked interest

in the formation of the Communist Party of

a number of contacts between certain__separs

Russian intelligenceofficers. In the early 1960’s there were indications

of^ciive'SCubatt-interestvl More recently French activities appear to have

Quebecff|Qhd that there have_J

t±sts and known or suspected

assumed greater importance. There is no doubt about overt French Government

interest in Quebec and the separatist movement. There has also been some

indication of clandestine or improper French involvement with some elements

of the movement. While the-available__e_yidence-i-s-nQ^-eemplet'eiy conclusive- ’̂

analogies with known French opei^tions--irrother_f;rancophone areas would

suggest that^Jh>--d5^inconceivable that-some'Such activity is~not~taking' pl&ceJ

Canada and Her Allies

25. In addition to the normal responsibilities for defence against

threats to internal security which she has in common with all nation states,

and more specifically in present circumstances with all members of the western

alliance, Canada's special relationships with the United States and Britain

impose additional requirements and make Canadian security procedures of

particular importance.

26. The United States is the leader of the western al 1 lance in terms

of military, economic and political power. As a member of this alliance

with special relationships in many fields and an open frontier with the

SECRET A0050266_27-001907
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United States, Canada has a serious responsibility to ensure that its terri­

tory is not used as a base for the mounting and direction of foreign espionage 

and subversive operations against the United States, and that Canada is not

a safe haven for foreign agents, or a route for infiltration into the United

States. Quite apart from membership in the alliance, it is in the Canadian

national interest to assist with the defence of North America against threats

to internal security^ is aTso_t.he-possib+bity that undesirable_eon*

sequences could follow a Canadian demonstration,of'Unwillingness or incapacity

to perform this role. The Uixited"States might, for example, inpose more

rigorous controls'on the Canada-United States border, or undertake secret

counter-intelligence operations in Canada.4

27. There is another area in which Canadian security policies are

responsive to the requirements of allies, and to the individual or collective ‘

security regulations of allied countries. Canada receives large amounts of

classified information (and even larger amounts of unclassified but official

data) from abroad, the bulk of it from the United States and Britain. This

classified information is made available on the understanding that it will

receive security protection similar to that which it would receive in its

country of origin; and the Canadian Government is committed by a number of

agreements to providing such protection, which normally involves specified

minimum standards both of physical protection and of screening for the in­

dividuals who will have access to the material. Undoubtedly, some of this

classified information is supplied because it is in (for example) United

States and British interests to ensure that Canada is informed on certain

issues, but in general the continued flow is dependent upon the apparent

adequacy of Canadian security.

SECRET A0050266_28-001908
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28. P gfteTe are~~lrr-£aet some iad-ications that this flow-of informatien-h;

recently diminished in certain areas, mostly at the initiat4vS'"of~the United

States. We have found it impossible to be certain of the reason for this

diminution, and we would not like to^at£ribute the whole of it to United

States worries about Canadlarr'security—clearly current Canadian foreign

policies and thedjx^fgences of views between Canada and the United States

on certaijKJrucial issues must affect relationships. We feel reasonably

cef^ain however that some part of the lessening is due to the United States

vdew~that Canadian security measures are not always Adequate

29. The point has also been made that it might be of advantage to re­

duce the extent of Canadian security precautions by ensuring that the amount

of classified material from allied sources reaching Canada was reduced to a

minimum, and we have given some consideration to the apparent importance to

Canada of this largely United States and British classified information. It

is difficult to establish the position with any precision, but the represen­

tations we have received from interested departments convince us that the flow

is of considerable importance, first, to Canadian perception of the inter­

national scene and of the detailed significance of many issues, and secondly

to Canadian policy and decision-making in a number of specific areas. These

areas are mainly concerned with intelligence and security, research and

development, foreign and defence and (perhaps to a slightly lesser extent)

economic policy; in addition the continuance of defence production sharing

arrangements between Canada and the United States is partly dependent on the

adequacy of Canadian security procedures. Further, with regard to the possi­

bility of reducing the flow, it has been pointed out that in many areas it is
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very difficult to be selective: either Canada receives a mass of material or 

it receives none. The receipt of even a minimal flow from other areas would 

require security procedures and precautions; in any case, many of these pre­

cautions would be necessary for Canadian national purposes. In general, our

position on this issue is that we do not think that a decision to reduce the 

flow of allied classified information should be taken merely on the grounds 

make it appropriate for.Canada

j^o^ptrout^f—exehangeK'of^classifdud^ifOFmation-wi'tTrour

that its receipt demands the maintenance of more extensive security precau­
tions. ̂ Trgie-real-is-sue-irs-not one of security, but is rath&r-coneerneiWitk

the extent to which other consider;

Security Responses

JO. In order to meet the requirements we have outlined, a number of

security methods and procedures have been devised or suggested. The follow- ,

ing paragraphs represent an attempt to create a framework within which to

view the details of these methods and procedures. Before outlining such a

framework, however, we would first reiterate our view that the duty of the

state to protect its secrets from espionage, its information from unauthorized

disclosure, its institutions from subversion and its policies from clandestine

influence is indisputable; what are matters for dispute are the organizations

and procedures established by the state to meet this responsibility in an

area which can touch closely upon the fundamental freedoms of the individual.

Secondly, we would repeat our opinion that security procedures must not be

viewed primarily in the context of the detection and prosecution of illegal­

ities. They are mainly concerned with the collection of information, with

the prevention of leakage and loss and with ensuring that compromise is

discovered.
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51. In all countries security procedures consist of a range of measures.

First, there are those basic measures which provide for the acquisition of >

information by means of active intelligence operations, investigation or )

liaison with allies. This information provides the basis for the general

assessment of the varying threats, and for the formulation of appropriate

policies. In addition, these measures provide the data against which risks

are assessed and judgments made in individual cases. No security arrangements

^can be better than the data on which they are based, and the more complete the

information that is available the more sensible and equitable are policies and

decisions likely to be.

52. Next, an array of measures is concerned with the control and regu­

lation of certain actions of individuals. These measures all involve the

investigation and "screening" of personnel with a view to preventing where

possible those who in the judgment of the government may constitute a risk to

the security of the state from entering the state, becoming citizens of the

state, entering public employment or having access to classified information.

Procedures concerned with security screening of personnel may themselves

include a range of activities: the establishment of criteria; examination

of available records including, for example, criminal records; interviews
1

with the concerned individual; inquiries concerning an individual; arrange­

ments for the evaluation of reports; arrangements to ensure the consistency

of decision-making; procedures for review of these decisions; and procedures

for taking action where individuals are judged to be risks in terms of their

probable behaviour. In more detail, these procedures include the following

activities: 1
*

SECRET A0050266_31-001911 -

AGC-3506



S E C R E T — CANADIAN EYES ONLY

21

(a) Control of entry to the national territory, by means of visa

control and arrangements for the security screening of intend­

ing immigrants or visitors or both. Such measures are employed

in one form or another by all nations.

(b) Control of the granting of citizenship to other than native-

born persons, by means of similar security screening of

applicants. Again it is normal for nations to employ some

such procedures.

(c) Control of passport issuance. Almost all nations take steps

to ensure that passports are "documents of integrity" in the

sense that they are issued only to those who are citizens.

Some nations issue passports to all citizens as a right, al­

though exceptions are naturally made in the cases of such

persons as fugitives from justice, those who have contravened

certain laws and those who owe debts to the government. Other

nations subject applicants for passports to security screen­

ing on the basis of the opinion that possession of a passport

is a privilege which the state is entitled to grant or deny.

(d) Control of access to public employment. Here again, some

nations insist on a form of security screening for all public

employees; the results of such a screening are sometimes used

in the personnel selection context to judge suitability as

well as to ensure absence of any significant security risk.

AGC-3506
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(e) Control of access to classified, information and. material.

All nations conduct security screening in one form or

another before permitting individuals to have access to

classified information.

33. In addition, a series of measures relates to the classification,

safekeeping, handling and transmission of material which requires security

protection, to the provision of appropriate technical and other facilities,

and to procedures to ensure compliance with security regulations. Finally,

a legal and law enforcement structure is concerned with the adequacy and

enforcement of such laws as relate to various aspects of security defence.

314-. Different elements of this range of measures may receive differing

emphases or priorities in different countries and in different circumstances,

and there is naturally a continuing debate concerning the relative importance

of measures in different parts of the spectrum. Some, for example, consider

immigration security controls of vital importance; others feel that the number

of persons eventually excluded as a result of these controls is so small as

to call into question their usefulness. Some believe that citizenship should

be an accolade only awarded to those (other than the native born) who can

satisfy rigid security criteria; others feel that a resident is very little

more of a security threat if he becomes a citizen, or less of a threat if he

does not. Some take the view that nothing is more important than the basic

measures of physical security; others argue that it is of first importance to

be assured of the loyalty and reliability of those with access to classified

information.

AGC-3506
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55. Clearly a proper balance is necessary "between these inter-related

measures. If immigration controls are reduced in effectiveness, possibly

access to the public service should be more strictly controlled by ensuring

(for example) that only citizens are so employed. If immigration controls

are strengthened, possibly control of citizenship can be relaxed. The main

strategic decisions in the area of security are concerned with the allocation

of available defensive resources to the elements of the spectrum, and deci­

sions of this kind must be taken by the government on the basis of estimates

of the threat and judgments of the relative effectiveness and acceptability

of different measures in changing circumstances; ultimately, we suppose, the

totality of these Judgments must in some sense reflect the government’s view

of national character, attitudes and aspirations.

56. The remaining chapters of our Report are concerned with the indivi­

dual procedures which together make up this spectrum of security defence,

with the organizational problems that arise from them, with their impact on

individuals, with their effectiveness in specific areas and with means by

which they may be improved and rationalized.
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IV. SECURITY/AND THE INDIVIDUAL

General Considerations

89. The problem posed by the impact of security procedures on individual

members of society is of course one of the central issues of our inquiry. In

the general area of individual freedoms, concern has been expressed in recent

years over invasions by the state, as well as by private individuals and

organizations, of what has come to be called the "right of privacy". The

range of apparent problems is broad, and includes such matters as the use of

telephone interception, electronic intrusion devices, long range cameras and

other sophisticated equipment by police and governmental agencies in the course

of detection and investigation of criminal offences and security matters; the

collection and recording of information about individuals and organizations

for the purpose of security "screening"; the use of such devices as the poly­

graph and the breathalyzer by the police; the use of closed circuit television

and eavesdropping devices to supervise employees or to assist with the entrap­

ment of consumers; the use of psychological tests and questionnaires by pro­

spective employers, and in schools without parental knowledge or consent; the

57
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accumulation and storage of personal data in computers by the state.

90. Two aspects of this general area of concern seem to us to fall within

our terms of reference. The first of these is the use of certain investigative

techniques for the purposes of counter-espionage or counter-subversion opera­

tions and for the acquisition of intelligence; this we consider in some detail

in Chapter X. The second is the investigation of personnel for security

screening and clearance purposes^

91. We must first state that we consider personnel security and personnel

screening of central importance to an effective security system. Some depend­

ence may be placed upon physical security measures and upon the enforcement of

regulations, but ultimately the reliability and discretion of individuals is

the base upon which all true security must rest. This is especially true now

that advances in technology—the advent of rapid copying equipment and sophis­

ticated electronic devices, for example—have made it almost impossible to

devise effective physical protection against a determined individual with

modern equipment. We think that all persons, without exception, should be

subjected to the security screening process before being allowed access to

classified material. Those to be screened should include, as required,

employees of Canadian Government departments or agencies, members of the armed

forces and the RCMP, ministerial appointees, members and staffs of task forces,

consultants, university faculty members working on classified research contracts

or handling classified material, persons employed in industry concerned with

classified contracts, and so on. The necessary procedures consist essentially

of two parts: first, the acquisition of data about the past history of an

individual; and secondly, an attempt to forecast the individual's future per­

formance or reliability on the basis of this data.

SECRET A0050266_36-001916

AGC-3506



S E C R E T - CANADIAN EYES ONLY

59

92. We have little sympathy with the more extreme suggestions that inquiries

about persons should, not be undertaken because of the individual's "right of

privacy", nor with the view that the process of personal investigation by the

state is alien to normal and democratic practice, nor with the general premises

that any individual has a right to employment within the public service-or a

right of access to classified information. We think that all employers—even

governments—have a right to be selective in hiring employees as long as

selections are made upon a sound and equitable basis. What is more, investiga­

tion of applicants for employment is a normal practice, as is investigation for

credit or insurance purposes. References are required or referees are consulted.

Many firms make credit bureaux checks of prospective employees, and we under­

stand that some have relationships with local police departments which enable

them to acquire at least negative data. Many firms "bond" employees, and thii

involves investigation. Some make use of psychological tests and interviews

in an attempt to assess aptitude. The general process of data acquisition as

a basis for forecasting the future performance or reliability of a prospective

employee is widespread, well-understood and generally accepted. The state's

procedures only differ in comprehensiveness and formality from those generally

employed in one form or another by responsible employers in the private sector.

93. Neither does an individual have a right to confidence; on the contrary,

access to classified information is a privilege which the state has a right and

a duty to restrict. We believe that the real rights of individuals are of a

rather different order. We feel, for example, that persons should be told that

they are to be subjected to inquiries for security clearance, and have a right

to expect that any inquiries made about them should be made by competent and

trained investigators, and that any decisions made about them should be made
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carefully, in a consistent and equitable framework, and on the basis of pro­

cedures that are not incompatible with the concepts of natural justice and

with national style and tradition.

91. On the other hand, in order not to imperil sources of information

adverse decisions must sometimes be taken about individuals without revealing

to the person concerned full details of the reasons or the supporting evidence.

It is sometimes necessary to refuse to employ an individual, or to transfer

him or even to discharge him, because after the fullest investigation doubts

about his reliability remain even though nothing may have been proved by

legally acceptable standards. Such doubts must be resolved in favour of the

state rather than in favour of the individual, or at least some greater weight

must be attached to the interests of the state than would be appropriate in

legal proceedings. People employed in sensitive environments may in certain

circumstances be subject to unusual regulations concerned perhaps with search

of their persons or restrictions on travel.

95. In our view, there are no simple or legalistic solutions to problems

of these kinds, but only ad hoc checks and balances. Experience in the United

States (where almost complete reliance is placed upon due legal process and

the full force of the law can be invoked to rule upon almost any administrative

decision) would suggest that there are no sensible or practical organizational

or other arrangements which can provide absolute protection to all individuals

against apparent occasional restriction of their rights.

96. Further, just as normal legal processes occasionally lead to in­

justices, so will security procedures. Usually persons do not suffer in legal

proceedings because of arbitrary judgment; if they suffer, they do so only
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because of the nature of the system and. the content of the law itself. Sim­

ilarly in security procedures extreme care must be taken to ensure that if the

interests of an individual are prejudiced they are prejudiced only because of

an overriding requirement and not because of lack of care. Whatever arrange­

ments may be made in an attempt to protect the rights of the individual, .

ultimately his most important right—to fair, equitable and careful treatment­

will depend upon the existence of policies and procedures scrupulously formu­

lated in accordance with national style and traditions, and consistently

executed and enforced by competent and trained personnel of great integrity.

97. Before proceeding to a detailed examination of screening procedures,

we should note that the remainder of this chapter is largely concerned with

civilian government employees. In many instances, however, the comments and

suggestions we make are also applicable to members of the armed forces and to

persons employed in classified work in industry; we do however devote later

chapters to special problems in these areas. Somewhat similar procedures are

applied to most applicants for immigration or citizenship, and many of the

general remarks in this chapter apply here also, although again we devote a

later chapter to a detailed consideration of these matters.

Acquisition of Data

98. There are five methods by which data that is relevant to an individ­

ual's reliability can be acquired: checking of available records; written 

inquiries; personal inquiries; physiological or psychological tests; and 

personal interviews.

99.
Records Checks. [^he«kiag_Qf—available—resords—i nimal investi­

gative procedure uiay^-be—condueted with oi without Lite knogTeUgtf'Of the~
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subject.—Many tniTiril.H-eri check the reermd<R-f¥fi-?rH—fmpl i oants fnr goverrmrcnfK'

einployinmil. cninil.i ie.H conduct-records checks ■of persArtg ■wtin-may
fl /i i & f)

liable government records

<il or armed

have access tn clacni-fied inftr-matiofn—■£fi-Canada3 a
-£ gx- 1
include] RCMP subversive files, RCMP criminal records

.h and foreign countries with whom liaison

is iR-a normal ffomerGi-ttl-

forcnSjfiles (where previous service is claimed) and immigration and citizen­
ship files (where appropriate). ^In-addition, the Canadian authurities-jaaMe

access to information from commoj

100. Written Inquiries. Written inquiries seek information about an

individual's reliability, character, associations, experience and education

from former employers and supervisors, from schools and universities, and from

referees.

101. Personal Inquiries. Personal inquiries (so-called "field investiga­

tions") fall into two parts. First, an effort is made by means of personal

interviews with former employers, associates, school or college teachers or

supervisors, neighbours or appropriate local agencies to check and confirm

the details of his past life that an individual has listed on a comprehensive

personal history form. Secondly, use is made of these interviews to elicit

information concerning character, habits, morals, reputation or associations,

as well as "leads" for further interviews. If adverse information is elicited,

further investigation is concentrated on this particular area in an effort to

confirm, deny or expand it. Clearly this is a highly subjective and in some

ways objectionable process, but in spite of considerable effort no substitute

for it has yet been devised. It seems to us however of special importance

that the inquiries should be made and any resulting reports prepared by mature,
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experienced, sophisticated and trained officers, working under strict super­

tion obtained from such important sources of information as universities 

personnel investigations of this kind must be regarded as duties requiring

persons of high calibre and considerable skill and experience

situation if it were possible to process102.

or less mechanistic tests, and arrive atan individual through a series of more

of the subject's future loyalty, reliability and characteran objective judgment

Unfortunately, we are

this

project on this subject is being conducted in Canada; we feeland a rese;

support for this project should continue, both for its own sake and as at:

Canadian contribution to the development and improvement of the investigative

Opinion is divided on the relevance and propriety105, Personal Interview,

investigator and an individual under investigation.of personal contact between an

SECRET A0050266_41-001921

examination. In addition~xtfe are informed that there is at least a possibility 

tests in special circumstances on>ar“voluntary basis should receive further 

equipment can assist with equitable judgment by bringipg-'to light so-called 

that tendencies towards homosexuality can be determined by physiological tests

Tests. It would be an ideal

vision, and that only significant information should be recorded. We were
impressedjin Britain, Australia and especially the United Statesjby the care

with which personnel investigators are selected, trained and supervised and

their reports considered, checked, balanced and revised/ We cannot emphasize

too strongly that, if an individual's rights are to be protected, and coopera­

informed that this is not possible, nor likely to be

possible in the foreseeable future. \ Pely^aph examinat4en5~are-givon by certain

agencies in the United States, and with skilled operation it seems 

'areas of concern" and resolving doubts; certainly the usefulness of polygraph 
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Britain^—for-example, reeords—eherkR awj regm-ihrtFas agpy

field, investigation ("positive vetting") is considered as a c ative process

in which interviews are used to discuss and re& points which may arise in

the course of investigation. United States agencies regard interviews 

with security offl&efs as mandatory, but others (including the Civil Service

Commission and the Federal Bureau of Investigation) regard them as quite in-

approprtate. I Our own view is that each case must be considered on its merits.

If\ areas of concern appear in the course of investigation, there seems no

reason why attempts should not be made to resolve them by interview, unless

they appear to be of such significance as to make it apparent that clearance

is almost certainly impossible or the situation is such that a confrontation

appears unlikely to be rewarding.

104. Clearly, many combinations of these five techniques are possible,

and in fact actual procedures vary quite widely. In Canada, present arrange­

ments appear to be somewhat inconsistent. In the first place, it is clear that

many persons are recruited for classified enployment before checks are completed,

and may even be given access to classified material before the results of any

checks are available. This procedure is said to be due to the exigencies of

recruiting, but is nevertheless inexcusable. Secondly, records checks are

conducted with some informality and inconsistency. Fingerprints are not

required from all applicants for classified employment, nor from any industrial

workers on classified contracts, and in the absence of fingerprints fully

adequate criminal records checks are impossible. Inquiries of referees are

very limited, even in the context of personnel selection. It is unusual for

previous employers to be consulted in the absence of a field investigation.

Further the requirement for a field investigation differs in different parts of
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the government. Some departments require such an investigation for a so-called.

"Secret" clearance, and some require it only for "Top Secret" clearance. Sub-

ty^i^procedures; this
jects are interviewed by the security officers in some departments and not in
others. Finally, there is a considerable liaflexibi-l-ityji^'procedures; this 

results in the situation that a department which does not state a requirement 

for a field investigation for a "Secret" clearance may be presented with adverse

information from the records<]wHIbh there lias been-no-attempt to resolve-T^y-

even the mort 1 imitod—■inqnlripcjj

105. There is a further area in which Canadian procedures seem to us some­

what inflexible, and this is in the relationship between security investigation 

and screening procedures on the one hand, and the personnel selection process 

on the other. Thofof-ficia^Jpolicy on this subject,Vas stated in Cabinet

-7Directive No,—55L is/ao fol-lows:

JlA person to be appointed to a permanent position in the
public service will not normally be made the subject of
security screening for this reason alone. But whenever
a person to be appointed to such a position is, in the
opinion of the deputy minister or head of agency con-'
cerned, likely to be required eventually to have access
to classified information, that person shall before
being given a permanent appointment, be made the subject
offldglcheck iX-^this has not~adTe^~d^
been-dene.jj 4? /-

In fact, as far as we can determine, only the most limited investigation of 

prospective members of the public service is conducted by the Public Service

Commission in the absence of a requirement for security screening. Sometimes

qualifications are confirmed; occasionally referees are consulted. Personnel 

t

c

selection decisions are made largely on the basis of a personal interview.

What is more, and in spite of the 1 Dixect4vaZ it appears unusual for any security.

screening to take place in anticipation of a possible future requirement for
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access to classified information, except in the armed forcesttvtf

106. In the United States Government a very different practice is followed.

Investigations are conducted by the Civil Service Commission as part of the

normal procedures for obtaining sufficient data to assess the suitability of

candidates. The Bureau of Personnel Investigations of the Commission is 

responsible for the whole process of obtaining or confirming all the facts,

both favourable and unfavourable, that bear on an individual's suitability for

employment. It carries out this responsibility by means of records checks or 

field inquiries, and it evaluates the significance of the information it

develops in consultation with employing departments. All applicants for the

United States public service, whether or not they are to be employed in sensi­

tive positions, are subjected at least to records checks. The object of this

programme is to give effect to the government's responsibility for maintaining

the quality of the public service at a high level and for implementing a 

meaningful merit system in which all factors bearing on suitability are con­
sidered. jjPhere-are. only jate-'Itmitatioiis on Lhe5e~~procedures;—Fir

departments and agencies are respQo&±bTe*for their own security screening

processes either unilaterally or by arrangement with the Federal Bureau of

Investigation^^Secondly, alleged subversive associations and activities are

foUdwed up by the Federal Bureau of Investigation and not by the Civil Service

-Commission' iffvestTgatorsi I 

Public

servants are normally subjected t>

ssimilar, a:

nly when a security clearance is

■The-siluaLiun_Tn-Britain is not entire

required^,—6o=SaIIed "Normal Vetting" in Britain is a covert operation con-
<lueLe(l by'Tihe^Security'Servlce onlfie basis "of-records, as-a result of which^X’’

SECRET A0050266_44-001924 *

AGC-3506



SECRET- CANADIAN EYES ONLY

67

^jguaitefflfflondntlona nrr-iiihiIp l.u ilpppi l/wwt-s About, indi-vldnal pa-va,----^Re&itivg—

Vetting", which is mainly concerned, with character, is conductgd-^Jyspecial

teams unrelated, to the Security Service (in fact, afi-aTmatter of convenience,

administered, by the Ministry of Technolog^J-r^The employing department makes

a judgment on the basis of char actpr'informat ion supplied by these teams' and

any information and recommendations related to subversive activities and

associations providedziSy the Security Service. The rationale is that the

department (at Itfast theoretically) knows the individual and can evaluate the

character ^formation, while the Security Service knows the security situation

and can evaluate the significance of allegedly subversive associations or

activities. Again, if the character inquiries produce information relating

/to subversive activities, this is passed to the Security Service for further

108. can see many advantages in the institution of a

formalized effort to acquire, in the context of personnel selection, elementary

data about every applicant for employment in the public service, whether or

not he or she is to be employed on classified duties. Adverse reports would

of course not necessarily be reasons for rejection, but the process of inquiry

should help to avoid the unfairness inherent in a situation in which a

candidate is able to conceal relevant but adverse information merely because

the government makes little effort to check details of background and record.

In addition, even if an individual were being initially considered for a non­

sensitive appointment, some data would be available to indicate whether or not

problems relating to clearance were likely to arise at a later stage when

access to classified material might be vital for promotion or transfer. In

the absence of such procedures, increasing mobility within the public service

SECRET A0050266_45-001925
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seems likely to lead, to growing numbers of problem cases. Further, inquiries 

concerning individuals may become somewhat more acceptable if conducted in the 

context of personnel selection rather than security investigation.

general requirement for basic records—cheeks will ensure that the names and

ints—of-all—publie—servants-are - readily-aval±8ble~bo the Security

109. We have examined the present procedures Directive

'and have reached the conclusion that they could with advantage be

amended on the following lines. These suggestions extend records checks to 

all members of the public service, and add certain elements of formality to 

the procedures for granting access to classified material.

(a) Persons to be employed in the public service. Before a person

is employed in the public service his name should be checked

against the subversive records and he should be the subject

of a fingerprint check against criminal records. Adverse

information need not result in rejection, but the information

should at least be made available to the employing department,

which can request further inquiries if these appear to be

necessary.

(b) Persons to have access to Secret (and Confidential) information.

Before a person is given access to Secret or Confidential

information he should be the subject of comprehensive records

checks (including subversive records, criminal records, all

relevant federal departmental records, credit bureaux records

and foreign records where necessary and possible). Where

SECRET A0050266_46-001926
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written inquiries to referees or previous employers have

not been made as part of a personnel selection process,

this should be done. If these steps produce no adverse

information, access may be granted to Secret or Confidential

information after a formal and recorded departmental Judgment

that this access is necessary and desirable. If however any

significant adverse information is developed, further inves­

tigation (including field inquiries) should be undertaken by

the Security Service to confirm or resolve doubts. After

inquiry, the case should be referred by the Security Service

(with a recommendation—a point to which we shall return) to

the department for decision.

(c) Persons to have access to Top Secret information. Before a

person is given access to Top Secret information he must be

the subject of a similar comprehensive records check and a

full field investigation covering a period of at least the

previous ten years of his life or the period from age

eighteen, whichever is shorter, and a formal and recorded

departmental Judgment must be made that this access is

necessary and desirable. ) Tn aildi ti-nn, ■ prevision

course be made f< requirements of special clearances

(d) Clearances to Secret and Top Secret levels should be formally

up-dated at regular intervals, Secret clearances by means of

records checks and consultation with departmental supervisors

SECRET A0050266 47-001927
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and Top Secret clearances by means of further field investi­

gations. Security clearances should not be thought of as in

any sense permanent, and in between these up-datings super­

visors of personnel handling classified matters and depart­

mental security officers should concern themselves, if

necessary in consultation with the Security Secretariat and

the Security Service, with cases in which possible doubts
i

have come to notice.

110. We have already referred to one specific inconsistency in present

regulations—that fingerprints are not required from industrial workers for
4

whom clearance is needed. In our opinion there is no reason for any distinc-
<

tion between industrial workers and public servants in this respect. We regard

fingerprints simply as a means of identification, comparable perhaps to photo­

graphs. We can see no validity in objections to the taking of fingerprints

and the retention of fingerprints on file. In addition, we understand that ,

plans are being made to "vacate" and seal original criminal records after

relatively short periods and that these sealed records will only be available

for specific reasons. We consider it of great importance that the full records

should be available for security screening purposes, although we would agree

that only the recent "unvacated" records should be used in the case of appli- 1

cants for employment in which access to classified information is neither '

necessary nor likely to be necessary in the future.

Reporting of Data

t
111. Once data about an individual has been acquired, it must be reported

to the decision-making authority, which is the employing department. The
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present practice is for the RCMP to summarize the results of its record checks 

and investigations in the form of somewhat stereotyped letters or "briefs" with 

little or no explanation of the significance to be attached to any given item 

of information, and very often with data summarized to such an extent as to be 

difficult to assess

that the RCMP is unwilling to reveal the full details of ii it ion at its

disposal, and in particular the sources of iti information, to depart­

justification for this unwillingness on

the part of

revealedso

preci d briefing represents a form of quality control, whereby the resultsof

ie inquiries and reports of relatively junior officers can be brought to a ■o:

orm s'

)
occasions (although we suggest these are likely to be few in the area of

personnel screening) when protection of sources must be considered of paramount

importance, but the general principle should be that decisions are made on the

basis of all relevant information, although the means by which and the condi-

ie Security Service itself.

ssary to. have discussions with departmental

contentsdecision-makers on

ie custody of thedo not lei

;offed in interdepartmental comattees" concerngdr-w4th_±he-screenihg~~of

SECRET A0050266_49-001929
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of the files, even though the files themselves

has been most unwisely used by departments. In addition, the process

Security Service. This procedure is already

the RCMP, for^fetfere have been occasions in the past when information

mental officers. There is in fact

Whatever the reasons for this processj feel that^/>C is wrong in

tions under which the information is made available to the departmental decision­
makers may vary. ^Efepartmen-tal officers must be Trained to give~:ElTe~tfi£5nnafrtbn

which comes to them the same protection as w
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■prospective “immigrants and applicants for citizenship;? In general one of the

most important functions of the protective security branch of the Security

Service should be to ensure that all relevant information is made available 

to departments in as complete a form as possible.

11J. Injone respect at least present Canadian personnel security procedures

are almost unique/ ffhe[«GMS takes the firm view that'll must do no more than

provide basic information to departments concerning the clearance of individuals,

and that it must play no formal part in the decision process itself. In a sense,

the concept of departmental responsibility has been extended to support the

position that the RCMP should not be asked to advise formally on the signif­

icance of the information it provides. The ostensible rationale for this

attitude is somewhat mystical; it is alleged that provision of this advice

would tend to edge the nation closer to a "police state". We feel the real

rationale is much more practical: the ability to dissociate activities con­

cerned with personnel investigation from the results of personnel judgment has

obvious advantages as a public posture.
»

Ilk. I Ip^Britain, the Security Service comments on information (or the

absence of information) concerning subversive activities and associations with

one of the following series of remarks:

"(a) The Security Service advises that the candidate should
not have access to information classified CONFIDENTIAL or
above. (Most persons assessmhas a "risk" to security will
come into this category.)

(b) The Security Service advises that rhecandidate should
not have access...etc.,...unless (the Department concerned)
decides that there are overriding departmentalboQsidera-
tions. (This formula will be used whenever the Secbs^ty
Service record of the candidate or of his close relatives
or associates does not establish the candidate's unreli-
ability to the extent required for Reply (a), but where

SECRET A0050266_50-001930

I

<

I

AGC-3506



S E C R E T - CANADIAN EYES ONLY

75

■substantial suspicion nevertheless remains that the
candidate may come within the terms of Reply (a). Many
pertains assessed as a "slight risk" to security will be
covered by this formula.)

(c) The'Security Service advises that the above information
should novWcessarily debar the candidate from access...
etc.,...but (the Department) may prefer to make other
arrangements e^^cially if access to particularly delicate
information is invs^yed. (This formula will be used when­
ever the Security SerV^ne record of the candidate or of
his close relatives or a^ociates leaves room for slight
doubt as to the candidate ^reliability. Many persons
assessed as a "slight risk" tKsecurity will, as in the
case of Reply (b) be covered bySfchis formula.)

(d) The above information does no-txt's.the view of the
Security Service provide grounds for defying the candidate
access.... (This formula will be used whe\the Security
Service has a record of the candidate, or ©£\a close
relative or associate, of which the Departmeny^hould be
made aware but which, in the view of the Securit^S^ervice,
is insufficient to cast doubts on his reliability. x[he
Security Service will normally expect such persons toBe
acceptable to Departments.)

(ej Nothing Recorded Against."  -

H>5. In Australia, the Director General of the Australian Security

Intelligence Organization may state that there is no security objection to a

given individtral having access to material classified up to but not above

Secret; or having regtftar access to Secret material and occasional access to

Top Secret material; or havin^^egular access to Top Secret material. If,

however, the Director General consietesis the individual to be a security risk,

and the individual is already a public servant, the Director General informs

the Public Service Board, the Permanent Head of th& department concerned, and

if necessary the Minister, that he cannot give a security^clearance, placing

before them as much of the information at his disposal as the circumstances

permit—frequently all the information—though not normally the sourc&s^from

which it has been learned. The department and the Board are thfen in a positiD
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to

individual concerned is an applicant for employmentmay be appropria- If theas

r General informs the Public Service Board thatin

he cannot grant a security clearance, again

responsibility for the implications and significance of that data; such a responsi­

bility adds to the compulsion to be accurate and objective. Secondly, the present

procedure deprives the decision-maker of the sole source of professional advice

on the significance of subversive associations and the main source of professional

experience on the meaning and relevance of character defects and other factors.

It seems to us that this deprivation is as likely to be detrimental to the

the final

responsibility for decision-making must rest with the departmental authorities;

we nevertheless believe that the Security Service^hasla duty to provide meaning­

ful advice to help with the decision, and that it should do this not only by

providing as full information as possible but also by commenting on the importance

and significance of the information it provides and by making formal recommend­

ations concerning clearance.

Lng such of the facts as circum-

the individual—transfer or dismissal, for example—

individual as it is to be disadvantageous to the state. We agree that

the public service, the Dir

e an independent judgment of the reasons for withholding clearance, and

take silek action concerning

stances permit, and the applicant in most cases is not appoihte^j

116. [As far as Canada is concerne  ̂fy^Ehink ^re^nt^r^angements are/

wrong on two counts. First, an organization which provides data should bear some

The Decision Process

117- Whatever arrangements are made to provide data and advice, at some

point a decision to grant or withhold clearance must be made on each individual

case. This decision involves estimating the possible future behaviour of an

AGC-3506
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individual on the basis of his past history. The process is difficult enough

in the case of an applicant for employment, when the sole administrative effect

of an adverse decision will be the refusal of employment, or the selection of

another individual from an eligible list. It is even more difficult if it

relates to a person already employed, when an adverse judgment may lead to

transfer, non-prdmotion, inhibition of career, suspension or even dismissal,

and, what is more, may involve the department in a lengthy train of administra­

tive negotiations and difficulties concerned with hearings and reviews.

118. A great deal of conceptual consideration has been devoted to defini­

tions of loyalty and reliability, to the relationship of loyalty to security

and to the relevance of certain so-called character defects to either loyalty

or reliability. In practice, we feel that the initial basis for decision must

be a set of criteria against which the history of the individual is measured.

It is a truism that no set of criteria can meet all cases, and that a large

element of subjective judgment must eventually be applied in very many cases,

but nevertheless the relevance and adequacy of the criteria seem to us to be

of the first importance.

119. / Wbxjiave been generally impressed by the criteria which are set out

in Cabinet DirectiveSMc. 55> and- which are applicable at present. We quote

the relevant passages below: x.

"1. ...The security of classified information in the
possession of a department or agenc^nay be placed in
jeopardy either by persons who may be disloyal to
Canada and her system of government or by p^sons who
are unreliable because of defects in their character.

"2. Employees in the public service of Canada, inclM^ng
members of the Armed Services and the Royal Canadian
Mounted Police, who are required to have access to

SECRET A0050266_53-001933
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persons referred to in paragraph 2 above

(a)

(d)

A0050266 54-001934SECRET

a person who, having reasonable grounds to under­
stand its true nature and purpose, is a member of
or supports by his words or his actions an
organization which has as its real objective the
furtherance of communist or fascist aims and
policies (commonly known as a front group);

a person who by his words or his actions shows
himself to support any organization which publicly
or privately advocates or practices the use of
force to alter the form of government.

a person who is a member of a communist or fascist
party or an organization affiliated with a communist
or fascist party and having a similar nature and
purpose;

a person who is a secret agent of or an informer
for a foreign power, or who deliberately assists
any such agent or informer;

a person who by his words or his actions shows
himself to support a communist or fascist party
or an organization affiliated with a communist
or fascist party and having a similar nature and
purpose;

^a^assified information in the performance of their duties
muH^be persons in whose reliability and loyalty to his
(sicjXpuntry the Government of Canada can repose full
confidenb^. It has been clearly demonstrated that such
confidence x^nnot be placed in persons whose loyalty to
Canada and oux;
to any Communi;
political organize
processes of parli;
essential of Canadian s&syr:
in paragraph 3 below must n<
enter the public service, and mist
the public service be permitted to
information. If such a person is in Xj
access to classified information, he mu;
ferred to a less sensitive position in the^ublic service.
It may also be necessary, where it appears tb\the Minister
concerned to be in the public interest, to dismiss him from
the public service....

(b)

system of government is diluted by loyalty
Fascist, or other legal or illegal

.on whose purposes are inimical to the
fe^tary democracy. It is therefore an

ity policy that persons described
St^hen known, be permitted to

not if discovered within
h^ve access to classified

iosition where he has
it at least be trans-

"U. It must be borne in mind that there may be reason to
doubt the loyalty of a person who at some previous time was
a person as described in paragraph 3 above, even though this

"3. The

^z^
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doubt may not be confirmed by recent information about \
him. \

"5. In addition to loyalty, reliability is essential in \
any person who is to be given access to classified informa­
tion. A person may be unreliable for a number of reasons
that do not relate to loyalty. To provide as much assurance
of reliability as possible persons described in paragraph 6
below may not be permitted to have access to classified
information, unless after careful consideration of the circum­
stances, including the value of their services, it is judged
that the risk involved appears to be justified.

"6. The persons referred to in paragraph 5 above are:

(a) a person who is unreliable, not because he is
disloyal, but because of features of his character I
which may lead to indiscretion or dishonesty, or /
make him vulnerable to blackmail or coercion. /
Such features may be greed, debt, illicit sexual /
behaviour, drunkenness, drug addiction, mental /
inbalance or such other aspect of character as /
might seriously affect his reliability; /

(b) a person who, through family or other close I
continuing relationship with persons who are I
persons as described in paragraphs j(a) to (e)
above, is likely to be induced, either knowingly '
or unknowingly, to act in a manner prejudicial
to the safety and interest of Canada. It is not
the kind of relationship, whether by blood,
marriage or friendship, which is of primary
concern. It is the degree of and circumstances
surrounding such relationship, and most parti­
cularly the degree of influence that might be
exerted, which should dictate a judgement as to
reliability, a judgement which must be taken with
the utmost care; and

(c) a person who, though in no sense disloyal or
unreliable, is bound by close ties of blood or
affection to persons living within the borders
of such foreign nations as may cause him to be
subjected to intolerable pressures.

"it Ig~adilibion itnaust be recognized ttSfc^±here maat-bc q»
serious risk to security in employing or permitting-jto^5e
employed persons such as those describodr-ffTparagraphs 3
or 6 above: -------

(a) in certain positions in industrial firms and
ited establishments involved in or-engaged-
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(b)

This document appears to us to be a clear and. explicit statement

criteria which should be used to guide decisions concerning personnelof

although we wonder whether the distinction between loyalty andclearano

is ultimately based

future reliability of an individual in the light of

ding loyalty—which may affect thisvarious factors—inc

an individual's reliability may seem lessany case, a Judgment concerning

invidious than a Judgment of

the requirement (paragraph 2 of

our suggested procedures, the fact that records hecks would be made of all

avoidcandidates would presumably bring to light more order to

to state thatexcessive restriction, the Directive

public service should apply only to thosethe firm prohibition on entry to the

who may have access to classified information, or are likelyxto have opportu­

nities to

in paragraph 10y$a)should be treated on their merits, as we suggest

attempt is made to seek data on those who enter

jroon the production or study of classified
d&g^nce equipment which requires security
protebtJjOn; or

,lty. We also regard as somewhat impractical

should probably bexamended

reliability. In

on a forecast of the

reliability jjknot somewhat overemphasized. The decision

such cases. In

th\quotation) that certain persons "must not

when known, be permitted to enter the public service", when at present no

gain access. Cases where candidates will have no such opportunity

non-sensitive positions. Under

in positions iTk«overnment organizations
engaged in work oN. nature vital to the
national security whi^h. although they do
not normally involve accebs^to classified
information, may afford theirlsciimbents
opportunities to gain unauthorizedacTeBs-
to such information."

121. There are four oints we would raise concerning these

criteria. The first concerns homosexuality, the second Quebec separatism, the
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third the relevance of student activities at college or university, and the 

fourth the security clearance of aliens or former aliens.

122. The question of homosexuality is a contentious area, especially as

social mores change. It is a fact, demonstrated by a large number of case

histories, that homosexuals are special targets for attention from foreign

intelligence services. What is more, there seems to us clear evidence that

certain types of homosexuals are more readily compromised than non-deviate

persons. However, we feel that each case must be judged in the light of all

its circumstances, including such factors as the stability of the relationships,

the recency of the incidents, the public or private character of the acts, the

incidence of arrests or convictions, and the effect of any rehabilitative

efforts. In general, we do not think that past homosexual acts or even current

stable homosexual relationships should always be a bar to employment with the

public service or even to low levels of clearance. We do feel however that,

in the interests of the individuals themselves as well as in the interests of

the state, homosexuals should not normally be granted clearance to higher

levels, should not be recruited if there is a possibility that they may require

such clearance in the course of their careers and should certainly not be posted

to sensitive positions overseas.

12J. The problem of separatists is equally contentious. preseHtj-ip—

view of the sensitivity of this subject, special arrangements exist-whereby

information concerning the membership in or associatdorTof individuals with

certain separatist organizationsaaad-groups is made available by the RCMP, not

to departments, but i^o-'tliePrivy Council Office. The Secretaries of the Security

Panel and Spb<fanel then take such steps as appear appropriate to arrange that

su^persons-ai'S" nuL employed in-sensltlve -positions.--------- ---
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suggest that security policy concerning separatism should, be made

clear. We can see no objection to the federal government taking (and being

seen to take) steps to prevent its infiltration by persons who are clearly

committed to the dissolution of Canada, or who are involved with elements of

the separatist movement in which seditious activity or foreign involvement are

factors. We feel that information concerning membership in or association”with

extreme separatist groups should be reported on the same basis as information

concerning other allegedly subversive movements, and that the departmental

decision process should be similar. We are of course aware that there is a

wide spectrum of activity relating to separatism, ranging from overt political

activity to clandestine terrorist planning and action, and we do not for a

moment suggest that all persons who have been associated with overt and non­

violent groups should be excluded from federal employment. We see no reason

however why the federal government should employ (especially in sensitive

areas) persons who appear to be actively committed to an extreme separatist

position. At the very least we feel that a decision to employ such persons

should be taken only on the basis of a knowledge of their records.

125. A third issue concerns the importance which should be attached by

the Security Service or the decision-makers to the activities of young persons

at universities. The point is made that universities are traditional homes of

free thought and protest, and that the positions taken by young and inquiring

minds should not be held "against" them in later years. We agree with this

point of view. Questionable university associations or activities should not

necessarily bar an individual from government or sensitive employment, although

such activities may well be relevant in any later investigation.
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126. We are however somewhat disturbed, by the tendency in certain university

circles to use the plea of academic freedom to substantiate claims to inviol­

ability and to privileged immunity from normal security procedures. In the first

place, we can see no objection to inquiries at universities concerning persons

who are seeking government employment or security clearance. In fact, we regard

such inquiries as of special importance because the products of universities

are more likely than other persons to reach sensitive and influential positions.

In any case, university authorities can be said to have the same status as

"previous employers" and should accept inquiries about students on this basis.

f4ose generally, hnwever-j-4±~±s~cle~ar that as~a result or government lhSLfiiellUhs~

orig-inat i-rtg~in lyol the security authoritdes do nut operate as effectively in-
as they do~~ln other areasTj We see no reason why any immunity should

be accorded to members of faculties or student bodies who engage in subversive

activities. We do believe however that all inquiries at universities should be

conducted by mature, experienced and sophisticated investigators and be the

subject of sensible and balanced reporting. The Security Service should take

special care not to interfere with freedom of thought and discussion, to avoid

random inquiries concerning student activities, and to avoid overemphasizing

the importance of such activities.

127. Fourthly, we note that the clearance of aliens or former aliens

presents problems, which have become of significance now that aliens are entering

the public service in growing numbers. We feel that definite rules must be

established to deal with this question, and we think that a decision to grant a

security clearance to an alien or former alien should be taken on the basis of

positive information comparable in quality and adequacy to that which would be

obtained in Canada. Unfortunately, there will be many cases in which it will
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until the individual has been resident in Canada for a meaningful period and 

be impossible to obtain adequate data concerning an individual from hijCcountr;

of origin^ and we think that, in such cases, no clearance should be considered 

has undergone a full field investigation. Former citizens or residents of 

communist countries are a special category; in these cases clearances should 

only be granted where the obvious advantages of doing so outweigh the special 

risks involved.

128. Finally, we feel that positive arrangements must be made to ensure as

far as possible that departmental judgments are consistent and balanced. Two

procedures—one general and one specific—should be adopted to this end. In the

first place, all adverse decisions and a sampling of non-adverse decisions

should be reviewed by the Security Secretariat in consultation with the Security

Service. Continuing inconsistencies or anomalies in departmental Judgments and

action should soon become apparent, and the Security Secretariat can use the

channels open to it to rectify the situation. Secondly, we suggest that when a

department decides to grant access to classified information in spite of the

Security Service's advice or recommendation, the Security Service must be

informed of the disposition of the case, so that it can take such action as it

considers appropriate to review the department's security posture, or to bring

the department's decision to the attention of the Security Secretariat. It

seems to us that procedures of this kind will combine the requirement for

departmental responsibility for Judgment with an assurance that a department's

Judgment will be responsible.

Review Procedures

129. Decisions to withhold or (especially) to withdraw clearances must
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often lead to administrative decisions that may affect the careers or the live­

lihood of individuals. In some cases the individuals concerned find it in their

own interests to resign or agree to a transfer. There remains however a residue

of cases in which the demands of natural justice may well require that decisions

affecting individuals should be subject to some form of appeal or revievz at the
«

instance of the individual concerned. A great deal of attention has been devoted

in many countries to the problem of devising a form of review which will meet

the proper requirements of national security, and the fact that there is no

simple solution to the problem is demonstrated by the wide variety of approaches

that have resulted in different countries—approaches which vary from an absence

of any appeal system to an ostensible complete dependence on formal judicial

proceedings.

130. Our inquiries suggest that both extreme positions are untenable. Some

form of review system is clearly desirable in itself, as well as to meet reason­

able public and parliamentary expectation. On the other hand, we are certain

that fully judicial procedures are ill-suited to the review of decisions based

on security grounds. There are a number of reasons for this. One reason has

in our view been overenphasized in Canada, although it still has great importance

in certain circumstances; this is the need to protect information and sources

from disclosure in any form of hearing. A second reason has not been emphasized

sufficiently; this is the fact that decisions in this area ultimately relate to

the defence of the state, for which the government and only the government is

responsible. Such decisions should not be surrendered to any group outside the

executive, although there is no reason why the executive cannot seek advice in

its decision-making. A third reason relates to responsibility. Ministers and

deputy ministers are responsible for the security of their departments; they
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cannot reasonably be required to be bound by an outside decision (other of course

than that of the Prime Minister) on questions of individual access to the clas- j

sified material for which they are responsible. A fourth reason is pragmatic; j

if all Judgments in the area of security become subject to independent appeal

and decision, the executive may tend to take such steps as are possible to ensure

that cases which merit this form of review do not arise; in other words, the

harder it becomes to deal with security cases without recourse to legal and public

review, the greater will be the pressures for very rigorous—even unfairly J

rigorous—Judgments by departments before employment, and for resort to adminis­

trative (rather than security) measures against employees who become the subject

of adverse security reports.

IJl. There are three areas in which review may be required—employment,

immigration and citizenship. Until recently the situation was that decisions

concerning dismissals of public servants (but not industrial workers) on

security grounds might be reviewed as a last resort by three members of the
J

Security Panel who act in a collective advisory capacity. The situation has
$

however been changed by recent amendments to sections 7(7) and 7(8) of the

Financial Administration Act (S.C. 1966-67, c. 74) which read as follows:

"(7) Nothing in this or any other Act shall be construed
to limit or affect the right or power of the Governor in Council,
in the interest of the safety or security of Canada or any
state allied or associated with Canada, to suspend any person
employed in the public service or, after an inquiry conducted
in accordance with regulations of the Governor in Council by
a person appointed by the Governor in Council at which the
person concerned has been given an opportunity of being heard,
to dismiss any such person.

"(8) For the purposes of subsection (7), any order made
by the Governor in Council is conclusive proof of the matters

: stated therein in relation to the suspension or dismissal of
any person in the interest of the safety or security of Canada
or any state allied or associated with Canada."

I’
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Later in this chapter we suggest a means whereby this requirement for a hearing

may be met. Immigration decisions in which security is a factor may be appealed

to the Immigration Appeal Board, which may take into account compassionate and

humanitarian considerations, unless the two ministers concerned sign certif­

icates denying discretion on other than strictly legal points to the Board;

citizenship decisions involving security cases are decided by the responsible

minister and no appeal procedures exist at present. These differing systems

seem to us to be inconsistent, wasteful of expertise and in the long term

probably marginally dangerous to the security of the state as well as to the

rights of individuals. We have in fact encountered no very widespread concern

about these present arrangements but we feel that a new and more formalized

approach to the problem would serve to improve the public image of security

measures and still what criticism does now exist about their fairness.

1J2. We have reviewed the arguments and discussions that have taken place

over the years—particularly in 1957 and 1965—concerning the propriety of

establishing some form of security review panel to which public servants would

have access. 5n 1965, when the issue was considered in great

detail, and terms of reference for an independent and extra-departmental security

review board were drafted, the Security Panel recommended against its establish­

ment and suggested instead the adoption of a revised Cabinet Directive on

security within the public service. This Directive (No. 55) included provisions
Z / Au A*^^

for a system by/which three members of the Security Panel would review any 

proposed recommendation to a minister for dismissal on security grounds.

155. Jbe main arguments advanced against the establishment of the independ­

ent panel were: first, that the government would be subject to pressures for
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the extension of the proposal to include fully judicial safeguards for the

employee, and that these would inevitably compromise vital sources of security

information; secondly, that the government would be subject to pressures for the

extension of the plan to members of the armed forces who have their own grievance

procedures and to employees of private firms, thus creating difficulties in the

field of labour-management relations; thirdly, that the proposed procedure would

undermine established managerial responsibilities and practices throughout the

public service; and fourthly, that departments would tend to seek other methods

of dealing with security cases in order to avoid mandatory review of decisions

by a body outside the public service.

1J1+. We do not find these arguments completely persuasive. Briefly, we

feel that pressures for a fully judicial review system can be resisted, that

extension of a sensible system to the armed forces and to private industry is

not necessarily undesirable, that "established managerial responsibilities and

practices" in the public service in the area of security are not so effective

and satisfactory as to be entirely unworthy of interference, and that the

avoidance of decisions leading to mandatory review may not always be undesirable

from the point of view of national security. Further, although we are convinced |

that great care is exercised in the handling of individual cases, we are un- |

impressed by the operation of the system for final review that was adopted in
196?^>"-1 l'~ 1 mi-1 fin11^—4-^ Cabinet Directive Nn- —Aa-fey-m ve can-tell, OB=rtebe-

I *
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only occasion on which the system was used, the-JIappgal" became a mere item on

the agenda of a Security Pajiei-rfieeting (with those who made the decision assist­

ing with the reyietfjTrather than a special and specific re-hearing of the
nTvinvolvod members of the^^ane^JWe do not, think it impossi- |

ble to devise a system which will provide for meaningful review of the decisions
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of departments, preserve the requirement for governmental responsibility and

decision, give adequate protection to sensitive information and sources yet

provide a reasonably effective safeguard against arbitrary, hasty or ill-

considered judgments, and perhaps also avoid the necessity for ad hoc inquiries

into individual cases.

155. In our attempt to devise such a system we have kept in mind three

principles. First, it seems to us vital that individuals (except applicants

for employment and independent applicants for immigration) who are the subjects

of decisions on security grounds should be given as many details as possible of

the factors which have entered into the decisions. Quite clearly there will be

some cases in which little information can be made available to the individual,

but normally, in the general run of cases relating to membership of associations, •
residence of relations and character defects, it should be relatively simple to

indicate the relevant factors without disclosing sensitive sources. At the

very least it is certain that in areas, such as employment, immigration and

citizenship, in which decisions may be made either on security or on non-

| security grounds, it is essential to inform the subject of the category into

I which his case falls, so that he is able to take the appropriate steps if he

I wishes his case to be reviewed.

156. Secondly, as we have already implied, we maintain that the decisions

of a board concerned with the review of security matters can only be advisory.

Security is a function in which the safety of the state is involved, and in

such an area the government must exercise its right to govern; no independent

or extra-governmental body can assume this role. In practical terms the board

1 must review the final decisions of departments and advise the Prime Minister

and the minister concerned of the results of this review.
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1J7. Thirdly, we consider that security is an area in which expertise

and understanding are important. We consider it wasteful that expertise in I (
1

this area should be acquired and then only used in a few individual cases or

specialized areas; all security decisions have much in common, and the same

board should review contentious decisions in all appropriate areas.

158. In fact, we suggest that a new Board should be established to deal

with a variety of appeals against security decisions. The general responsi- j 1

bility of this Board would be to review decisions made in the area of security

in order to ensure that the rights of individuals had not been unnecessarily

abrogated or restricted in the interests of the security of the state and its
allies, and that no unnecessary distress had been caused to individuals. The I

Board would deal with the following types of cases: j |

(a) Protests by public servants (including members of the armed

forces) who wish to appeal against a departmental decision

to dismiss or transfer them on security grounds. In cases

of dismissal, the Board would provide the form of hearing

i required by section 7(7) of the 1967 amendments to the

Financial Administration Act. (S.C. 1966-67, c. 7M

(b) Protests by public servants against denial of promotion

or against an apparent inhibition of career prospects on I

security grounds. Cases of this kind will normally only

come to light after appeal through normal channels to a

| Promotion Appeal Board if this Board feels it necessary j

to advise the applicant of the true reason for failure '
to take some such administrative action as posting or I

transfer.
I
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(c) Protests by industrial workers against dismissal or

transfer or against denial of promotion or apparent

inhibition of career prospects on security grounds.

(d) Protests by such persons as consultants or university

faculty members where withdrawal of clearance affects

professional careers.

(e) Protests by sponsors or nominators against refusal on

security grounds to admit to Canada potential immigrants

they have sponsored or nominated, and protests by sponsors

or nominators against refusal to grant landed immigrant

status to a person already in Canada whom they could have

sponsored or nominated if he were abroad.

(f) Protests by applicants for citizenship who have been

refused on security grounds.

159. It will be noted that there are three categories of persons who we

think should not have access to the Review Board. Nor should these classes of

persons be given any indication that the reasons for adverse decisions are

based on security grounds. These categories are as follows:

(a) Failed candidates for employment as public servants. An

applicant for employment knowingly places himself in a

competitive situation, and presumably appreciates that any

decision concerning him will be made on the basis of a

complex of factors; there is absolutely no requirement for

the employer—in this case, the government—to enter into

I
/
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controversy with an applicant by informing him of the

reasons for his failure. Similar considerations apply

to failed applicants for employment in industry, and to

consultants and faculty members who are denied clearance

as opposed to having an existing clearance withdrawn.

(b) Independent applicants for immigration resident abroad.

Although the Canadian Government is committed by common

justice and humanity to give fair consideration to all

cases, it would be inappropriate for it to be placed in

the position of having to enter into a controversy

concerning security with a citizen of another country

without sponsors.

(c) Persons without sponsors or nominators who enter Canada

ostensibly as visitors and then request a change of status

to that of landed immigrant. We see no reason why such

persons should be treated differently from independent

applicants for immigration resident abroad; as such they

should have no access to the Review Board.

11+0. In addition, it should be noted that persons who have already passed

through the immigration screening process (on their own behalf or through

sponsors or nominators) and have been formally admitted to Canada as landed

immigrants should have no need to appeal to this Board. We think that deporta­

tion of such persons should be regarded as a most serious punitive act, and

that decisions to deport, even if taken on security grounds, should be subject

to formal judicial due process and appeal rather than to a review by the kind

J________
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of ‘board we envisage. If the situation is such that the government is unwilling

to disclose acceptable and satisfactory evidence, we feel that deportation should

not be ordered. As long as immigration controls are reasonably rigorous and

effective, such situations should not often arise.

1^1. The Security Review Board we envisage should consist of a chairman and

(say) two other members, all nominated by the Governor in Council, and should

meet as the need arises. The Board should be independent of any government

department or agency although its secretarial support would be provided by the

Security Secretariat. Its members should not be active government officials,

although they would of course be subject to governmental security screening

procedures. The Board's procedures should be on the following lines:

(a) An employee, sponsor or nominator of an immigrant, or applicant

for citizenship about whom an adverse decision has been made on

security grounds and who decides to apply for an inquiry is

provided with a document indicating to the extent possible

without compromising sensitive information or sources the

reasons for the adverse decision.

(b) The Board interviews separately and privately representatives

of the department concerned, representatives of the security

authorities, the person concerned (who may be accompanied by

any friend, lawyer or trade union official he wishes to

nominate) and any other individuals whom the person wishes

to be heard. The Board may interview these persons as many

times as it considers necessary to gain a full understanding

of the case. The Board is not bound to make its decision

and render its advice solely on the basis of the evidence

c c z- o c T A0050266_69-001949
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brought before it, but may order such further inquiries

as it considers appropriate. As all those who appear

before the Board are interviewed separately, there is

no direct confrontation or cross-examination, but the

Board will satisfy itself as to the decision taken by

asking questions arising from previous testimony.

' (c) The advice of the Board on a given case, the reasons

for this advice and any recommendations or comments

which the Board considers appropriate are communicated

by the Board to the Governor in Council and the minister

concerned. A brief record of the Board's decision is

also communicated to the individual concerned. When the

! advice of the Board has been received, any further action

on the case is considered by the Prime Minister in the

light of this advice.

142. The suggestion has been made that recent legislation affecting the

' public service, especially the Public Service Employment Act, the Public

■ Service Staff Relations Act and Amendments to the Financial Administration
I

Act (S.C. 1966-67, c. 71, c. 72 and c. 74) together with the grievance procedures

which stem from them, may make it difficult in future to deal with individual

■] ; security cases in the manner we outline above. We have considered the existing

i legislation, however, and believe that the government's position is secured by

section 112 of the Public Service Staff Relations Act, which reads as follows:
I ,

"(1) Nothing in this or any other Act shall be
construed to require the employer to do or refrain from
doing anything contrary to any instruction, direction

! Ii ' SECRET A0050266_70-001950
il'l

AGC-3506



SECRET- CANADIAN EYES ONLY

93

or regulation given or made by or on behalf of the
Government of Canada in the interest of the safety
or security of Canada or any state allied or
associated with Canada.

"(2) For the purposes of subsection (1), any
order made by the Governor in Council is conclusive
proof of the matters stated therein in relation to
the giving or making of any instruction, direction
or regulation by or on behalf of the Government of
Canada in the interest of the safety or security of
Canada or any state allied or associated with Canada."

5
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VIII. EXTERNAL AFFAIRS AND NATIONAL DEFENCE

External Affairs and the Foreign Service

275. It is quite evident that security in the foreign service is a matter

of special importance. Staff are dispersed, and in many countries, especially
*

the communist countries, they are clear and obvious targets for hostile intelli­

gence attack. This is true not only of officers of the Department of External

Affairs, but of officers and employees of the many other departments with staff

abroad. In fact, officials and employees of the Department of External Affairs repre­

sent less than one-third of the nearly 7000 Canadian employees stationed abroad and

the list of departments with such personnel is surprisingly lengthy, including for

example National Defence, Trade and Commerce, Defence Production, Manpower and

Immigration, Finance, Atomic Energy of Canada Ltd., and the Emergency Measures

Organization. It must be understood that the attention of hostile intelligence

services is not directed only towards those who have access to classified

information. Officials or employees without access may become useful sources

of information, not about classified matters, but about other individuals employed

in the post or the service. This information may later be used to compromise

179
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or entrap the officials who do have access.

276. There is no dearth of examples and case histories to demonstrate the

,n black market

attraction of the foreign service for individuals with certain character defects.

Although there is no doubt that many of the factors giving rise to these 

situations have been minimized, the existence of such problems reflects on the 

past effectiveness of the departmental security system.

communist countries. JAt some legations it ocems that many members e£-jthe-sti

of missions, from security guards to officers, were in­

friendly security services. In at least one instance an actual recruitment took 

populace and members of other missions, drunkenness or similar incidents. Some 

dealings, homosexual and heterosexual adveptufes with members of the local 

such incidents were onlybrought to light by the British, United States or other 

pl^ed, and in other instances there is evidence of serious attempts at recruit­
ment?^ Many reasons have been advanced for the existence of these^Zittmtionj?—

hasty recruiting during a period of rapid expansion, for example, and the 

truth of the statement that Canadian officials serving abroad are targets of

hostile intelligence attack, especially in communist countries^ /te-far-as-the
Depertiaent of -External Af-fairo io itoclf eoneeime^ some yearsagos^ffered*^ ~

from serious security problems, particularly at certain missions within the 

277. The present security organization of the Department of External Affairs
. . . p <5—
is established within!the-Defenee Liaison Division which is/responsible for

-J <
a variety of Idefenee—and-±ntellrigene««reLated( functions. / -She head of-tho SeourjA

Section of Defence Liaison (2) Division is the Departmental—fh=vrnyTEv~Officer. In

pdfetdon—to th-ra -officer-end to-othexL-mcmbers'trf* Defence Lieiaenr-(g) DivioionJ

The security^organization includes^ Regional Security Officers [who axe stationed
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"by heads of missioni

and security guards recruited especially for service at posts abroad.

frrr T<i|niin^rJ,Agos3 Mexico-City and Kuol-a-Lumpury post security officers ^appointed

dertaKe-certain security -duties-at-Genaddan—posts

278. In theory, heads of posts abroad are responsible for the security not

only of the External Affairs missions but also of the offices of other govern­

ment departments; they are instructed to ensure that all classified information

is given adequate protection by representatives of Canadian Government depart­

ments and agencies to whom it may be entrusted, and that classified information

is handled and stored in accordance with the regulations. Canadian posts

abroad have been divided into three categories:

(a) Posts where all Canadian departments and agencies share

the same premises. At these, the head of mission under­

takes responsibility for all security measures affecting

the security of the post;

(b) Posts where Canadian departments and agencies are

located in the capital city with some offices outside

the main chancery premises; at such posts, a local

security co-ordinating committee can be formed by the

head of mission, consisting of representatives of all

departments and agencies concerned, to advise on local

security problems and report to the head of mission;

(c) Posts outside and at some distance from the capital

city, where the head of mission cannot assume any
I

direct responsibility for security. At these, the
I
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head of the local post is responsible for security,

in consultation with the head of mission in the

capital city or the Department of External Affairs.

279. The post security officer$ junder the-ggneraT" guidancvuf lire head of
&SU2-

mtscion;—iq responsible for the day to day application of security regulations 

s

post security officer is often the head of Chancery :r of middle grade

on other than a first tour of dut; but he may be a junior foreign

service or admin

and for the formulation of such local security orders, may -be-warrantedv

ve officer, who would normally be responsible to the

miso ion through the headnsf^C-hancersj The Regional Security Officers

provide guidance and assistance in security matters to posts within their region.

[They periodical!^ inspect, report upon and supervise arrangements at these posts.

Upon receipt of a report from a Regional Security Officer, a head of post takes

such steps as are within his authority to correct any fault, and if the

recommended action exceeds his own authority he seeks approval from the Depart­
ment . ^Et-shuuld be- noted that Regional Security OfficSYS are"not responsible"

for personnel security matters,-except in special circumstances^^

280. Our general comment on this organization is that we are not sure that

the structure is properly adapted to the size of the present operation, and to

the sophistication of the attack; we feel it may retain vestiges of the time

when the Department of External Affairs was small and could be managed on an

informal basis, and when few Canadians were stationed abroad, pfc note that

in Britain the-Foreign Office has a a I.P"neiHii 1 l-j> Department ("Divio j.im1'
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in Extormrb AITm rr« tormrc), while in thR-St.ntn PnpartmRnt the Director o,f

Security reports directly to the Deputy Under-Secretary for Administration. We

think that these and similar options should be considgn^Sas alternatives to

the present situation in which most security^«£tters are handled by a section

within a Division, although we recognize that certain advantages result from

the close association betw^erfthe security and intelligence functions within

the Department. In^dur view the most sensible solution would be to upgrade the

status of tlje'security (and incidentally the intelligence) functions by creating

a Secua^ty Division separate from the present Defence Liaison (2) Division, but

t^t^rn.nce-for both tbonn-TM-vwonn-tn report-tn. an Assistant Under Secretary.^

281. A number of other points also need consideration. In the first place,

it is quite clear that in spite of the theoretical tidiness of the instructions,

there exists a great deal of confusion in posts abroad concerning responsibility

for the security of Canadian offices and personnel. The responsibility of the

head of post is not always understood by the other departments; and in fact,

when the head of a post attempts to exercise his responsibility towards other

departments, he frequently finds it difficult to do so. Some post security

officers, acting as agents for heads of posts, assume responsibility for the

inspection and supervision of the security of all government departments located

in the same country, but most do not. Whether they do or do not appears to

depend largely upon the seriousness with which they and their local superiors

regard the security function.

282. We think that this matter is too important to be left to the whims of

I those on the spot. It must be made quite clear to all concerned (if necessary

by some form of general security instruction applicable to all departments with
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representatives abroad.) that the head, of post is responsible for all Canadian

security measures in the country to which he is accredited., and. that the post

security officer acts on his behalf. The post security officer must have full

authority to supervise the security of the offices of other departments; he

should, for example, maintain a list of the security clearance status of al 1

Canadians officially in the country (surprisingly this is by no means always

the case at present); he must have access to relevant information concerning

the personnel in the post, and when necessary to the security staffs at the

headquarters of the other departments in Ottawa. In practice, of course, any

departments and agencies dealing with classified information must have security

officers of their own on the spot, and a good deal of delegation of responsi­

bility by the post security officer will be necessary, especially in posts such

as london and Washington where there are large staffs in buildings quite

separate from the Chancery, or where offices are located in cities other than

the capital. Nevertheless, the principle of audit, inspection, recommendation

and ultimate enforcement by the head of mission and his security officer should

be preserved.

285. Such a plan is only practicable if the post security officer is

reasonably trained. At present, heads of posts have probably become at least

slightly acquainted with some security problems in the course of their progress

through the service, but there is no guarantee that a post security officer has

received any more than the short security indoctrination offered to all personnel

before posting outside Canada. Whether he is trained or not depends on the

exigencies of the service and the initiative of his head of post or head of

Chancery.
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284. We think that the function of post security officer should be the

primary responsibility of an adequately trained officer of sufficient status to

advise and influence heads of missions and officers from other departments at

all posts abroad; this is especially necessary in large posts or in posts with

special security problems, such as all those within the communist countries and

some outside. In a few cases, the appointment of a full-time security officer

would appear to be justified, but training and status seem to us to be the

factors of primary importance. We realize the difficulty of providing personnel

for a system of this kind, but we can see no reason why other departments and

the Security Service itself cannot be used as sources of experienced and suitable

security officers for special posts on a secondment basis.

'28^-:----------The added element of profeSBlunalipm Lhul is implicit i-n-these^p

suggestions will perhaps add another important dimension to Canadian security

precautions abroad and especially within the communist countries^ At present,

post security officers have no formal liaison or accreditation arrangements with

the local British or United States security authorities, and in the past have

often been unaware of the development of untoward or dangerous situations until

these have been drawn to their attentionby these allied agencies acting through

their own headquarters and Ottawa. .Xt posts such as Moscow, the British and

United States security authorities are in close contact in the field about the

activities of hostile agents and their relationships with members of missions.

Except in emergencies, Canada is at present excluded from these consultations

at the local/level. We doubt for example whether the present Canadian security

officer^at posts within the communist countries are fully aware of the covert

activities of some of the local persons with whom members of the mission have

.contact; we doubt whether they- oiie'i'ntp h niPHirwgfiil ppng-ramme rxfLrav-iew- of -the —
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able locations have a systematic understanding of hostile perso; es and

operations, and make serious attempts to review dep; es from normal routines

procedures will be vitiate. ■e do not of course suggest extreme measures such

.prevention rather t.han-pasojve-doteetion

are disturbed by the number of Canadian Government offices abroad located in

social contacts of. mission members.—Hnl css-security officers in thes^-vuln<

as actual surveillance, but we do feel that the security officers' role should

' 286. Standards of physical security at missions abroad are very varied. We

and patterns on the part of mission membgrsvmany security precautions and

commercial buildings to which the public has access throughout the day and night,

and in which classified material is left unprotected except by a safe during silent

hours. In some locations there are inadequate arrangements for the separation of

areas in which classified infomation is handled and areas in which locally engaged

staff work. However, we understand that steps are being taken to rectify these

situations. In addition, all the information we have received leads us to believe
y /Zt.

security guards in Canadian missions abroad is unsatis­

factory. We realize the difficulties of recruiting suitable personnel for such

duties and providing them with a useful career, but we think this problem must be

solved if adequate security is to be maintained.

that the present calibre of/

287. Generally, we consider that more attention must be paid to the problem

of providing reasonable standards of physical security. Trivial financial con­

siderations should not be allowed to enter into matters with possible security

implications; we were told for example of instructions to change a cleaning contract
1from a known and trusted firm to an unknown company because of a marginally

lower bid. The fact that such instructions are issued suggests to us that
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there is a need for a greater awareness of the realities of the security problem

amongst those responsible for financial administration in Ottawa.

288. The operations of the Canadian Government abroad are very dependent

upon the assistance of locally-engaged staff (usually nationals of the country

in which they are located) as interpreters, messengers, cleaners, drivers, and

so on. This gives rise to a number of issues which vary with the location of

the mission. In communist countries there is no doubt that all staff should

ideally be Canadians (just as the whole staffs of Soviet missions in the west

are Soviet nationals) because local employees are usually members of the intelli­

gence service of the country concerned, and can report on Canadian staff and

readily install intrusion devices. However, in spite of the dangers, we agree

that a programme to change the present situation would not be feasible, even if

the local authorities in communist countries would permit it. The employment

of foreign nationals means however that a very high standard of security

discipline must be maintained in such missions.

289. The dangers at posts outside the communist countries are perhaps
slightly less acute, but they exist nevertheless. In many countries^West-

Germany, Franeo-or Itoly^—for -example^ there are great difficulties in identify­

ing communist agents and sympathisers, /ovcn-with tho aoflistanee~u~f the-loea-b

authorities^. Further, in such countries there is perhaps a greater tendency to

recruit local staff for more responsible posts, which may require some access to

classified material. Except in the most exceptional circumstances, we think

that such tendencies, which are largely apparent in departments other than

External Affairs, should be resisted.

•Air some posts (pax LiuulaTl'y London) acceptable clearancoc can be

SECRET
A0050266_81-001961



SECRET- CANADIAN EYES ONLY

188

Gto'bciii’ictL .Cui' locally-engaged s Lai'f*, and some such—staff do have access te

classified material, although again this is less true of the Depafmnent of

External Affairs than of other departments. What is mal'e, some of these offices

hold or generate material which is justifiabj^for Canadian eyes only, or hold

information which may not be released>to nationals of the country in which they

are located. We think it wrong^that regulations should not be observed, and

(for example) that UnitpdT'States classified material which may not be seen by
!

a Canadian Goveprfnent servant in Ottawa because he is not a Canadian national

shoul dope's een by a British national in London. Steps should be taken to ensure

^at-nor^CanadiaTTS do not'have access Lu such material.I

National Defence and the Armed Forces

291. The Department of National Defence is also a department with important

security problems, partly because of the very large volume of classified material

which it holds or generates, and partly because of the large numbers of its

personnel who require security clearance. The Deputy Minister is responsible

to the Minister of National Defence for the security of the whole Department 1

in accordance with the security policies and directives laid down by the

government. Within this framework the Chief of the Defence Staff is responsible

for the security of the Canadian armed forces, and the Chairman of the Defence

Research Board is responsible for the security of the Defence Research Board
and its establishments, jjkt-the 111 ferdeptu.'Linen Lul ItiVSl, Lhe Deputy Mwifl±er

represents the Department on the Security and Visiis—Parrels^Departmental

policy is coordinated within the Departrfient through the Security and Information

Release Committee, whjj3b---rsresponsible to the Deputy Minister for formulating !

security>pt51icy and for guidance on matters of common concern within the I
^epartment-X^
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292. Within the Canadian armed forces security is a responsibility of

command at all levels. Security staffs provide advice to commanders, administer

and direct the security forces and other security resources, and maintain liaison

with civilian law enforcement agencies. The organization of security within each

command varies to meet the different requirements of the commanders. In general,

police matters and security measures are coordinated by a command staff officer.

295. At Canadian Forces Headquarters, a Director of Security is responsible

to the Director General of Intelligence and Security for advice on the state of

security within the Canadian armed forces. This responsibility includes the

development of policy, procedures and regulations as well as advice to commanders

arising from inspections and surveys, and the enforcement of relevant regulations.

The functions of the Directorate of Security are grouped in three areas: security

standards and procedures for the protection of information and the physical

security of materiel and units; security clearance of personnel; and technical

supervision of military police and security staffs employed at commands and
bases. A special investigation unit [is—under-the functional—comman<L-fif the

Director of Security, and has six subordinaXe-detacfiments and 22 sections

stationed at variou^-iCTffations across the country and in Europe. This organi-

c&atTpnTcarries out field investigations of personnel in the Canadian forces

and the Administrative Branch of the Department, and also conducts criminal

investigations at the request of any Commanding Officer. The investigators

employed for personnel clearances are of sergeant rank or above and are selected

for this work only after having obtained some investigative experience in the

military police and security fields. Training in field investigation is mainly

done "on the job".
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29^. We have a number of comments on these procedures. First, the security

organization in the Canadian armed forces constitutes a second security investi­

gation agency. Ideally we believe there should be but one such agency. We

understand however that in general investigations by the armed forces are

concerned primarily with character weaknesses, and that cases in which subversive

aspects come to notice are immediately turned over to the RCMP. We also apprec-
t

iate the requirements for the armed forces to provide a career in security
(

investigation for uniformed personnel and to maintain its competence in this

' field, so that trained personnel may be available for use in theatres of

operations. On balance we think there is a case for the armed forces to continue

to conduct field investigations, with certain limitations. ,I
1

295- The first limitation should be that the armed forces agency should be

responsible for the investigation only of uniformed personnel and potential

recruits to the forces. At present, Defence Research Board civilian personnel

are investigated by the RCMP, while civilian members of the Administrative Branch
of the Department and civilians employed by the Canadian forces are investigated I

by the armed forces. We have already suggested that the field investigation of

civilian public servants should be removed from the police context and the

functions reallocated to a branch of a civilian security service. If this is

done, we think that the investigation of all civilians (including those employed

by the Department of National Defence and the armed forces) should be conducted

by the civilian security service. !

296. The second limitation relates to standards. There have in the past

been significant differences in the standards of investigations performed by

the RCMP and the armed forces. As we have said many times, we think it important

SECRET A0050266_84-001964
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in the interests of individuals that the type of investigation, the calibre of

the investigator, the nature of the reports and the criteria for judgment should

be consistent. We have outlined our general views on standards of clearance

in Chapter IV, and we think these standards should apply to all personnel—

uniformed or civilian—of the Department of National Defence.

297. The Department of National Defence has expressed particular concern

about the question of separatism as it affects members of the armed forces. We

tend to share this concern. Quite apart from such practical considerations as

immediate access to weapons, the concept of allegiance is important to the armed

forces, and it would clearly be unwise to recruit personnel whose loyalty is at

present confused or divided or who may in the future come to owe allegiance to

a separate state. We realize that this argument cannot be carried too far;

many individuals—including many with clearances—change their allegiances and

citizenships in the course of their lifetimes. Nevertheless it is clear that

the Department and especially the armed forces can justify a special interest

in the separatist activities of members or potential recruits. We think that

the same standards should be applied to civilian members of the Department as

we suggest in Chapter IV should be applied to other government employees. As

far as the uniformed personnel are concerned, we think there should be a clear

statement of government policy that persons currently engaged in separatist

activities will not be permitted to join the armed forces, and will be released 

if they are found to be members of the armed forces.

-aRd-5n£srm&t4^n--Rel£a^e-CG;
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Howe-

cibaooificd information—to other"nations"—When-sueh-matters—are-under-eonsider-

atton. ad hoc- -representatives frnm the..DepartiBeRts-ef-&cternal-Affairs,-Defence.

Prctduot.i nn-end others are-j-nvi ted.-to-at.f.en4-mee-

299- Generai-lv, the-question of The release ult-elassified information's

a contentious and complex subject. We shall refer in Chapter IX to^tortain

security problems that arise in connection with the sale of&lTns. In addition,

there are some problems related to the release of defence information to other

government departments, to civilian contractors and even to the press. Although

we realize that many of these arptorimarily the concern of the Department of

National Defence, we haye'some doubts as to the propriety of decisions on these

essentially irrtefdepartmental policies being taken by a departmental committee.

In addition, we wonder whether the level of representation on this committee

inadequate for the consideration of these important matters, about which
Arrbegdepaetiuen Lal coiiilieL ma,y artoej We suggest that the formulation and

coordination of national disclosure policy should become a function of the

Security Secretariat, advised as necessary by departments. The major part

played by the Department of National Defence in many of these matters would

of course continue, but the central role would be performed on an extra-

departmental basis.

500. In addition, there exists a number of problems concerned with the flow

of unclassified information (particularly scientific or technological public­

ations and information) between Canadian Government departments and officials
and^ttaej communist countries, (it should be noted that the transmission or sale
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abroad of even unclassified publications is strictly controlled by communist 

governments; similarly, there is no doubt that the presentations and comments

of communist individuals or delegations at scientific or other conferences or

meetings are also examined and controlled

301?^ joriginatly bhe-Visits Panel wnc recponoibio fui controlling and

coordinating these exchanges, but in praotioo found-some-difficulty-in carrying 

out thio function/ At present individual departments, many of which are not 

aware of or primarily interested in security considerations are responsible for
dc-j A-—~

exchange programmes subject tolthe following?instructions:

(ii)

(iii)

-that-in- future-unclassified information choul-d^fre
given to persons or organizations in Soviejxfr
satellite countries or in the People's Republic
of China only when some useful return/can be
anticipated, or when it is felt some other
advantage might be gained by providing the
information;

that this should in future be a departmental
responsibility and shduld not be channelled
through the Department of External Affairs; and

that before/dny unclassified information is sent
to Sovipt'or satellite countries or the People's
Republic of China the departmental security officer
should be consulted and may in turn consult the
Secretary-of^the-Security Panel in cases nf doubt-"

302. ‘X 1 Departments do snmnt.ime* -saak the advice of the ROMP, the-fhpvHrity
l/Vjt /tJe-o-

Panels -or the Department of-ExtexnaJ—Affairs^—butj the present system is incon-

sistent and possibly dangerous. We think that^ form of centralized coordination

must be ^re-established, and consider that this should also be a function of the

Security Secretariat, advised as necessary by departments. Departments should 

be instructed to consult with the Security Secretariat before entering into

specific or general arrangements for the exchange of unclassified information
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with communist countries, and the Secretariat should approve or disapprove

proposals, subject of course to appeal by departments to higher levels.
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XI. RECOMMENDATIONS

4

! 557. We have not attempted to summarize our Report. Instead we state
I

briefly below our more important recommendations. The full supporting arguments

for these recommendations will be found in the body of our Report, as will a

number of our relatively less important suggestions. Numbers in parenthesis
i

refer to paragraphs in the text.

Organization for Security

.558. WE RECOMMEND that there should be established in the Privy Council

Office a formalized Security Secretariat with adequate status, resources and

staff to formulate security policy and procedures in the context of general

governmental policies, and more importantly, with effective authority to super-
I

vise the implementation of government security policies and regulations and to

ensure their consistent application. This Secretariat should be analogous as

i an organizational entity to the present Secretariats on Science and on Bilingualism.

r It should be headed by a Director responsible to the Secretary to the Cabinet, and

227
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should maintain close links with and be advised by the Security Service. (57) 

559- WE RECOMMEND the establishment of a new civilian non-police agency

to perform the functions of a Security Service in Canada. This agency should

eventually be quite separate from the RCMP; it should be generally without law

enforcement powers, although it should, when necessary, operate in close liaison

and cooperation with the RCMP and other police forces. The organizational and

operational detachment of the Directorate of Security and Intelligence from the

RCMP may be a necessary first stage in the process of development of the new

agency. (69,75)

(a) The duties of the Security Service should include the following
tasks, and its terms of reference should be made public:

(i) to collect, collate and evaluate information or
intelligence concerning espionage and subversion,
and to communicate such information in such manner
and to such persons as the Head of the Service
considers to be in the public interest;

(ii) to be responsible for the direction, coordination and
implementation of counter-espionage and counter­
subversive operations in Canada;

(iii) to be responsible for security investigations
concerning civilian personnel employed by the
Government of Canada, and other persons as required;

(iv) to be responsible for the inspection of security
precautions in departments throughout the Government
of Canada and elsewhere as required, and for the
provision of training and advice for departments
of government and other agencies on matters con­
cerned with security;

(v) to be responsible for the operation and coordination
of all technical security measures;

(vi) to cooperate and liaise as may be necessary with
domestic, Commonwealth and foreign police forces
and security services. (75)
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(b) The Service should be responsible to a designated minister,
but the Head should have the right of direct access to the
Prime Minister. The Head should also have a certain degree
of independence of the government of the day. (TJj?^)

(c) The Head of the Security Service should present periodic
reports for the consideration of the Security Review Board
(see paragraph j61 below) and the Board should have authority
to draw to the attention of the Prime Minister any matters it,
considers appropriate. (76)

Personnel Security

560. WE RECOMMEND that the following steps be taken with regard to the

Canadian security screening programme:

(a) Before a person is employed in the public service, whether or
not he is likely to have access to classified material, his
name should be checked against the subversive records and he
should be the subject of a fingerprint check against criminal
records. Adverse information need not result in rejection,
but the information should be made available to the employing
department, which can request further inquiries if they appear
to be necessary. (108,109)

(b) All persons without exception should undergo appropriate
security screening procedures before they have access to
classified information or material. (91)

(c) Standards of clearance for access to classified material
should be as follows:

(i) Before a person is given access to Secret or
Confidential information he should be the subject
of comprehensive records checks (including subversive
records, criminal records, all relevant federal depart­
mental records, credit bureaux records and foreign
records where necessary and possible). Where written
inquiries to referees or previous employers have not
been made as part of a personnel selection process,
this should be done. If these steps produce no adverse
information, access may be granted to Secret or
Confidential information after a formal and recorded
departmental judgment that this access is necessary
and desirable. If however any significant adverse
information is developed, further investigation
(including field inquiries) should be undertaken by
the Security Service to confirm or resolve doubts.

SECRET A0050266_91-001971

AGC-3506



SECRET- CANADIAN EYES ONLY

230

higher than Top Secret.

(iii)

lli

(d)

I

a
(e) decides to

(120)

4(122)overseas

6)4"
1!SECRET A0050266_92-001972

grant a security clearance contrary
Security Service, the latter should

After inquiry, the case should be referred by the Security
Service with a recommendation to the employing department
for decision.

homosexuality should not always be a bar to employment
in the public service, but should normally preclude
clearance to the higher levels of classification and

; to sensitive positions

and Top Secret levels should be
regular intervals, Secret clearances

Before a person is given access to Top Secret information
he must be the subject of a similar comprehensive records
check and a full field investigation covering a period of
at least the previous ten years of his life or the period
from age eighteen, whichever is shorter, and a formal and
recorded departmental judgment must be made that this
access is necessary and desirable. In addition, provision
must of course be made for the requirements of special
clearances to levels

information it provides and make a formal
whether or not clearance should be granted.

(111-116)

V(f)

Departments and agencies should remain responsible for granting
clearance, but the Security Service should assist by providing
information on individual cases as fully as possible, rather
than in the form of abbreviated reports. In addition, the
Security Service should comment on' the validity, relevance and
importance of the
recommendation on

When a department
to the recommendation of the
be informed, and should be able to bring the department's decision
to the attention of the Security Secretariat. In addition, the
Security Secretariat should itself review departmental security
decisions in order to ensure consistency. (128)

Tho cri-tcria-fe-r elcaranco expressed, in Cabinet Directive No. 35
appear-ttdequatc: subject Lu L11C following comments: —

Clearances to Secret
formally up-dated at
by means of records checks and consultation with depart­
mental supervisors, and Top Secret clearances by means
of further field investigations. Security clearances
should not be thought of as permanent and in between these
up-datings supervisors of personnel handling classified
matters and departmental security officers should concern
themselves, if necessary in consultation with the Security
Secretariat and the Security Service, with cases in which
possible doubts have come to notice. (109)

1 -pL/UxV certainly preclude posting
• /overseas;

J&J<i5(f
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(ii) security policy concerning separatism should be made
clear; the federal government should take (and be seen
to take) steps to prevent its infiltration by persons
who are clearly committed to the dissolution of Canada,

> or who are involved with elements of the separatist
movement in which seditious activity or foreign involve-

i ment are factors; information concerning membership in
or association with extreme separatist groups should be
reported on the same basis as information concerning
other allegedly subversive movements, and the depart­
mental decision process should be similar; (124)

0 •
(iii) definite rules should be established concerning the

9 clearance of aliens or former aliens. In general, clearances
should only be granted to such individuals when it is possible
to obtain adequate data on which to.base a judgment; (127)

(iv) fingerprints should be taken from all persons requiring
clearance, including industrial workers. (110)

(g) Universities should not be immune from the same kind of inquiries
as any other institutions or previous employers. However, these

L inquiries in particular should be conducted by mature, experienced
and sophisticated investigators who should take great care not to
conduct random inquiries concerning student activities, or to
interfere with freedom of thought and discussion. (125-126)

(h) Full criminal records should remain available for purposes of
security clearance, whatever the decision about "vacating"
such records in other contexts. (110)

i ......

Review Procedures

561. WE RECOMMEND that a Security Review Board be established, consisting

of a Chairman and (say) two other members, all nominated by the Governor in

i Council, but independent of any government department or agency. The members

i of the Board should not be active government officials, although they would

undergo normal security clearance procedures, and their secretarial support

would be provided by the Security Secretariat. (158,141)

(a) The Board should consider protests by public servants,
r members of the armed forces or industrial workers against

dismissal or transfer or against any denial of promotion
or apparent inhibition of career prospects on security
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grounds; protests by such persons as consultants or
university faculty members where withdrawal of clearance
affects professional careers; protests by sponsors or
nominators against refusal on security grounds to admit (
or grant landed immigrant status to those they have
sponsored or nominated; and protests by applicants for
citizenship who have been refused on security grounds. (138)

(b) The Board should proceed on the following lines: an
individual entitled to appeal to the Board should be
provided with a document indicating as far as possible
the reasons for the adverse decision; the Board should <
interview separately and privately representatives of the
Security Service and of the department concerned, the person
concerned (accompanied by a friend, lawyer or trade union

\ official if he wishes) and any other individuals whom the
person wishes to be heard; the Board may interview these
persons as many times as it wishes, and may also order
further inquiries; the Board's advice, recommendations, or
comments should be communicated to the Governor in Council
and the minister concerned, for consideration by the Prime
Minister of any further action in the light of this advice;
a brief record of the Board's decision should also be ,
communicated to the individual concerned. (1^1)

(c) In connection with dismissals, the Board should provide
the form of hearing required by section 7(7) of the 1967
amendments to the Financial Administration Act.
(S.C. 1966-67, c.74) (138)

(d) In addition, the Board should receive periodic reports
from the Head of the Security Service (see above) and
should have authority to draw to the attention of the
Prime Minister any matters it considers appropriate. (76)

Immigration

562. WE RECOMMEND that the following changes be made in the procedures

for the security screening of immigrants:

(a) Wherever possible, data should be acquired about the
eriminal and security records of all prospective immigrants
to Canada irrespective of relationship, sponsorship, or
country of origin. (158)

(b) Significantly adverse security reports on an adult immigrant
should lead to rejection, as should significantly adverse
reports on a sponsor or nominator in those cases where data (
on the immigrant himself is not available. • (159)
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a

(c) Normally, judgments on individual cases should be made

(d) All cases of refusals of sponsored dependants or nominated
relatives, and all cases where the^T-isa Control Officer-
and the Vi Of f irerjfail to agree, should be reviewed J /)
jointly in Ottawa by the Department of Manpower and
Immigration and the Security Service, and at the option
of either, the Security Secretariat. Elements of leniency
arising from relationships or humanitarian considerations
will thus be introduced into the decision process in
Ottawa during interdepartmental consultation. (lo5)

in the field{juiiill^ b^ the Visa-Officer and~~the_JLlga
Control Officer. The quality, maturity-andTEraining of
Visa Control Officers andVisa-Gfflcers, and the relation­
ship between these_offiCersmust be improved to the point
where they^are^aSle to base a joint judgment on the
information available to them and on their experience and

kfiowtedge-of-loeal CUHdl LidfuQ (n.

(e) Guidelines should be introduced to take the place of the
present rejection criteria and to assist officials in the
field in making their judgments. The following is a draft
set of guidelines which relate only to security, but are
intended to have universal application. These guidelines
should be interpreted with mature judgment by the officials
on the spot according to their understanding of local
conditions, and without regard to elements of leniency
arising from relationships or other considerations. Similar
guidelines should be used in Ottawa in making judgments
about sponsors or nominators on those occasions when no
direct check of the applicant has been possible, and about
applicants already in Canada:

(i) Persons who are believed on reasonable grounds
to have held at any time an official position in a
communist, neo-Nazi, neo-Fascist or other sub­
versive or revolutionary organization, or to have
held a government, party, public or other senior
position or appointment known to be given only to
reliable members of such an organization.

(ii) Persons who are believed on reasonable grounds to
have held membership within the past ten years
in a communist, neo-Nazi, neo-Fascist or other
subversive or revolutionary organization, unless
the applicant can demonstrate that membership was
for trivial, practical, non-ideological or other
acceptable reasons.
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I

(iii) Persons who are suspected on reasonable grounds to
be or to have been at any time agents on behalf of
a communist, neo-Nazi, neo-Fascist or other sub­
versive or revolutionary organization, or to have
taken part in sabotage or other clandestine activities
or agitation on behalf of such an organization.

(iv) Persons who for unexplained reasons engage in signi­
ficant misrepresentation or untruthfulness in completing
documents for immigration purposes or during interviews. (165)

(f) Independent applicants for immigration should normally not
be accepted from communist-bloc countries, unless they have
first established sufficient residence in a country where a
meaningful security check can be made; where the prospective
immigrant has a sponsor or nominator, a security screening of
the latter should be carried out, and the potential immigrant
rejected if the reports are significantly adverse. (166)

(g) Procedures for admitting Chinese immigrants from Hong Kong
should be extensively revised as a matter of urgency. Some
years residence in Hong Kong itself or in an area where
some meaningful security check is possible should be
mandatory. (168)

(h) The requirement to provide fingerprints should be levied
on all prospective immigrants, both to confirm identity as
well as to facilitate criminal records checks. (170)

(i) Persons who have already been formally admitted as landed
immigrants should not be subject to deportation on security
grounds without full judicial appeal before a body such as
the Immigration Appeal Board. (1^0,175)

(j) Sponsors or nominators whose dependants or relatives have
been refused admission or refused landed immigrant status
should have access to the Security Review Board (see above). (177)

(k) Applicants for landed immigrant status who are already in
Canada should be treated in the same way as if they had
applied abroad, and should have no entitlement to an appeal
against rejection on security grounds; their sponsors or
nominators, (if any) should however have the right to appeal
rejections on security grounds to the proposed Security
Review Board (but not to the Immigration Appeal Board). (175,177)

(J_)—An effective "watch list" systenr-shoTald be inctituted-ab- I
pprts of entry. ' (17*+)
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Citizenship 

363. WE RECOMMEND that the grant of citizenship should normally be refused

on security grounds only if actual illegalities or criminal acts have been

committed and proved in court, and not merely for membership in subversive

associations or even the Communist Party. However, WE RECOMMEND that ministerial

discretion should be retained to deal with certain cases in which it may remain

appropriate to withhold citizenship for particularly significant security reasons.

All persons whose applications are rejected on security grounds should have

access to the Security Review Board. (190-192)

Passports 

36U. WE RECOMMEND that:

(a) All applicants for a passport who claim to have been born
in Canada should be required to produce a birth certificate
or some other acceptable proof of birth; all applicants
claiming to be naturalized citizens should continue to be
required to produce their citizenship certificates.

(b) All applicants should normally be required to appear
personally before an appropriate official. This will
require a further decentralization of facilities for
the issuance of passports.

(c) In the cases of persons who lose more than one passport
or where there is reason to suspect that the "loss" may
have been intentional, the issuance of a further passport
should be delayed until the validity of the original has
expired, subject to arrangements for truly urgent cases.

Passports ohould not be denied-w security -grounds, hut
an effective "watch list" should be_jieve±oped, "scT that
the security authorities_^ay-%e^nade aware of applications
for passportsby—iftdlviduals who have come under adverse

(199)

(199-200)

(202)

(203)
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Departmental Security 

565. WE RECOMMEND that:

All Departments and Agencies

(a) The general policy of departmental responsibility should
continue, but:

(i) each department should create an effective security
organization headed by a trained security officer at
a sufficiently senior level in its own structure;

(ii) each department should prepare departmental security
regulations, based on the regulations issued by the Security
Secretariat, but responsive to departmental requirements;

(iii) training for departmental security staff and for other
selected senior officers should be provided by the

' Security Service; in addition, security education should
be provided within departments on a continuing basis;

(iv) arrangements should be made for expert security advice
to be given to departments, including if necessary the
secondment of officers from the Security Service to
departments for periods of time.

(b) Inspection and audit of departmental security measures should
be carried out by a protective security branch of the Security
Service, and arrangements should be made for appropriate action
to be taken where departmental procedures are inadequate.

(c) As a matter of urgency, the RCMP and the Privy Council Office
(or the new Security Secretariat we have proposed) should,
after re-examination of present security regulations and con­
sultation with departments, prepare new security regulations
for promulgation by the government. When this is done, depart­
ments should be allowed a specified period in which to create
adequate and effective security staffs and structures and to make
preliminary efforts at compliance. On completion of this period
their efforts should be audited, and cases in which the security
posture of departments is unsatisfactory should be brought to
the attention of their deputy ministers or ministers.

(d) After this preliminary period, a continuing effort should be
made to ensure that compliance with security regulations con­
tinues to reach reasonable standards. Cases in which the
security posture of a department is unsatisfactory should be
brought to the attention of deputy ministers and ministers by
the RCMP or the Security Secretariat.

(81-88,225-224)
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Department of External Affairs

(e) Consideration should be given to the establishment of a
separate Security Division in the Department reporting
directly to an Assistant Under Secretary. (280)

(f) It should be made clear that the head of each Canadian
mission abroad is responsible for the security of all
Canadian Government personnel and offices located in
the country to which he is accredited, and that the
post security officer acts on his behalf. (281-282)

1 (g) The function of post security officer should generally
be the primary responsibility of a trained officer of
adequate seniority. (285-284)

(h) Greater attention should be paid to the problem of
providing reasonable standards of physical security
at missions abroad. (286-287)

Department of National Defence

(i) The armed forces security investigation service should
be responsible for the investigation only of uniformed
personnel or potential recruits to the forces, and
its standards of investigation should be consistent
with those which the Security Service applies to
civilians. (295-296)

(j) Persons currently engaged in separatist activities should
not be permitted to join the armed forces, and should be
released if they are found to be members of the armed
forces. (297)

Industrial Security 

566. WE RECOMMEND that the industrial security function be removed from

the Department of Defence Production, and reallocated to the Department of

National Defence. Whether or not this recommendation is accepted, we feel

that the following steps should be taken: (520)

(a) The industrial security function should be recognized as
important, and sufficient numbers of staff of adequate
calibre should be allocated to it. In particular, the
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industrial/security field offices should have increased
personnel/jof adequate ■ eaditrre? to provide reasonable
standards' of facility inspection, advice and
audit. (520,512-515)

(b)

(c)

(d)

(e)

(f)

(g)

(h)

the general standard of cooperation between the government
industrial security authorities and individual con^anies
should be improved. (510-511)

Clearance procedures for industrial workers should be
the same as those applied to government employees, including
the taking of fingerprints  ̂^except that slightly lower
staadards~~0f~"ihves~tigation ceuldrbS accepted leu industrial
workers roquiring-cl'gararree-enty~*to the Confidential -tevel^j
Review procedures for industrial workers should also be
identical with those available to government employees. (52^-526)

Steps should be taken to reduce the delays that now occur
in obtaining clearances for industrial workers. (527)

The government should concern itself with the calibre,
efficiency and training of company security officers,
and should not "recognize" such officers until they meet
standards acceptable to the government. Employment of
a "recognized" company security officer should usually
be a condition for the grant of a classified contract.
The government should sponsor security education pro­
grammes in firms with classified contracts. (529-551)

Certain detailed arrangements should be made between Canada
and the United States to expedite industrial security
procedures. . (555>55^)

The regulations concerning the handling and control of
classified documents by industry should be improved
and rationalized by the government in consultation
with industry. (555-558)

Induetrial ■aecurlLy~prueeilm,eu and decioigpa-ohotg?d'
be subject to the same audit arid—enforcement by the
Security Secretai^arbr^®^edwhere necessary by the
Sj?cufiLy'"UcTviecs ac procedures in other areas. (521)

Security of Information

567. WE RECOMMEND that the following steps be taken:

(a) The use of the classification Restricted (or such
equivalents as "For Official. Use Only") should be
abandoned, and any documents containing information
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below the level of Confidential should be unclassified
and should be protected only by the normal disciplinary
rule against the unauthorized disclosure of any official
information. (255)

(b) The responsibility for declassifying documents should
remain with individual departments, who should perform
this task as the occasion arises, and in consultation
with other authorities where necessary. (257,258)

(c) Certain detailed measures should be taken by all departments
and agencies charged with the custody of classified documents,
including the centralization of arrangements for document
copying, the physical separation of highly classified informa­
tion in special areas to which access is only permitted to
cleared personnel, and the paying of strict attention to the
"need-to-know" principle in the dissemination of classified '
documents. (259-241)

(d) Government policy on the release of official documents for
historical and other research should be clarified and made
known by means of published regulations (264-265)

(e) National policy and procedures concerning the release of
classified information to other nations should be formulated
and coordinated in the Security Secretariat, rather than
reviewed by the Department of National Defence Security and
Information Release Committee. The Security Secretariat
should also coordinate exchanges of unclassified information
between government departments and the communist countries. (299-502)

(f) Consideration should be given to a complete revision of
the Official Secrets Act along the broad lines spelled
out in the text. (250-254)

Physical, Technical and Communications Security,
Sources and Techniques

568. WE RECOMMEND that:

(a) Any building which contains classified material should
be effectively protected at all times. Steps should be
taken as a matter of urgency to provide security guards
where necessary and consideration should be given to the
establishment of an escort system in more sensitive
buildings during working hours. (268,269)

(b) All technical security agencies should be combined and
form a section of the protective security branch of the
Security Service. (271)
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(275)

(d)

(551-555)

Telephones of those ministers and officials in the most
sensitive positions should be made secure as soon as
possible, and government telegraphic circuits should be

Jt-should-'be publicly acknowledged bhal eer-bain techniques-,
such ao-thejinterception of telephone conversations and
electronic eaves dropping |are-aeeessary_tc>- protect -the
security of~ the-nation.—In any future legislation concerning
thjffl? Rnti-v-itdes-71 exemptions should be made for their use
for security purposes under proper safeguards. Interception
of telephone conversations should only be conducted by the
Security Service on the authority of its designated minister;
electronic eavesdropping should be permitted on the authority
of the Head of the Service.

(e) Arrangements should be made to permit the examination of
the mail of persons suspected on reasonable grounds of
being engaged in activities dangerous to the security of
the state; such examination should be conducted only on
the authority of the designated minister. (550
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