
SECRET

CDN EYES ONLY

, "'3 -t.Y.- j &

RCS Document No.

/!

C - ' 1

DEPARTMENT OF NATIONAL DEFENCE

BRIEF

FOB

THE ROYAL COMMISSION

ON SECURITY

Ottawa, Ctatario
26''December: 1967

SECRET

CDN EYES ONLY

A0053408_1 -004529

AGC-3482



ROYAL COMMISSION ON SECURITY

■■ i . '

Commissioners:
Commissaires:

M.W. Mackenzie
Y. Pratte
M. J. Coldwell '

Canada'1]

SECRET - CDNEYES ONLY

(UNCLAS without enclosures.)

COMMISSION ROYALE SUR LA SECURITE

P. O. Box
466 Ottawa, Ontario
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FILE: RCS 1-6/END

January 16, 1968 -

Mr, R. J. Sutherland,
Departmental Secretary,
Department of National Defence, ; . <
WSflAk, Ontario.

Dear Mr. Sutherland:

I am returning herewith, under separate cover, the
five copies of the "early edition" of the DND Brief for the
Royal-Commissi'pn on Security which were obtained from you by "
Messrs. Trotman and Munro. The ten copies of the "final edition"
are quite sufficient to meet our needs.

Please acknowledge receipt on the duplicate copy of
this letter and return it at your early convenience.

Thanking you for your kind co-operation, I remain

' Yours sincerely,
• - ' . ' ' ' '

P. A. Lemieux,' .
■ Security Officer.

Receipt acknowledged

J. Sutherland

January /J, , 1968.
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(UUQtfiS without enclosures)

•i

V
ifear Sutherlands

yours sincerely.

Beceipt.acknowledged

(WCLAS without enclosures)
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Mr, 2. J. Sutherland,
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OTP/lIA, Ontario..-

?• ATfeamieux,.
Security Officer
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DEPUTY MINISTER OF NATIONAL DEFENCE

CANADA

SOUS-MINISTRE DE LA DEFENSE NATIONALE

January 2, 1?6$,

The Royal Conmlssion on
Security,

116 Lisgar Street,
Ottawa,
Ontario.

Dear Sires

Enclosed are ten (10) copies of the
Department of National Defence Brief for the Royal Conmlssion
on Security, ' .

Yours sincerely,

Encl. 10
B. Armstrong

Deputy Minister
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DEPARTMENT OF NATIONAL DEFENCE

CANADA

MINISTERS DE LA DEFENSE NATIONALE

Mr. C.D. Munro
Research Staff
Royal Commission on Security
116 Lisgar Street
Ottawa U, Ontario

D 1200-0050/125 (DEPSEC)

Ottawa U, Ontario
22 November, 1967

Dear, Mr.. Munro;

. As 1 agreed on the phone yesterday, I am enclosing
a copy of what I hope is the last draft of the Department
of National Defence Brief for the Royal Comndssioh on
Security. It is for your information, as you know, and has
not as yet received the endorsement of the Department. I
would be grateful, therefore, if you would not give it any
circulation.

1 Encl.

Yours very truly,

J. Sutherland
Departmental Secretary
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DEPARTMENT OF NATIONAL DEFENCE

BRIEF FOR THE ROYAL COMMISSION ON SECURITY

INTRODUCTION

General

1. The security policy for the Department of National Defence (END)

stems initially from the Cabinet Directive and Privy Council Security Panel

documents pertaining to Security in the Public Service of Canada. The

Deputy Minister (DM) is responsible to the Minister of National Defence for

the security of the DND in accordance with the security policies and direct­

ives laid down by the government. Subject to these overall responsibilities,

the Chief of the Defence Staff is responsible for the security of the

Canadian Armed Forces and has issued the security arrangements to be followed

in CFP 128 "Security Orders for the Canadian Forces".' Similarly, the Chair­

man Defence Research Board is responsible for the security of the Defence

Research Board (DRB) and its establishments which are governed by the ERB

Security Regulations.

Threat

2. In general, the threat to security as contained in the Joint In­

telligence Committee Paper, "The Threat to Canada from Subversion,

Sabotage and Espionage" and the RCMP Paper, "Revolutionary Organizations

in Canada", guides the Department’s security policies and arrangements.

Function of Security

3.-  The basic function of DND security is to prevent information,

which in the interests of the Government of Canada should not be divulged,

reaching the hands of a potential enemy. Prevention is exercised through

the control of classified information and materiel and the individuals

who have access to it.

SECURITY ORGANIZATION IN THE DEPARTMENT OF NATIONAL DEFENCE

General

4. DND, by virtue -of a number of agreements with other Western Powers,

particularly the US and the UK, occupies a privileged position which re-
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aults in the receipt of a large amount of highly classified scientific and

technical information which requires special protection. For this reason

it is considered that this Department may be singled out as the primary

target for foreign espionage operations in Canada. Two major factors are

the large number of personnel within DND requiring access to classified in­

formation and the immense volume of classified information held. The DND

employs approximately 150,000 personnel, of which approximately 104,000

are military and the remainder civilian. Most of these personnel, in the

normal course of their duties, require access or have the opportunity to

gain access to classified information and accordingly require a security

clearance. Approximately 250,000 classified documents, annually, are

either received or generated within the Department.

5. At. the interdepartmental level, the DM is the DND representative

for security matters and as such he represents the Department on the

Security and Visits Panels. Departmental policy is -coordinated within

DND through the Security & information Release Committee (SIRS) the terms

of reference of which are contained in Annex ”A”. Briefly, this committee

is responsible to the Deputy Minister for formulating security policy and

guidance on matters of common concern within the Department. . The re­

commendations of the SIRC may, subject to the degree of importance, be

referred by the IM to the Defence Council for final approval.

National Defence Headquarters

6. Security arrangements for NDHQ, which comprises some 20 buildings

or groups of buildings throughout the Ottawa and Hull area, are the res­

ponsibility of the Commandant of CFHQ Administrative Unit. DRB is

responsible for security within its own area. To meet its responsibilities,

the Administrative Unit has a security section of fifty-nine personnel.

The responsibilities of this section are listed in Annex "B”.

The Canadian Forces

7. General. Security within the Canadian Armed Forces is a function

and responsibility of. command at all levels. Security staffs at each

SECRET
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level of command provide advice to commanders and administer and direct

the security forces and other security resources, and maintain liaison

with civilian law enforcement agencies. The organization of security at

command level varies to meet the different requirements of the functional

commanders. In general, police matters, security measures and standards

are co-ordinated by a command staff officer.

8. CFHQ Directorate of Security. The Director of Security is

responsible to the Director General of Intelligence and Security for

assessing and advising on the state of security within the Canadian Aimed

Forces. This responsibility includes the development of policy, pro­

cedures and regulations as well as advice to commanders arising from in­

spections, surveys and enforcement. The functions of the Directorate of

Security are grouped in three areas under separate staff control; security

standards and procedures for the protection of information and the physical

security of material and units; the security clearance of personnel; .

technical supervision of military police and security staffs employed at

commands and bases. Annex "C" contains terms of reference for the

Directorate of Security.

9. Command Organization. Each of the six functional Commanders has

a security staff whose functions consist of policy control, enforcement

of standards and co-ordination of base and unit security requirements.

10. Base Organization. Each base normally has a full time professional

security officer who is responsible to the base commander for security

and police standards and administration.

11. Security of Lodger Units. Units belonging to a different funct­

ional commander than that of their base are known as lodger units. These

units normally receive support for physical security requirements from

their base but are responsible to their own functional command for the

state of their internal security and the security Of personnel.

12. Special Investigation Unit. This organization is under the

functional command of the Director of Security. The Commanding Officer

SECRET
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of the unit is' located at CFB Rockcliffe. Six subordinate detachments

and 22 sections are stationed at various locations across the country and

in Europeo They are the HID organization which carries out field in­

vestigations in the support of the personnel security clearance program for

the Canad-ian Forces and the Administrative Branch. In addition, they

conduct criminal investigations at,the request of any Commanding Officer.

Security Organization in the Defence Research Board

13. The Security organization of the DRB is designed to accomplish a

comprehensive program based on procedures derived from the DND security

policy and applied in a manner calculated to meet the particular require­

ments and conditions of a defence research and development organization.

14. DRB security policy formulation is centralized at Board Head­

quarters; implementation of security is decentralized. Heads of Branches

and Establishments are responsible for security measures within their

own organizations in accordance with DRB policy. The IRB Security Re­

gulations provide basic direction in all aspects of security and these

are augmented for particular operational purposes by DRB Security Letters.

15. The security requirements of IRB are subject to periodic review

and security measures are examined in detail at least once each year by

on-site inspections and consultation with Heads of Branches and Establish­

ments. Every new employee is given a security briefing and on-the-job

security instruction is provided for. General and particular security

education is provided through lectures and film showings.

16. The IRB Security Officer (DSO) is responsible to the Deputy

Chairman for the administration of the security program and for the,

formulation of security policy for approval by the Chairman of the IRB.

He advises on the threat to security and the means to counter it and he

provides the staff channel on all security policy matters with the

Canadian Forces, the RCMP and other government- departments. He is the:DRB

representative on the SIRC. He is responsible for ensuring that adequate

safeguards are established and maintained to protect all classified in-

SECRET
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formation in the custody of DRB Headquarters. To discharge his re­

sponsibilities for all aspects of security, the DSO is assisted by three

professionals and a supporting staff of five.

17. An ’’Establishment Security Officer” (ESO) is appointed in each

of the seven ERB Establishments. In addition to his professional duties,

he undertakes primary responsibility for establishment security and re­

ports directly to the Head of the Establishment on all security matters.

Additional suitable persons may be given part-time duties to assist the

ESO in supervising and encouraging good security.

18. In addition to the administrative part of the organization,

security guarding and a physical security organization are provided for.

A copy of DRB Security Letter No. 3 which describes this organization is

attached as Annex "D”.

Security Organization in the Administrative Branch

19. Security in the Administrative Branch of the DND is concerned

with the safe-guarding of classified information and restricting access

of classified information to authorized personnel on the ”need-to-know"

basis. The Administrative Branch Security Officer reports directly to the

Departmental Secretary (who is also the Chairman of the SIRC) and is

responsible for the preparation and issue of Administrative Branch r.?id

Security Standing Orders, the. indoctrination of personnel and the in­

vestigation of security infractions. Detailed orders are based on policy

instruction emanating from the SIRC and appropriate governmental

directives.

20. For security purposes the Administrative Branch is divided into

eight divisions, each with its own security officer reporting to the

Administrative Branch security officer, who is also the Chief of the

Records Management Division. Personnel clearances on civilian personnel

are obtained from the Director of Security, CFHQ, through the Chief of

the Personnel Division of the Administrative Branch. In non-working .

hours security supervision of the Branch offices is provided by the

SECRET
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National Defence Headquarters (NDHQ) Security Guard in the same maimer

and under the same requirements as that provided for the Canadian Forces

Headquarters.

SECURITY OF INFORMATION

Requirement for Security

21. The security of information comprises both classified documentary

information and information that can be gained from access to classified

equipment. The END is the recipient of much scientific and technical and

intelligence information from other countries and, in addition is the

custodian of certain Allied plans. A large part of the information re­

ceived is classified and provided under the condition that Canada maintain

security at least as adequate as that of the originating country. The

principal agreements under which DND receives classified information are

contained in Annex "E". It is interesting to note that DRB alone receives

over twenty thousand documents per year from our allies and of these about

four thousand are classified. ' • -

Principles of Control

22. The security of information is primarily a matter of proper

classification of the material and subsequent control of access based on

the security clearance of the individuals and the ’’need-to-know”

principle. No person is entitled to classified information solely by

virtue of rank, position or appointment. Regulations governing the care

and control of classified information in the DND are derived from govern­

ment regulations for security in the public service and guidance from the

Security Panel and Sub-Panel.

Classification

23. The security grading determines the degree of protection a

piece of information is to receive. The END security classification

system includes gradings and protection for information which are of:

a. purely Canadian origin;

b. NATO-origin;

c.-,  other country origin.
SECRET

CDN EYES ONLY ;.-./7

A0053408_14-004542

AGC-3482



SECRET

CDN EYES ONLY

-7- ,

24.-  The gradings used for purely Canadian originated information are

those used throughout the Public Service of Canada and, in addition, the

terms used have the same connotation among the allies of Canada, particularly

NATO. Definitions of the Canadian security classification terms are: -

Top Secret - applied to documents, information, or material the

security aspects of which are paramount, and the unauthorized

disclosure of which could cause exceptionally grave damage to

the nation;.

Secret - applied to documents, information, or material the un­

authorized disclosure of which could endanger national security,

cause serious injury to the interests or prestige of the nation,

or could prejudice any government activity thereof, or would be

of great advantage to a foreign nation;

Confidential - applied to documents, information or material,

the unauthorized disclosure of which, while not endangering

national security, could be prejudicial to the interests or

prestige of the nation or could prejudice any government acti­

vity, or would be of advantage to a foreign nation; (individual

personnel files and documents may, however, be accorded the

protection provided by this classification).

Restricted - applied to documents, information, or material

(other than Top Secret, Secret, or Confidential) which should

not be published or communicated to anyone except for official

purposes.

Unclassified - Information which does not require protection

is marked Unclassified to indicate that a security evaluation

of the information has actually been made.

25. Security classification of matter originated under the authority

of DND is the responsibility of the originator. Security gradings are

selected and applied in accordance with the criteria described in the

previous paragraph. TOP SECRET classification may be applied only when

SECRET
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approved by specified officers of the parent organization.

26. Classified infonnation originated in NATO, or prepared by member

countries for distribution within NATO, is identified by the use of the

prefix NATO which is placed in front of the security gradings in the

following manner:

NATO UNCLASSIFIED

NATO RESTRICTED

NATO CONFIDENTIAL

NATO SECRET

For Top Secret information only, the prefix COSMIC is added as follows:

COSMIC TOP SECRET

In accordance with NATO security requirements a special registry is

operated by the Department for the control of COSMIC documents.

27. Classification systems similar to that used by Canada are in

effect in other countries. Classified matter received from such countries

is provided with the appropriate Canadian security classification and

protection.

28. There are, in addition to basic classification categories, special

caveats such as ’’Canadian Eyes Chly” and ”Canadian/U.S. Eyes Only*'

etc. These caveats denote that documents are restricted to members of

the nations indicated. In the case of ’’Canadian Eyes Ctoly’’, this caveat - •

is applied to documents that it would not be appropriate for other nationals

to observe, whether hostile to Canada or not. Code words may be applied

to specific projects or operations and are usually associated with cover

stories to mask the real purposes of an activity. At the. same time this

procedure can be used to reduce to an absolute minimum the number of

personnel exposed to information on a sensitive project. In some cases

special access lists are maintained.

29. Personnel security clearance files are classified to protect the individ­

ual; as well, as for security reasons. Personnel administrative files for

career management, medical and other such personal reasons are also pro-

SECRET
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vided with appropriate security classifications.,

30, The overall classification ratio of current file holdings in the DND,

-2* ■ '•

-11$ - .

- 11$ ' . ’

- 76£

These percentages .vary from area to area, depending on the sensitivity of

Branch or Section tasks. The figures do not include 105,000 CONFIDENTIAL

personnel files.''

Downgrading and Declassification of Documenta

31. The Department receives a vast amount of classified information from

other countries requiring security to the second party standard. Because

DND files are maintained by subject without regard to source except in

certain special cases such as NATO, downgrading of an individual file would

require perusal of each document on the file. In the case of'documents of

foreign origin not specified for automatic downgrading permission of the

originator would be required to downgrade. Downgrading in this manner

would be very costly in man-hours. Such a declassifying system would not

necessarily be suitable. The failure to obtain permission to downgrade

or declassify a single second party item contained in a file would

necessitiate destruction of the item or the creation of an additional’ file

for it at the appropriate classification.

32. The U.S.A, has an automatic downgrading system that is applied to

some but not all documents. The United Kingdom restricts the declassifi­

cation of files for a period of thirty years. Release to the public of

excluding the DRB, is:

Top Secret

Secret

Confidential,

: Restricted &

Unclassified

Canadian files held in the Public Archives is currently under review in the

Privy Council.

33. "The ERB has a semi-automatic downgrading and declassification system 

for scientific and technical reports and in addition^ every classified re­

.../10

port proposed for publication is examined to determine in advance the down­
grading- group for, w^ich^it^^ialifies.’'
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Release of Information and Equipment

34. One of the most important handling procedures in the protection

of information is the control of its release outside of the department.

Requests or requirements for release may originate from other government

departments, civil agencies and foreign nations with respect to:

a. export of equipment;

b. friendly nations;

c. civilian contracts for research, development or construction.

Requests are also received from the Press.

35. All release authorization?must include safeguards to ensure con­

tinued protection at the level dictated by the classification of the in­

formation or equipment. Where release to the press is involved, or

where the national interest dictates an open release, a re-assessment of

the sensitivity is required to de-classify the information. DRB has con­

siderable relationships with the manufacturing and research communities

in Canada, involving release and exchange of information. ERB orders on

Release of Information in Canada are attached as Annex "F”.

36. The release of classified information through civilian contracts

or arising out of the export of military equipment involves the transfer

of custody through the Department of Defence Production (DDP). In the

case of contracts a "Security Requirements and Check List" is raised by

DND which specifies the levels of protection required. Control and en­

forcement is then the responsibility of DDP. A copy of the DDP paper on

Security in the Canadian Defence Industry is attached at Annex "G".

37• The export of military equipment in support of Canadian policies

for foreign aid and export sales are examples of range of interest and

involvement of more than one government department or agency. Applic­

ations to export military equipment are received from the Department of.

External Affairs by the Defence Secretariat who is the coordinator for

DND. The Director General of Intelligence and Security comments upon

intelligence and security aspects, particularly concerning the possibility

-■ •'■■■; SECRET:
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\ nf t.rans-ahipnmt to a nation potentially hostile to Canada. The De-

■ r ' ■ partmentof Trade andCommerce ie authorized by Cabinet Directive to

export equipment up to a specified value without reference to DND. - The; '

Cabinet Directive relating to export of military’ equipment is attached as

. ' ; ’ , Anaex--?®"'..'~ *■.  _?• • ’

; 38. I The following guidelines.are used in DND for assessment, .of requests -:p \ ?

- \i1 for release of informatioiw . \ : > 4 * ' ' ' 4

“  ' a*  • if to another friendly nation, the "need to. knew" must be'" , • • >.

'“7 - established; .. ' . 7- •

b. the degree of reciprocity receivedmust be. ascertained; v

c. if a third party interest 'is involved, the approval of the

- ’ ' third party-must be obtained. t ‘  r ’ 7

'. ’ ,’v•' * 39- Because of numerous requests received, the policy order on re- . t ;

lease of information allows ah individual conjppnent to release to . . i;

. . specified countries up to a specific classification level. The CFHQ < , -

1 . . Directorate of Security inaintains, a library, for reader •rjefet'ence' cm ilk- /

i? dividual classified subjects,, which includes the record of precedence,

’ second country content and other useful guidance, detail-. -By‘, utilizings ?

the references, available and consulting with the specialists concerned, -.

the-full iJi5)licat±onB;of. a.reiea8e can be assessed and a,qualified de­

cision achieved. Requests'for release of information are usually, re- •

ceived directly from Foreign Attaches or Liaison Officers, or through ■ '

the Department of Kxterhal Affairs or J©P. Attached at Ann&c "I?? Is the

' DND policy governing the release of information to foreign countries.. .

Preparatigp and Am^dment bf Security Qrders . ■ r ? ■' “

• -... 40; Security orders of the END, are-under constant review to ensure

that changing and new situations are adequately controlled. These orders :

. f' .are based on policy, direction issued -by the SIRC,, the-Security; Panel/.or

. Cabinet Directive. In addition, revisions to NATO, U;S; or U.K. security

.orders, which have application to Canada,. give rise to amendment to - f-'-'-. v

' . * Canadian orders-.-  - , , - ; ■■ ’

• ' . " ■ '• ’ ^SECBKT • ' i-A-"’. - .. '■ .?■

■ ■ . ’■ • ' f CDN EIES CNII - , ... ‘ ' ■’ 3 r../12*  - ,
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Care and Destruction of Classified Waste

41. An important security responsibility is the care and adequate de­

struction of classified waste. Classified waste includes all papers,

notebooks, typewriter ribbons, carbon copies, stencils, maps, recordings

and unrepairable classified equipment or any matter that may contain, in­

formation of possible value to a second party. Combustible material is

destroyed by burning or pulping under the jurisdiction of an authorized

staff. Where the destruction of highly classified combustible materiel,

such as ’’TOP SECRET” and special information is concerned, witnessing

officers are required and certificates confirming destruction are com­

pleted.

International Visits Panel

42. . The Interdepartmental Visits Panel was formed in 1956 to control

the exchange of visits between:Canada and Communist Bloc Countries. The

terms of reference which were revised in 1966 are contained in Annex "J".

43. The requirement for the Visits Panel is based on security con­

siderations. Guidance for the Visits Panel on the exchange of-information

with communist bloc countries is derived from the Cabinet Directive on

this matterj dated 23 August 1953 at Annex ”K”.

Visits to Defence Establishments

j44. The coordination and control of visits to DND establishments and

to industrial plants holding classified defence information is essential

to the security of information.

45- Visits by Canadian nationals concerned with the manufacture of

military equipment are normally sponsored by the DDP Director of In­

dustrial Security or representatives of other government departments. Co­

ordination is done through the appropriate security officer.

46. Foreign military visitors are normally sponsored through the

Foreign Liaison Office of the DND in conjunction with the DDP Director

of Industrial Security. Other foreign nationals are screened by the

Director of Industrial Security in consultation with DND.

■ .'•> ■■■■'. ... SECRET
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47. All visit applications are reviewed in the light of the release

policy to determine the full scope and classification of what may be seen

or discussed during the visit. Then in accordance with the SIRC dis­

closure policy, the extent of information to be released is authorized. At

every installation, unclassified visits and visits by persons without

acceptable clearances are controlled to deny access to classified infor­

mation .

Data Processing and Photocopying Machines

48. Modern technology has created additional difficulties in security

of information. These difficulties arise primarily from two sources.

The first is the large number of copy machines available within government

departments from which it is possible, within a few minutes, to reproduce

copies of documents. The second problem involves the use of data pro­

cessing equipment. Within a standard data processing system there is

a huge capacity for information. Essentially, the problem is the same

whether the system is a punch card type installation or random access

computer operating with either tapes, disc or a data cell storage system.

In all cases, data processing facilities must be given a security classi­

fication and necessary protection for the highest classification of ’the

information processed. Where classified information on paper from

punch card systems or computers must be destroyed standard procedures for

classified waste apply. Where tapes, cylinders or data cell discs are

employed, destruction must be accomplished by burning. There is no

positive proof that the wiping will obliterate information.

Control of Social Contacts

49. Of interest to security is the association of DKD personnel with

representatives of the communist dominated countries. It has been

demonstrated both in Canada and other Western nations, that social contact

between members of communist bloc embassies and nationals of host countries

is used for intelligence purposes and controlled by hostile intelligence

agents attached to embassies. Because of this the Department issues

SECRET
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guidance concerning social contact with nationals of communist nations.

Travel to Iron Curtain Countries

50. The Department controls travel by DND personnel to communist

dominated countries. The procedures require that a member or employee

receive permission before travelling to these countries. Permission is

granted if there is no security objection. When the travel is approved,

the individual is given a security briefing prior to departure.

Security Education

51. Military personnel and civil servants who are required to handle

classified information must be continuously aware of their personal

responsibility and familiar with the Department’s security policies and

regulations. ThikiS the objective of the Security education program.

52. Responsibility for security at each level of command rests with

the commander concerned. He will normally implement security measures

through an appointed security officer whose security duties may be
• t

secondary to his primary appointment. Security courses are provided for

such officers. Security officers conduct security education programs to

explain security regulations and the rationale behind them by means of

lectures, films, security posters etc.

SECURITY OF PERSONNEL

History of Security Clearance Policy

53. During World War II each government department developed and

implemented its own system for the security screening of personnel re- .

quiring access to sensitive information pertaining to the war effort;

there was no overall governmental policy. The need to develop a

uniform policy to prevent the infiltration of disloyal and unreliable

persons into positions of trust was mentioned in the Report of the Royal

Commission under Order-in-Council PC 411 of 5 February, 1946. As a re­

sult, a Cabinet Directive was produced to outline policy and procedures

governing the security investigation of government employees. Through

the years, the original Cabinet Directive has been revised. The latest

SECRET
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revision was quite extensive resulting in the issue of Cabinet Directive

35, dated 18 December, 1963.

National and International Policies and Agreements

54. In addition to the requirement to clear personnel for access to.

Canadian defence information there is an obligation on the part of Canada

to clear personnel for access to NATO, US and UK defence information..

Those national, international and service-to-service agreements which

govern the HID Security Clearance Program are listed below.

a. Cabinet Directive 35 (CD 35). CD 35 is the government policy

which lays down the minimum security clearance standards.

b. Department of National Defence Instruction 4.2 (DND 4° 2).

DND 4.2 defines the application of CD 35 to the Department of

National Defence. A copy is attached at Annex ”L".

c. CAN/US Agreement - On Uses of Atomic Energy for Mqtual Defence

Purposes - 22 May 1959, This agreement contains the special

requirementb for access to atomic information. Canadian

citizenship and a field investigation to support the.SECRET

. level of ZED clearance are prescribed as mandatory.

d. NATO Document CM(55)15(Pinal). Security Within the North

Atlantic Treaty Organization This document prescribes the

clearance levels and supporting investigative criteria for

persons selected to serve in NATO appointments or occupying

positions having access to NATO classified documents.

e. CAN/US Arrangement - On Special Activity Information - May 1949°

This arrangement prescribes 1the...strij,ng'enttstaBdArd&. forepersons

requiring access to ’’Special Activity” information.

f. RCAF/USAF Supplementary Arrangement - Human Reliability

Program. This arrangement concerns control, safety and

security of nuclear weapons with special reference to the

human reliability factor of personnel who have access, or

control access to nuclear weapons.

SECRET
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Tfoe IUD Security of Personnel Program

55. General. In the DND the Directorate of Security of the Canadian

Forces carries out field investigations prior eAo.’grantinguaikecunitycnlearance

for milltary personnel and civilians attached to the Canadian Forces, in­

cluding those employed by the DM«s office. The RCMP conduct the necessary

investigations for DRB personnel. In the granting of clearances common

standards are followed by the Department. . Because the preponderance of

security clearances involves the military and civilian personnel of the

Canadian Forces and the Administrative Branch, detailed procedures for

these areas are delineated in the following paragraphs. DRB procedures

are similar. Unless the procedures for establishing security clearances

are effective other precautions to safeguard information and material

can be nullified; thus the importance of the security clearance of an

individual is paramount in the field of security. In the final analysis

good security depends on the reliability and integrity of the individual.

56. Security Clearances. The security clearance program includes

the investigation and assessment of the suitability of persons to have

access to, or knowledge of, classified matter; and the granting of an

appropriate clearance. Different clearance levels for different personnel

does not necessarily indicate relative loyalty or reliability. The

clearance level is established on "the need-to-know" principle. This

program is continuous and involves new clearances and the updating or

upgrading of clearances.

57. Granting New Clearances. There is a constant demand within DND

for the processing of candidates for positions requiring a security

clearance. This stems from recruiting requirements of both military and

civilian personnel and the acquisition of increasing amounts of classi­

fied equipment and information.

58. Applicants for initial appointment to classified IND positions

are checked for suitability relative to the granting of a security

clearance. Because of urgent requirements and competition, pre-employ-
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ment screening is not always possible. Pending the granting of a security

clearance the individual is denied access to any sensitive information.

59. There are a number of cases where it is important to establish

Hiiitab-i ~l ity from a security viewpoint prior to enrolment, for example:

officer candidates and applicants for re-enrolment or re-appointment.

60. The inability of the ROMP to obtain positive information con­

cerning the former nationals of many countries makes it necessary to

identify foreign bom applicants and those with foreign born parents

and establish suitability prior to employment or enrolment.

61. DND School Teachers. Canadian teachers for DND schools in Europe

are not granted a security clearance.. All applicants for these positions

are checked regarding place of birth, next-of-kin and places of residence.

Prospective teachers are also checked against the ROMP subversive in­

dices.

62. Persons Other Than DND or Potential DND Employees. The ERB

maintains a number of committees, panels and sub-committees as advisory

bodies to the Chairman on the various fields of research in which the

Board participates. Members of these advisory bodies are chosen from

other government departments, outstanding scientists in universities,

or members of industry. Accordingly, it is necessary to maintain

clearances on several hundred scientists who are not government employ­

ees. In many cases their supporting staff are also vetted; In the

case of NATO fellowships seated in Canada a NATO Clearance is accepted

but access is limited to that'/phesdribdd in Annex L, Appendix 1.

63. Upgrading Security Clearances, Bearing in mind ’’the need-to-

know" principle, upgrading is the term used to describe the function of

raising the level of a security clearance consistent with an individual’s

requirement to have access to higher classifications of information.

64. Updating of Security Clearance. The term "updating” relates to

the review process to establish the continuing validity of clearances

and includes the acquiring of up-to-date information' on a person.. In
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praetice, it. has been found reasonable to assume that a demonstrated

pattern of reliability over a number of years is not subject to. sudden

deterioration; thus a maximum of five years has been considered to be

.the acceptable interval-for ’’updating”. This function is internationally

recognized as an integral part of a security clearance program. Some in­

ternational agreements covering the exchange of classified information -•

and equipment make it mandatory. Within this context the security

clearance program Includes: . ‘

a. Pre-Marriage Checks. When a serviceman or civilian employee

of the Department over-seas announces his intention to many

a foreign national he must submit details on his intended

wife. These details are processed through the ROMP to

establish that there is no situation which would Effect the

clearance level of the person and the acceptability of the

intended wife to proceed to Canada.

b. Special Lists. In the interest of the individual as well as

DND, it may be acceptable to grant a clearance.to a person

on the proviso that he is not transferred for employment into

certain locations within Canada and-abroad. Personnel

staffs are advised of the name but not. the problem.. They

must then obtain the approval of the security staff for

each transfer.

■c. Clearances for Special Appointments. . Personnel management

staffs usually request a security clearance before:

(1) approving special assignments such as attaches and

truce commissions;

(2) granting Permanent Commissions to short service officers;

(3) approving remusters to sensitive trades; and

(4) final selection of personnel for classified courses

. v abroad.

d. Air Division Transfer Notices. The sensitivity and geo-
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graphic position of 1 Air Division hecessitates that the

security and other records of all personnel selected for

duty in that formation be thoroughly examined.

e. Human Reliability Program. The acquisition of nuclear weapons

by the RCAF introduced the Human Reliability Program as a

mandatory requirement. All persons selected for positions

where they have access or control access to nuclear weapons

must be cleared to at least the SECRET level (supported by a

field investigation) and have their personal reliability

checked.

65. NATO Cleaj^nces. Before a person may be accepted in a NATO

function his security file is reviewed as to suitability for employ­

ment in a NATO environment before issuing a special NATO clearance

certificate. (NATO Document GM(55)15(Final)).

66. Assistance to Other Departments. There are numerous services pro­

vided other departments in the field of personnel security that, although

not in direct support of the DND program, are in the interest of the

overall government program. These services include:

a. Personnel Information. Other Governmental departments such

the ROMP, DDP, etc. request information covering the security

clearances of persons (military and civilian) who have served

with DND, for use in assessing them for other governmental

employment.

b. Control of Suspected or Known Subversives. On an annual

basis the RCMP is supplied with a report giving the current

physical location and nature of employment of all currently

serving DND personnel on whom the RCMP have forwarded ad-

verse reports.

c. Special Assignment - Patent Attorney Firms. DND provides

security clearances for the facilities. i,andvth& staff of; attorneys

handling classified ^tent ..applications: of :'.defence,.;interest8.

. SECRET

■ • CDN EYES ONLY . . : .../20 I

A0053408_27-004555

AGC-3482


