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1. In your meriorandum, Reference C, you requested our
views with respect to those portions of the Report applicable
to DKD on which the Government reserved its decision. Gonments
and recorumendations on those subjects which axe of particular
interest to the Canadian Forces (GF) follow. Since the CF will
continue to be responsible, in the main, for tneir own security,
many cf the recoiarendationa have some impact on the CF. These
co.^'.ente therefore, relate to several of the subjects covered by
the Report.

Reb^nsibilities of the CF Security Investigation Service

2. The vonmissioners have recoiuuenaed that "the Armed
Forces Security Investigation Service should be responsible for
the investigation only of uniformed personnel or potential
recruits to the Forces” (paragraph 3©5(i) of the Report).

3. The Department’s views on this subject, particularly
with respect to the retention of the Special Investigation Unit
(SIU) for field investigations, were expressed to the Commis­
sioner© in Reference D.

4. The background for the Commiesloners’ recommendation
is contained in paragraphs 293» 294 and 295 of the Report. If
adopted, the recommendation would mean that civilian members of
the Administrative Branch and civilians employed by the Forces
would be investigated by the RGI.F and in addition, that a
separate security staff would probably be required in the Admin­
istrative Branch to administer an independent security clearance
program.
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5* *e agree with the Coiomissloners that the CF should
continue to have its own investigation unit to conduct field
investigations. We also a^ree in principle with the Coi^.ls-
sioners that civilians, in general, should be investigated by
the Security Service, particularly if that service were a
separate non-police organisation as recommended in the deport.

6. Although the Corias ion er s’ recommojidatiun is attrac­
tive to CF1IQ especially at a time when the establishment of
the SIU is 20 positions less than it was in 1966, without any
reduction in workload, it is thought that ths SIU should con­
tinue to be responsible for the investigation of civilian
—orcbers of ths Administrative Brandi and particularly aivi i lane
employed by the Canadian Forces for the following reasuus:

a. By CD 35 the Armed Forces have been given the
right "to conduct all field checks borough their
own resources of personnel employed with or on
behalf of the Department of National defence”.

b. Since military and civilian persoxu.ei of the
Department are intermixed at all levels, it would
seem sensible to have them cleared according to
common security criteria which, in practice, are
higher than the minima laid down by CD 35.

c. The present procedures have been working satis­
factorily and without criticism within the
Department.

d. The Government did not accept the recoiunendation
of tho Commissioners for a separate civilian non­
police security service, which dilutes the argu­
ment for the investigation of all civilians by
the Security Service.

7« It is recommended, therefore, that the Armed Forces
Security Investigation Service continue to be responsible for
the investigation of uniformed personnel or potential recruits
to the Forces, and for civilian members of the Administrative
Branch of the Department and civilians employed by the GF.

standard® of Investigation

8. The Commissioners have recommended that the standards
of investigation of the Armed Forces security investigation
service "should be consistent with those which the Security
Service applies to civilians". (Paragraph 365(1) of the
Report).
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9. The background for this reconraendation is contained
in paragraph 296 and Chapter IV of the Report.

10. We agree with this recommendation and believe, at the
present time, that the CF’a standards of investigation are
consistent with those which the RCKP applies to civilians.
Prior to integration each service had somewhat different stan­
dards of investigation which were carried out by different
agencies. Since the unification of the CF’s sacirity services, *
coivaon standards of investigation have been established and
maintained. These standards are basod on tho criteria sot out
in CD 35* In addition, by having its own security investiga­
tion unit, under tho direction of one agency, that is DS .'CUR,
the CF can obtain complete narrative reports, supplemented by
RG..P information, on which to make judgements and to resolve
doubts. Furthermore, standards of investigation are watched
and, if necessary, corrocted.

11. It is recommended therefore, that we agree with the
recoivuendat ion of the Commissioners that the standards of
investigation of the Armed Forces investigation service should
be consistent with those which the Security Service, ie, the
ROMP, applies to civilians.

Separatists

12. The Commissioners have recoimaendod that "persons cur­
rently engaged in separatist activities should not be permit­
ted to join the Armed Forces, and should be released if they
are found to be members of the Armed Forces". (Paragraph
36$(j) of the Report.

13. The background for this recommendation may ba found
in paragraph 297 of the Report. The recommendation was
influenced by the Department^ views which were passed to the
Coiumissioners by reference D.

14« The Commissioners, however, have made a distinction
between tho civilian and uniformed members of the Department
which is expressed in their reconmondation and also in para­
graph 297 where it is stated that tho same standards, with
respect to Separatist activities, should be applied to civil­
ian members of tho Department as are suggested in Chapter IV
for other government employees. In paragraphs 123 and 124 of
Chapter IV this aspect is discussed and the conclusions reached
are that the federal government should not employ (especially
in sensitive areas) persons who appear to be actively committed
to an extrei e separatist position and that a decision to employ
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such persons should be talon only oxi the basis of a knowledge
of their records.

15- The Comissicners have also recommended in paragraph
360(f)(ii) that "security policy concex-ning separatism should
be tie de clear" and reflected in CD 35 to prevent "infiltration
by persons who are clearly committed to the dissolution of
Canada, or who are involved with elements of the separatist
ntovemont in ’.hich seditious activity or foreign involvement
.re factor©".

lb. it is suggested that the recommendations of the Com­
missioners Inc)-, precision in wording, for example, it is not
clear in paragraph 360(f)(ii) what is tc be construed as
"clearly committed" to the dissolution of Canada. Cirilr.rly,
the phrase "persons currently engaged in separatist activities"
in paragraph 365(J) is not othordse defined. The extent that
rjaabers of the public service or of the CP can participate in
political activities is expressed in appropriate regulations.
Insofar as the members of the CF .'ire concerned, the policy is
currently as stated in <"R£sO, Art 19.44. Membership in a
political party, political movement, or separatist party or
movement in Canada ought not necessarily to constitute adequate
grounds on which to refuse enrolment or retention in «-ither the
Public Service or the CF. What must remain objectionable, how­
ever, is participation In political activities beyond the scope
authorized in the Public Service ox’ CF regulations, and partic­
ipation in any organizations, movements, or groups which
publicly or privately advocate or practice the u&e of force to
alt er the form of government in Canada. J embership in Le Parti
wuebecoia as currently organized, for example, should not "be
objectionable as the party intends to achieve its aim through
the regular processes of parliaiientaxy democracy. Conversely,
membership oi' active participation in militant separatist organ­
izations and groups engaged in seditious or terrorist activity
should be groundt on which to refuse employment or retention in
the public service or enrolment or retention in the CF. It is
recommended, therefore, that the government security policy on
separatism be along the linos as outlined above.

Organization for Security

17« The Coi r-issioners have re commended the establishment
in the Privy Council office of a formalized Security Secretar­
iat with adequate status, resources and staff to formulate
security policy and procedures, and more Importantly, with
effective authority to supervise the implementation of govern­
ment security policies and regulations and to ensure their
consistent application. (Paragraph 358 of the Report).
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18. The discussion of the Commissioners relating to thia
recommendation may be found in paragraphs 53 to >8 and para­
graphs 299 to 302 of the Report.

19. The Department has for a long time recognized the
need far a strong and active coordinating and evaluating
agency, preferably in the Privy Council Office, and so rucuiu-
mT.ded in reference D. A strong formalised agency, such as
the proposed ?ac rity Secretariat, should result in higher
security standards in those departments to /hich DND entrusts
classified ir.for:nation.

20. The establishment of a formalized Recirity Secretar­
iat, as recoranended in the Report, would also allow DliD’s
Security and Information Release Coinlttee (CIRC) to become
what it was meant to be, tht is, a purely departmental com­
mittee. Tlie proposed Security Secretariat would be respon­
sible for the formulation and coordination of national dis­
closure policy on ratters such as the release of classified
information and release of unclassified information to com­
munist countries (paragraphs 296 to 302 of the Report refer).
CIRC, together with similar departmental agencies, would then
be responsible for advice to the fee urity I Ccrctarlat.

21. It is recoj mended in the interest of overall security,
that DND support this recommendation of the Commissioners.

Industrial Secux-ity

22. The government did net accept the proposal that the
industrial security function be transferred from the Department
of Supply and Services (DOSS) to the Department of Rational
Defence, (Reference B). The Commissioners also recommended
however, certain steps which should be taken to strengthen the
industrial security function whether ar not it rer.^inod under
DOSS. (Paragraph 566(a) to (h) of the Report refers).

A0052705_5-004680

2). The Department gave its views to the Cocmiissioners
with respect to industrial security, in Reference D. Ke
believe, if all the recommendations of the Commissioners for
improving industrial security, including the establishment of a
formalized and strong Security Secretariat, were approved by
the government, that any misgivings of DND regarding industrial
security would be allayed. In addition, cf course, those
industries engaged in classified contracts on behalf of the US
Department of Defence would continue to be subject to periodic
inspection by representatives of the US National Disclosure
Policy Committee. DCIS representatives accompany this Commit­
tee on their Canadian inspections and also, by agreement with
the security staff of the Department of Supply and Services,
may carry out Joint inspections with DOSS inspectors of plant
security arrangements when the need arises.

FOR CANADIAN EYES ONLY
SECRET

AGC-3530



FOR CANADIAN EYES ONLY
sr;cRiT,

- 6 -

24* It is recommended, therefore, that the proposals of
the Commissioners for improving industrial security, which are
sot out in paragraph 366 of the Report, be accepted by the
government.

iorsoauel Securely
25. The recocnendatiuns of the Cotciissioners on the secur­
ity screening program are contained in paragraph J60 of the
..sport, Sous of the^e arc of interest to the CF because we
conduct our o’./n security clearance program and, therefore, are
of particular interest where the Cocauissioners have recommended
changes which wo fid affect current clearance procedures. It is
significant ti-at the Coiuuiasioners ’’consider personnel security
and personnel screening of central importance to an effective
security system”. We agree fully with this view.

26. The background for the Comiss loners’ recommendations
is set out in paragraphs 89 to 128. Theso considerations are
related in part, to the criteria of CD 35.

27- The following coxaments relate to each of the specific
recommendations contained in paragraph 360:

a. 160(a). This recommendation would change the
current procedure by requiring pro-enrolment
screening for all applicants. At present, pre­
enrolment screening applies in the CF only to
officer candidates, persons bom in other than
Canada, Britain. Eire, Australia, Hew Zealand
and the 'JSA, and persons with previous CF
aorvice. In our opinion this recommendation,
which would further tighten up personnel secur­
ity proceduros, should be adopted during normal
peacetime conditions. It should be understood,
aowever, that if thia proposal were accepted,
delays of up to throe weens would be added to
the enrolment process.

b. 360(b). Thio recommendation, for appropriate
security screening before access to classified
information, is current j.w and CF policy, as
contained in DMD Instruction 4*2 of 5 Mar 68
and CFP 128(1). It is recommended that this
proposal bo supported.

c. 3Cd(c)(i). The main difference between this
recommendation and current CF procedure is
that the recoimendation calls for written
inquiries to referees or previous employers
where these have not been riade as part of the

FOR CANADIAN EYES ONLY
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personnel selection process. This ciiange
would not have much impact on the CF because
most recruits have had little, if any, previous
employment. The recommendation should be sup­
ported.

since the CF will continue to be responsible
for the investigation of their oersonnel the
wox'da ”or the Canadian Armed Forces special
Investigation Unit" should be added after
"security Service" in paragraph >60(c)(i) on
page 229.

d. 36u(cKii). This recommenuatlon, covering the
prerequisites for access to Tur oaGiuil’ inx'ornia-
tion. is current Slid and CF policy as coiita^ned
in Sad Instruction 4.2 of 5 Mar 6o ana CF? 126
(1), respectively. The recommendation should
be supported.

e. 360(cKiii). This recommendation, concerning
updating Ox SECRET and TUP SECRET clearance, is
current DiJJ policy as contained in SEE instruc­
tion 4.2 of 5 Mar 6C, and should be supported.

f. 360(d). This recommendation would require the
Security Service to provide information on
individual cases as fully as possible. Within
CFHQ tiiis is the practice and is possible be­
cause we are responsible for the investigation
of and reporting on our own personnel, however,
where we refer a case to the HGliP, it would be
helpful, although not essential, to receive
comments on the validity, relevance and impox*t-
ance of the information and a formal recommenda­
tion from them as to whether a clearance should
be granted. This recommendation should be
supported.

g

A0052705 7-004682

360(e). The first pax*t of this recommendation
would require a department to ixxform the secur­
ity Service when a security clearance is granted
contrary to the recommendation of the latter,
woo in turn, would notify the Security Secre­
tariat. Except in a few cases, this proposal
would not be applicable to the GF. The secund
proposal that the Security uwcx-etariat should
review departmental security decisions to ensure
consistency Luis bean discussed above under
organisation For Security and is agreed. At
present, bSECUR consults with the Secretary of
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the Security Panel on difficult cases and would
continue to do so with the proposed Security
Secretariat. It is rccotiriendea that these pro­
posals be supported.

h. 360(f)(1). The Commissioners have commented
that "homosexuality should not always be a bar
to employment in the public service, but should
normally preclude clearance to the hither levels
of classification and certainly preclude posting
to sensitive positions overseas". Under CD 3$ a
person who is unreliable for reasons of illicit
soxual behaviour "may not be permitted to have
access to classified information, unless after
careful consideration of the circumstances,
including the value of their services, it is
Judged that the risk involved appears Justified".
The Commissioners, therefore, have been more
explicit and have in this sense strengthened
CD 35 with respect to homosexuality.

The CF policy, ho .ever, as stated in CFAO 19-20
goes further axkL does not allow retention of
sexual deviates, where it has been established
with reasonable certainty that a .member is a
sexual deviate. In our view any change in this
policy would have serious adverse affects on
security, morale, discipline and efficiency.
(Our views on this were giver, in memorandum to
CP; copy to DM: V 2100-1 (CDS) of 6 Feb 69).
It is our opinion, for the same reasons, that a
similar policy to that contained in CFAO 19-20
should also apply to civilians employed by the
GF. For example, it is considered that a pro­
fessor at a Military College who is a homo­
sexual should not be retained. The presence of
such persons in a military environment could
have serious adverse effects, irrespective of
any requirement for access to classified infor­
mation. We do not agree entirely, therefore,
with the vlows of the Gorxnissioners and recom­
mend that DND be given the authority to bar
employment to individuals who are known or
admitted ho.-nosexuals and to release civilians,
as well as GF personnel, who are Judged with
reasonable certainty to be homosexuals.

A0052705_8-004683

1. 360(f) (il). Our co.-ments concerning security
policy in regard to separatist activities have
been given above. We agree with this recom­
mendation and recommend that it be supported.

FOR CANADIAN EYES ONLY
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j. 360(f) (iil). This recommendation calls for
Uafinite rules to be established concerning the
clearance of aliens or former aliens. Tais xias
already bean recognized by the department and a
distinction is ua.de in bkd Instruction 4.2
between natural-born Canadian citizens, non-
dauaoian citizens and Canadian citizens other
than natural-born. The latter two can only be
granted a JdvdiiT or TOP clearance on the
basis of a background investigation providing a
minimum of ten years coverage, -m aualtioix,
applicants to the GF must now be Canadian
citizens. We a^ree, therefore, with this recou-
ueiidatiox* and reCOhuaena that it be suppoi-ted.

k. 36Q<f )(iv). The taking of fingerprints from all
persons requiring a security clearance is munua-
toi'n in uidJ. The racoumeuoation that thia should
apply to industrial workers should be supported.

1. 360(g). The Commissioners state that universities
should not be immune from the same kind of
inquiries as any other institutions or previous
employers, and that the investigators should be
mature, experienced and sophisticated. CF in­
vestigators make inquiries at universities from
time to time in the course of their security
clearance duties. Ho difficulties or criticism
have been experienced to date. We UtP’oe with
the views of the Commissioners.

m. 360(h). That full criminal records should remain
available for purposes of security clearax.ee makes
sense and is practicable. It is recommended that
this proposal be accepted by the government.

departmental oocurity 

2b. The recommenuationa of the Commissioners which apply
to all departments and agencies ai'o given in paragraph J651 a)
to (d) inclusive. Comments on each of theso recommendations
follow.

a. 363(a) (i). This proposal, to create an effect­
ive security organization in each department,
doos not apply, in our view, to oHU. The re­
commendation should, however, be supported to
improve the standards in some other departments.

FOR CANADIAN EYES ONL.
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CS) 365(a) (ii). This recommendation proposes
that each department should prepare secur­
ity orders. DND has prepared departmental
security regulations, eg, END 4.2 and CFHQ
has also issued more detailed security
orders, eg, CFP 1245(1), all based on the
minii.a security criteria laid down in
cabinet directives. We would continue to
follow this practice based on regula­
tions issued by the proposed Security Sec­
retariat. The recomrmndation should be
supported.

(3) 365(a) (Hi). It in proposed by the Comia-
sioners that training for depurti .ental
security staff and for ether selected senior
officers should be provided by the Security
Service. The CF have the capability to
train their security staffs at the Canadian
Forces School of Intelligence and Security.
In addition, selected personnel are sent on
security courses conducted by our allies and
by civilian police forces, including the
RCTIP. RCMP personnel have over the years
attended sone of the GF’s security courses.
Therefore, this recommendation should not be
applicable to the CF, except that we would
like to be given the opportunity to send
personnel on certain courses which night be
provided by the Security Service and we
would continue to reciprocate. It has also
been proposed by the Commissioners that
security education should be provided within
departments on a continuing basis. This has
beer, and will continue to be the practice of
the CF. The recommendation should be sup­
ported in the interest of overall security.

(4) 365(a)(4). Arrangements for expert security
advice already exist between the CF and ths
RCFP. The suggestion that officers from the
Security Service be seconded to departments
should not, in our view, be necessary with
respect to the CF. The proposal should be
supported, however, in the interest of over­
all security.

b. 365(b). In this recommendation it is suggested
that the inspection and audit of departmental
security measures should be carried out by a

A0052705_10-004685
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protective security branch of th* Security
Service. It is recommended that the CF be
excluded from this proposal because we have our
own inspection and audit machinery. With this
proviso, it is x-eccmmcnded that the proposal be
supported.

c. 365(c). This recoujuex.dation flows from the above
proposals to strengthen departmental security “and
specifically recommends that departments should
create acequate and effective security staffs and
structures, within a specified period, and then
begin to comply with new govex’nment security re­
gulations. The CF Lave effective security staffs
in Leuig and therefore, thia proposal is not
applicable. It is rccotixndcd, in the interest
of overall security that the proposal be adopted
Ly the. government.

u. 365(d). This recommexidation is an extension of
Lli© previous one to attain compliance with secur­
ity regulations and to reach reasonable standards.
Lines DLL lias consistently maintained higher
standards of security than those laid down by the
aovci'iu..snt, there should be no problem in adopting
tiiis proposal.

Security of InjCortapt^n

29. The recoumuxxdat ions contained in paragraph 367(a) to
(f) of the Report, with respect to steps for improving secur­
ity of information, are of interest to the CF and all are con­
sidered sensible and practicable except the one in paragraph
367(a) dealing with tfie classification RESTRICTED. Ve are of
tlie opinion that the classification RESTRICTED serves a most
useful purpose since the originators of such documents, who
are in possession of all relevant facts, are signifying their
Judgements as to the importance of this type of information.
Within the CF this classification is used, for example, on
training manuals and pamphlets, oxi a wide distribution, des­
cribing military doctrine which should not be readily avail­
able to inimical interests. It is our view that were the
RmoTHICTED security classification to be abandoned, a larger
proportion of documents would be assigned the classification
GOHfIDEuTIAL, and that there would be an increase in admin­
istrative and physical security costs to the Department. It
is recommended, therefore, that the security classification
RESTRICTED bo retained.

FOR CANADIAN EYES ONLY
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Physical, Technical and Coi•■munication
Security, Sources and Technigies

30. The recommendations with respect to these subjects are
set out in paragraph 363(a) to (e). Roconnendations (a), (b)
and (c) are of interest to the GF and our corir^nts on each of
then follow.

AGC-3530

a. 363(a). The general procedures outlined in this
reccr.j rdat.-icn for bettor physical security of
buildings containing classified Information are
not being folloived to the letter by the CP. It
is recommended that this proposal be adopted by
the goverra '.ent.

b. 368(b). This recommendation proposes that "all
technical security agencies snould be comb in ed ™
rd form a section of the protective security

branch of the Security Service". The* CF have a
technical security tear;, under the control of
the Director of Security, which has developed
considerable expertise and locks after the
interests of D’T) in this field. On request,
through the Minister, the services of this team
:ay be provided to other departments. To trans­
fer this capability from the Department to the
Security Service would hi ve certain disadvantages.
ie, the Department would cease to have control ana
it would be impossible to organize a program of
military priorities within the Department or to
respond to urgent demands, which are frequent; the
technical support to CF establishments outside
Canada might not be available when required; the
expertise which has been developed and which is
considered to be as high as, if not. higher than,
any other similar agency in Canada, would be lost.
It is recoimended, therefore, that this proposal
not be accepted in so far as DND is concerned.

c

this proposal be accepted

Chief Staff
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J.V. Allard
General

of the Defence

Colonel/2-8 5 5 6/hrc

is recommended that
the government.

368(c). It is agreed that the telephones of the
mini'ster and officials in the most sensitive posi­
tions should be made secure as soon as possible.It * - - -
by

C.B. MacFarlane


