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TO HIS EXCELLENCY

THE GOVERNOR GENERAL IN COUNCIL

MAY IT PLEASE YOUR EXCELLENCY

We, the Commissioners eppointed as a Royal Commission in
accordance with the terms of Order in Council P.C., 1966-2148
of 16th November 1966 to inguire into and report upon the
operation of Canadian security methods and procedures,

BEG TO SUBMIT TO YOUR EXCELLENCY THE ACCOMPANYING REPORT.
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Iv., SECURI‘I‘Z/AI‘ID THE INDIVIDUAL

General Considerations

89. The problem posed by the impact of security procedures on individual
menbers of society is of course one of the central issues of our inquiry, In
the general area of individual freedoms, concern has been expressed in recent
years over invasions by the state, as well as by private individuals and
organizations, of what has come to be called the "right of privacy". The
range of apparent problems is broad, and includes such matters as the use of
telephone interception, electronic intrusion devices, long range cameras and
other sophisticated equipment by police and governmental agencies in the course
of detection and investigation of criminal offences and security matters; the
collection and recording of information about individuals and organizations
for the purpose of security "screening"; the use of such devices as the poly-
graph and the breathalyzer by the police; the use of closed circuit television
and eavesdropping devices to supervise employees or to assist with the entrap-
ment of consumers; the use of psychological tests and questionnaires by pro-
spective employers, and in schools without parental knowledge or consent; the

a7
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accumilation and storage of personal data in computers by the state.

0. Two aspects of this general area of concern seem to us to fall within
our terms of reference. The first of these is the use of certain investigative
techniques for the purposes of counter-espionage or counter-subversion opera-
tions and for the acquisition of intelligence; this we consider in some detail
in Chapter X. The second is the investigation of personnel for security

.ﬂ"“;’ W& ﬁu <X ui/ ( é—r: Cra;"

screening and clearance purposes)‘

91, We must first state that we consider personnel security and personnel
screening of central importance to an effective security system. Some depend-
ence may be placed upon physical security measures and upon the enforcement of
regulations, but ultimately the reliability and discretion of individuals is
the base upon which all true security must rest. This is especially true now
that advances in technology—the advent of rapid copying equipment and sophis-
ticated electronic devices, for example—have made it almost impossible to
devise effective physical protection against a determined individual with
modern equipment. We think that all persons, without exception, should be

sub jected to the security screening process before being allowed access to
classified material. Those to be screened should include, as required,
employees of Canadian Government departments or agencies, members of the armed
forces and the RCMP, ministerial appointees, members and staffs of task forces,
consultants, university faculty members working on classified research contracts
or handling classified material, persons employed in industry concerned with
classified contracts, and so on. The necessary procedures consist essentially
of two parts: first, the acquisition of data about the past history of an
individual; and secondly, an attempt to forecast the individual's future per-

formance or reliability on the basis of this data.

SECRET
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92. We have little sympathy with the more extreme suggestions that inquiries
about persons should not be undertaken because of the individual's "right of
privacy", nor with the view that the process of personal investigation by the
state is alien to normal and democratic practice, nor with the general premises
that any individual has a right to employment within the public service or a
right of access to classified information. We think that all employers—even
governments—have a right to be selective in hiring employees as long as
selections are made upon a sound and equitable basis. What is more, investiga-
tion of applicants for employment is a normal practice, as is investigation for
credit or insurance purposes. References are required or referees are consulted.
Many firms make credit bureaux checks of prospective employees, and we under-
stand that some have relationships with local police departments which enable
them to acquire at least negative data. Many firms "bond" employees, and this
involves investigation. Some make use of psychological tests and interviews

in an attempt to assess aptitude. The general process of data acquisition as

a basis for forecasting the future performance or reliability of a prospective
employee is widespread, well-understood and generally accepted. The state's
procedures only differ in comprehensiveness and formality from those generally

employed in one form or another by responsible employers in the private sector.

93. Neither does an individual have a right to confidence; on the contrary,
access to classified information is a privilege which the state has a right and
a duty to restrict. We believe that the real rights of individuals are of a
rather different order. We feel, for example, that persons should be told that
they are to be subjected to inquiries for security clearance, and have a right
to expect that any inguiries made about them should be made by competent and

trained investigators, and that any decisions made about them should be made

SEECRET
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carefully, in a consistent and equitable framework, and on the basis of pro-
cedures that are not incompatible with the concepts of natural justice and

with national style and tradition.

9k, On the other hand, in order not to imperil sources of information
adverse decisions must sometimes be taken about individuals without revealing
to the person concerned full details of the reasons or the supporting evidence.
It is sometimes necessary to refuse to employ an individual, or to transfer
him or even to discharge him, because after the fullest investigation doubts
about his reliability remain even though nothing may have been proved by
legally acceptable standards. Such doubts must be resolved in favour of the
state rather than in favour of the individual, or at least some greater weight
must be attached to the interests of the state than would be appropriate in
legal proceedings. People employed in sensitive environments may in certain
circumstances be subject to unusual regulations concerned perhaps with search

of their persons or restrictions on travel.

95. In our view, there are no simple or legalistic solutions to problems
of these kinds, but only ad hoc checks and balances, Experience in the United
States (where almost complete reliance is placed upon due legal process and

the full force of the law can be invoked to rule upon almost any administrative
decision) would suggest that there are no sensible or practical organizational
or other arrangements which can provide absolute protection to all individuals

against apparent occasional restriction of their rights.

96. Further, Jjust as normal legal processes occasionally lead to in-
justices, so will security procedures. Usually persons do not suffer in legal

proceedings because of arbitrary judgment; if they suffer, they do so only

SEGCRET
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because of the nature of the system and the content of the law itself, Sim-
ilarly in security procedures extreme care must be taken to ensure that if the
interests of an individual are prejudiced they are prejudiced only because of
an overriding requirement and not because of lack of care. Whatever arrange-
ments may be made in an attempt to protect the rights of the individual,
ultimately his most important right—to fair, equitable and careful treatment—
will depend upon the existence of policies and procedures scrupulously formu-
lated in accordance with national style and traditions, and consistently

executed and enforced by competent and trained personnel of great integrity.

97. Before proceeding to a detailed examination of screening procedures,
we should note that the remainder of this chapter is largely concerned with
civilian government employees. In many instances, however, the comments and
suggestions we make are also applicable to members of the armed forces and to
persons employed in classified work in industry; we do however devote later
chapters to special problems in these areas. ©Somewhat similar procedures are
applied to most applicants for immigration or citizenship, and many of the
general remarks in this chapter apply here also, although again we devote a

later chapter to a detailed consideration of these matters.

Acquisition of Data

98. There are five methods by which data that is relevant to an individ-
ual's relisbility can be acquired: checking of available records; written
inquiries; personal inguiries; physiological or psychological tests; and

personal interviews.

. 9. Records Checks. Wmm@l investi-
gative procedw7wm—mm—ﬂmw
‘ SECRET 009160
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mwss_to_classi—ﬂied—iﬁﬂorm&tiﬁﬂ—ﬂmdﬁavlilable government records
{M_'.‘A & Mww»«f /'L:\/;-(wq_,.ﬁ/
Encludg RCMP subversive files, RCMP criminal records, d;e;:tmaata—}md
forceﬁfiles (where previous service is claimed) and immigration and citizen-

ship files (where appropriate). E

access to information from common

i/s__ma 9 Mﬁﬁg
“——t e
100. Written Inguiries. Written inquiries seek information about an

individual's reliability, character, associations, experience and education
from former employers and supervisors, from schools and universities, and from

referees.,

101. Personal Inguiries. Personal inguiries (so-called "field investiga-

tions") fall into two parts, First, an effort is made by means of personal
interviews with former employers, associates, school or college teachers or
supervisors, neighbours or appropriate local agencies to check and confirm
the details of his past life that an individual has listed on a comprehensive
personal history form. Secondly, use is made of these interviews to elicit
information concerning character, habits, morals, reputation or associations,
as well as "leads" for further interviews. If adverse information is elicited,
further investigation is concentrated on this particular area in an effort to
confirm, deny or expand it. Clearly this is a highly subjective and in some
ways objectionable process, but in spite of considerable effort no substitute
for it has yet been devised, It seems to us however of special importance

that the inquiries should be made and any resulting reports prepared by mature,

SECRET
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experienced, sophisticated and trained officers, working under strict super-
vision, and that only significant information should be recorded, We were
impressedEn Britain, Australia and especially the United Statreg by the care
with which personnel investigators are selected, trained and supervised and

b Q«M L.’,M/ Yoo
their reports considered, checked, balanced and revise}( We cannot emphasize
too strongly that, if an individual's rights are to be protected, and coopera=
tion obtained from such important sources of information as universities,

personnel investigations of this kind must be regarded as duties requiring

persons of high calibre and considerable skill and experience.

102, Tests. It would be an ideal situation if it were possible to process
an individual through a series of more or less mechanistic tests, and arrive at
an objective judgment of the subject's future loyalty, reliability and character.

Unfortunately, we are informed that this is not possible, nor likely to be

£ ot i Benitits, & sy Ttcttging Cn A e p il o
: ; PNCe A
| froo o
SR,
—aLa\Lc/ e

efnly the usefulness of polygraph < A.:.)

200 CEXaMLNE O arc—g er-D

possible in the foreseeable future.
agencies in the United States, and with skilled operation it seems
equipment can assist with equitable judgment by bringi 0 light so-called /\
"areas of concern' and resolving doubts; ce
tests in special circumstances on oluntary basis should receive further o, 4\\%
examination. In addition, e are informed that there is at least a possibility
that tendencies towards homosexuality can be determined by physiological tests,
and a reseg project on this subject is being conducted in Canada; we feel
upport for this project should continue, both for its own sake and as a

Canadian contribution to the development and improvement of the investigative

103, Personal Interview. Opinion is divided on the relevance and propriety

of personal contact between an investigator and an individual under investigation.

rmation
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Fn Britaein, fe
field investigation ("positive vetting") is considered as a c

ative process

in which interviews are used to discuss and re points which may arise in

the course of investigation. United States agencies regard interviews
with security off s as mandatory, but others (including the Civil Service

and the Federal Bureau of Investigation) regard them as quite in-

éppraprtabe% Our own view is that each case must be considered on its merits. '

If areas of concern appear in the course of investigation, there seems no
reason why attempts should not be made to resolve them by interview, unless
they appear to be of such significance as to make it apparent that clearance
is almost certainly impossible or the situation is such that a confrontation

appears unlikely to be rewarding.

104, Clearly, many combinations of these five techniques are possible,
and in fact actual procedures vary quite widely. In Canada, present arrange-
ments appear to be somewhat inconsistent. In the first place, it is clear that
many persons are recruited for classified employment before checks are completed,
and may even be given access to classified material before the results of any
checks are available., This procedure is said to be due to the exigencies of
recruiting, but is nevertheless inexcusable. Secondly, records checks are
conducted with some informality and inconsistency. Fingerprints are not
required from all applicants for classified employment, nor from any industrial
workers on classified contracts, and in the absence of fingerprints fully
adequate criminal records checks are impossible, Inquiries of referees are

very limited, even in the context of personnel selection. It is unusual for

previous employers to be consulted in the sbsence of a field investigation. i

Further the requirement for a field investigation differs in different parts of ¢
| SECRET {
ni
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the government. Some departments require such an investigation for a so-called

"Secret" clearance, and some require it only for "Top Secret" clearance. Sub-

Jects are interviewed by the security officers in some departments and not in
Ancorcacst

others. Finally, there is a considerable |[inflexibility 17procedures; this

results in the situation that a department which does not state a requirement

for a field investigation for a "Secret" clearance may be presented with adverse

information from the records.ErHﬂrh—there—has‘bE'éne—a%empt—to—resoive—by—
even the most limited—inquiries.|

105, There is a further area in which Canadian procedures seem to us some-
what inflexible, and this is in the relationship between security investigation
and screening procedures on the one hand, and the personnel selection process
on the other. The{e%ﬂei& 1 [policy on this subject {aa—e%a’be&'t!rﬁafbinet

ek
Dieeet-i-vo—ﬂor—%i is/as-follews:
o QA person to be appointed to a permanent position in the

public service will not normally be made the subject of
security screening for this reason alone. But whenever

a person to be appointed to such a position is, in the
opinion of the deputy minister or head of agency con-
cerned, likely to be required eventually to have access
to classified information, that person shall before
be:l.ng given a perma.nent a.ppomtmn‘b be made the subject

In fact, as far as we can determine, only the most limited investigation of
prospective members of the public service is conducted by the Public Service

Commission in the zbsence of a requirement for security screening. Sometimes

qualifications are confirmed; occasionally referees are consulted. Personnel

selection decisions are made largely on the basis of a personal interview.
—Ela.

?v‘ﬂ*/f‘(/u
What is more, and in spite of the[ it aépears unusual for any security

screening to take place in anticipation of a possible future requirement for
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access to classified information, except in the armed forcegpad a ol T ‘é"/“'/*d%
106. In the United States Govermment a very different practice is followed.
Investigations are conducted by the Civil Service Commission as part of the

normal procedures for obtaining sufficient data to assess the suitability of

candidates. The Bureau of Personnel Investigations of the Commission is

responsible for the whole process of obtaining or confirming all the facts, "

associations provided by the Security Service., The rationale is that the

both favourable and unfavourable, that bear on an individual's suitability for

department (at Jle ti indivi
employment. It carries out this responsibility by means of records checks or P nt (e ast theoretically) knows the individual and can evaluste the

characte Formati hile the S ity S i i i
field inguiries, and it evaluates the significance of the information it i _y O R

3 e Pl 3 .
develops in consultation with employing depertments. ALl spplicants for the and cad evaluate the significance of allegedly subversive associations or

United States public service, whether or not they are to be employed in sensi- 1 sigfvities. RptnyStdie dhikaeter Thiuiries: prodece, Aot arwehec po ALLAR

tive positions,are subjected at least to records checks. The cbject of this ! to subversive activities, this is passed to the Security Service for further

programme is to give effect to the government's responsibility for maintaining q“:lirg

the quality of the public service at a high level and for implementing a 108. [:E ]I PA can see many advantages in the institution of a

meaningful -merit system in which all factors bearing on suitability are con- formalized effort to acquire, in the context of personnel selection, elementary
P

sidered. EWMW s i data sbout every applicant for employment in the public service, whether or

departments and agencies are resp e for ‘their own security sereening not he or she is to be employed on classified duties., Adverse reports would

processes either uni ally or by errangement with the Federal Bureau of of course not necessarily be reasons for rejection, but the process of inquiry

Investigat Secondly, alleged subversive associations and activities are should help to avoid the unfairness inherent in a situation in which a

f‘/o ed up by the Federal Bureau of Investigation and not by the Civil Service i candidate is able to conceal relevant but adverse information merely because

£ conntassonrsresetrgaeors:
- e o b the government makes little effort to check details of background and record.
)—N i Tssimilar, SEiic In addition, even if an individual were being initially considered for a non-

servants are nermally subjected t When a security clearance is sensitive appointment, some data would be available to indicate whether or not

—saTled "Normal Vetting" in Britain is a covert operation con- problems relating to clearance were likely to arise at a later stage when

records, as a result of whic >

access to classified material might be vital for promotion or transfer. In
¥ the Security

the absence of such procedures, increasing mobility within the public service
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seems likely to lead to growing numbers of problem cases. Further, inquiries written inquiries to referees or previous employers have
concerning individuals may become somewhat more acceptable if conducted in the f not been made as part of a personnel selection process,

context of personnel selection rather than security investigation., § this should be done., If these steps produce no adverse

general requirement for basic recor information, access may be granted to Secret or Confidential

e to-the Seeurity information after a formal and recorded departmental judgment

that this access is necessary and desirable. If however any

1  aTd b-&.u"‘;d/‘]‘fk(zlﬁ\ + G/é—d—umcjo_} v

109. We have examined the present procedures |\outlined in Cabinet Directive 1

significant adverse information is developed, further inves-

: tigation (including field inquiries) should be undertaken by

No. 35 ,7&.:1(1 have reached the conclusion that they could with advantage be
FTz the Security Service to confirm or resolve doubts, After
amended on the following lines. These suggestions extend records checks to
inquiry, the case should be referred by the Security Service

all members of the public service, and add certain elements of formality to
(with a recommendation—a point to which we shall return) to
the procedures for granting access to classified material.
the department for decision.

(a) Persons to be employed in the public service. Before a person

(c) Persons to have access to Top Secret information. Before a

is employed in the public service his name should be checked

person is given access to Top Secret information he must be
against the subversive records and he should be the subject

the subject of a similar comprehensive records check and a
of a fingerprint check against criminal records. Adverse

full field investigation covering a period of at least the
information need not result in rejection, but the information

previous ten years of his life or the period from age
should at least be made available to the employing department,

eighteen, whichever is shorter, and a formal and recorded
which can request further inguiries if these appear to be

departmental Jjudgment must be made that this access is
necessary. ™

i necessary and desirable.{

(b) Persons to have access to Secret (and Confidential) information. : & requirements of special clearances

Before a person is given access to Secret or Confidential

information he should be the subject of comprehensive records
(d) Clearances to Secret and Top Secret levels should be formally
checks (including subversive records, criminal records, all
# up-dated at regular intervals, Secret clearances by means of |
relevant federal departmental records, credit bureaux records |
§ records checks and consultation with departmental supervisors,
and foreign records where necessary and possible). Where
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and Top Secret clearances by means of further field investi-
gé.tions. Security clearances should not be thought of as in
any sense permanent, and in between these up-datings super-
visors of personnel handling classified matters and depart-
mental security officers should concern themselves balig
necessary in consultation with the Security Secretariat and
the Security Service, with cases in which possible doubts

have come to notice.

110. We have already referred to one specific inconsistency in present
regulations—that fingerprints are not required from industrial workers for
whom clearance is needed. In our opinion there is no reason for any distinc-
tion between industrial workers and public servants in this respect. We regard
fingerprints simply as a means of identification, comparable perhaps to photo-
graphs., We can see no validity in objections to the taking of fingerprints
and the retention of fingerprints on file. In addition, we understand that
plans are being made to "vacate" and seal original criminal records after
relatively short periods and that these sealed records will only be available
for specific reasons. We consider it of great importance that the full records
should be available for security screening purposes, although we would agree
that only the recent "unvacated" records should be used in the case of appli-
cants for employment in which access to classified information is neither

necessary nor likely to be necessary in the future.

Reporting of Data

111, Once data about an individual has been acquired, it must be reported

to the decision-making authority, which is the employing department. The
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present practice is for the RCMP to summarize the results of its record checks

and investigations in the form of somewhat stereotyped letters or "oriefs" with
little or no explanation of the significance to be attached to any given item 1
of information, and very often with data summarized to such an extent as to be

difficult to assess. [Wxsmlemesorfor—th-is—pmess

that the ROMP is unwilling to reveal the full details of inf

so revealed has been most unwisely used by departments. In addition, the process

?Lm ST "/ ’f»w»»c#-&z: o
])’{Nﬁrhatever the reasons for this procesﬂ “é feel thatl;w is wrong in
principle.@wwm_m—w&ﬁ There will clearly be
occasions (although we suggest these are likely to be few in the area of
personnel screening) when protection of sources must be considered of paramount
importance, but the general principle should be that decisions are made on the
basis of all relevant information, although the means by which and the condi-

tions under which the information is made available to the departmental decision-

makers may vary.
which comes to them the same protection as wo he Security Service itself.

On some occasions, it may be nec€ssary to have discussions with departmental

decision-makers on the contents of the files, even though the files themselves

do not lesg e custody of the Security Service. This procedure is already

Witowed in i et ees concern i e (6}
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ants and applicants for ¢ In general one of the
most important functions of the protective security branch of the Security
Service should be to ensure that all relevant information is made available

to departments in as complete a form as possible.

il omoi
LES, In Ene respect at least present Canadian personnel security procedures

= IR Rem#
takes the firm view thayﬁ must do no more than

are almost unique ﬁhe
provide basic information to departments concerning the clearance of individuals,
and that it must play no formal part in the decision process itself. In a sense,
the concept of departmental responsibility has been extended to support the
position that the RCMP should not be asked to advise formally on the signif-
icance of the information it provides. The ostensible rationale for this
attitude is somewhat mystical; it is alleged that provision of this advice

would tend to edge the nation closer to a "police state'. We feel the real
rationale is much more practical: the ability to dissociate activities con-
cerned with personnel investigation from the results of personnel judgment has

obvious advantages as a public posture.

11k, ) Britain, the Security Service comments on information (or the

absence of inf on) concerning subversive activities and associations with

one of the following ser of remarks:
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In Australia, the Director General of the Australian Security

ce Organization may state that there is no security objection to a
having access to material classified up to but not zbove

Secret; or having re access to Secret material and occasional access to
Top Secret material; or havi egular access to Top Secret material. If,
however, the Director General consi the individual to be a security risk,
and the individual is already a public se t, the Director General informs

the Public Service Board, the Permanent Head of the department concerned, and,

permit—frequently all the information—though not normally the sourc from

which it has been learned. The department and the Board are then in a posit
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e an independent judgment of the ressons for withholding clearance, and individual on the basis of his past history. The process is difficult enough

PR . action concerning the individual—transfer or dismissal, for e e in the case of an applicant for employment, when the sole administrative effect

as may be appropris If the individual concerned is an applicant for employment ) of an adverse decision will be the refusal of employment, or the selection of

another individual from an eligible list. It is even more difficult if it

in the public service, the Dir r General informs the Public Service Board that

relates to a person already employed, when an adverse judgment may lead to

he cannot grant a security clearance, again such of the facts as circum-

stances permit, and the applicant in most cases is not appo transfer, non-promotion, inhibition of career, suspension or even dismissal,

5 !104&4;7 Ligs
116. E\s far as Canada is concerneg 'ethink Ere ent arrangements are_:7

wrong on two counts. First, an organization which provides data should bear some

and, what is more, may involve the department in a lengthy train of administra-

tive negotiations and difficulties concerned with hearings and reviews.

responsibility for the implications and significance of that data; such a responsi- 118. A great deal of conceptual consideration has been devoted to defini-

bility adds to the compulsion to be accurate and objective. Secondly, the present tions of loyalty and reliability, to the relationship of loyalty to security

procedure deprives the decision-maker of the sole source of professional advice and to the relevance of certain so-called character defects to elther loyalty

on the significance of subversive associations and the main source of professional or relisbility. In practice, we feel that the initial basis for decision must

experience on the meaning and relevance of character defects and other factors. be a set of criteria against which the history of the individual is measured.

It seems to us that this deprivation is as likely to be detrimental to the It is a truism that no set of criteria can meet all cases, and that a large

individual as it is to be disadvantageous to the state. We agree that the final element of subjective judgment must eventually be applied in very many cases,

responsibility for decision-making must rest with “131 departmental authorities; but nevertheless the relevance and adequacy of the criteria seem to us to be
Shie

we nevertheless believe that the Security ServiceShasia duty to provide meaning- of the first importance.

ful advice to help with the decision, and that it should do this not only by 119 F ke b sanetali liguaswtl Dy theenitarts which ave seti out

providing as full information as possible but also by commenting on the importance

in Cabinet Directive~lNgQ. 35, and which are applicable at present. We quote

and significance of the information it provides and by msking formal recommend- )
the relevant passages below:

ations concerning clearance. 4

"l. ...The security of classifled information in the
possession of a department or agenc
Jeopardy either by persons who may be
Canada and her system of government or by

are unreliasble because of defects in their c

The Decision Process

i L g Whatever arrangements are made to provide data and advice, at some

! "2. Employees in the public service of Canada, incli
members of the Armed Services and the Royal Canadian
Mounted Police, who are required to have access to

point a decision to grant or withhold clearance must be made on each individual
|

|
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ssified information in the performance of their duties,
be persons in whose reliability and loyalty to his
(sic) eountry the Govermment of Canada can repose full

Canada and oux system of government is diluted by loyalty
Fascist, or other legal or illegal
political organi
processes of parl
essential of Canadian s
in paragraph 3 below must n
enter the public service, and m
the public service be permitted to
information. If such a person is in osition where he has
access to classified information, he must _at least be trans-
ferred to a less sensitive position in the“public service.
It may also be necessary, where it appears tO\the Ministér
concerned to be in the public interest, to dismbgs him from
the public service,..

tary democracy. It is therefore an
ity policy that persons described
hen known, be permitted to
not if discovered within
ve access to classified

e /
"3, The persons referred to in paragraph 2 above are:—

(a) a person who is a member of a communist or fascist
party or an organization affiliated with a communist
or fascist party and having a similar nature and

5 purpose;

(b) a person who by his words or his actions shows
himself to support a communist or fascist party
or an organization affiliated with a communist
or fascist party and having a similar nature and

purpose;

(¢) a person who, having reasonable grounds to under-
stand its true nature and purpose, is a member of
or supports by his words or his actions an
organization which has as its real objective the
furtherance of communist or fascist aims and
policies (commonly known as a front group);

(d) a person who is a secret agent of or an informer
for a foreign power, or who deliberately assists
any such agent or informer;

" (e) a person who by his words or his actions shows
himself to support any organization which publicly
or privately advocates or practices the use of
force to alter the form of government.

"k, It must be borne in mind that there may be reason to

doubt the loyalty of a person who at some previous time was
a person as described in paragraph 3 above, even though this

SECRET
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doubt may not be confirmed by recent information sbout
him,

"S. In addition to loyalty, relisbility is essential in
any person who is to be given access to classified informa-
tion. A person may be unrelisble for a number of reasons
that do not relate to loyalty. To provide as much assurance
of reliability as possible persons described in paragraph 6
below may not be permitted to have access to classified
information, unless after careful consideration of the circum-
stances, including the value of their services, it is judged
that the risk involved appears to be justified.

"6. The persons referred to in paragraph 5 above are:

(a) a person who is unrelisble, not because he is

= disloyal, but because of features of his character
which may lead to indiscretion or dishonesty, or
make him vulnerable to blackmail or coercion.
Such features may be greed, debt, illicit sexual
behaviour, drunkenness, drug addiction, mental
imbalance or such other aspect of character as
might seriously affect his reliability;

(b) a person who, through family or other close
continuing relationship with persons who are
persons as described in paragraphs 3(a) to (e)
above, is likely to be induced, either knowingly
or unknowingly, to act in a manner prejudicial
to the safety and interest of Canada. It is not
the kind of relationship, whether by blood,
marriage or friendship, which is of primary
concern. It is the degree of and circumstances
surrounding such relationship, and most parti-
cularly the degree of influence that might be
exerted, which should dictate a judgement as to
reliability, a Jjudgement which must be taken with
the utmost care; and

(¢) a person who, though in no sense disloyal or
unreliable, is bound by close ties of blood or
affection to persons living within the borders
of such foreign nations as may cause him to be
sub jected to intolerable pressures.

A
i b .- ust be recognize )
serious risk to security in employing or permit e 2

employed persons such as those descr
or 6 above: LT
(a) zéfer(ih positions in industrial firms and

e

in certa
ated establishments i » engaged———

paragraphs 3 )
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on the production or study of classified
nce equipment which requires security

(v) overnment organizations
nature vital to the
national security whi although they do
not normally involve acce
information, may afford their
opportunities to gain unauthorized ac

to such information,"

- This document appears to us to be a clear and explicit statement

criteria which should be used to guide decisions concerning personnel
clearance), although we wonder whether the distinction between loyalty and
reliability id\ not somewhat overemphasized. The decision is ultimately based
on a forecast of the future reliasbility of an individual, in the light of )
various factors—incMwding loyalty—which may affect this reliability. In

any case, a judgment conceyning an individual's reliability may seem less
invidious than a Jjudgment of 1ty. We also regard as somewhat impractical
the requirement (paragraph 2 of th& guotation) that certain persons "must not,
when known, be permitted to enter the pwplic service", when at present no
attempt is made to seek data on those who ehfer non-sensitive positions. Under
our suggested procedures, the fact that records’checks would be made of all
candidates would presumably bring to light more such cases. In order to avoid
excessive restriction, the Directive should probably be\amended to state that

the firm prohibition on entry to the public service shoula\apply only to those

who may have access to classified information, or are likely\to have opportu-

nities to gain access. Cases where candidates will have no sush opportunity

should be treated on their merits, as we suggest in paragraph 109\)/.I
121, There are four %:&e%goints we would raise concerning these

criteria. The first concerns homosexuality, the second Quebec separatism, the

SECRET
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third the relevance of student activities at college or university, and the

fourth the security clearance of aliens or former aliens.,

122, The question of homosexuality is a contentious area, especially as
social mores change. It is a fact, demonstrated by a large number of case
histories, that homosexuals are special targets for attention from foreign
intelligence servites. What is more, there seems to us clear evidence that -
certain types of homosexuals are more readily compromised than non-deviate 4
persons. However, we feel that each case must be judged in the light of all

its circumstances, including such factors as the stability of the relationships,
the recency of the incidents, the public or private character of the acts, the
incidence of arrests or convictions, and the effect of any rehabilitative
efforts. In general, we do not think that past homosexual acts or even current
stable homosexual relationships should always be a bar to employment with the
public service or even to low levels of clearance. We do feel however that,

in the interests of the individuals themselves as well as in the interests of
the state, homosexuals should not normally be granted clearance to higher
levels, should not be recruited if there is a possibility that they may require
such clearance in the course of their careers and should certainly not be posted

to sensitive positions overseas.

123, The problem of separatists is equally contentious.
view of the sensitivity of this subject, special arrangements ex
information concerning the membership in or associs of individuals with

certain separatist organizations and-groups is made available by the RCMP, not

to departments, but e Privy Council Office. The Secretaries of the Security

SECRET 009169
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:12( a"‘AWe suggest that security policy concerning separatism should be made
clear. We can see no objection to the federal government taking (and being
seen to take) steps to prevent its infiltration by persons who are clearly
committed to the dissolution of Canada, or who are involved with elements of
the separatist movement in which seditious activity or foreign involvement are
factors. We feel that information concerning membership in or association with
extreme separatist groups should be reported on the same basis as information
concerning other allegedly subversive movements, and that the departmental
decision process should be similar, We are of course aware that there is a
wide spectrum of activity relating to separatism, ranging from overt political
activity to clandestine terrorist planning and action, and we do not for a
moment suggest that all persons who have been associated with overt and non-
violent groups should be excluded from federal employment. We see no reason
however why the federal government should employ (especially in sensitive
areas) persons who appear to be actively committed to an extreme separatist
position. At the very least we feel that a decision to employ such persons

should be taken only on the basis of a knowledge of their records.

125, A third issue concerns the importance which should be attached by
the Security Service or the decision-makers to the activities of young persons
at universities. The point is made that universities are traditional homes of
free thought and protest, and that the positions taken by young and inquiring
minds should not be held "against" them in later years. We agree with this
point of view. Questionable university associations or activities should not
necessarily bar an individual from government or sensitive employment, although

such activities may well be relevant in any later investigation.
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126, We are however somewhat disturbed by the tendency in certain university
circles to use the plea of academic freedom to substantiate claims to inviol-
ability 2nd to privileged immunity from normal security procedures. In the first
place, we can see no objection to inquiries at universities concerning persons
who are seeking government employment or security clearance. In fact, we regard
such inguiries as of special importance because the products of universities

are more likely than other persons to reach sensitive and influential positions.
In any case, university authorities can be said to have the same status as

"previous employers" and should accept inquiries about students on this basis.

FWWWMM
-

Dl g H 1961 the securit hor bt 3 l e B ErTertively—
aﬂivensi-t—iefés_fﬁéy*dﬁmmﬂ We see no reason why any immunity should
be accorded to members of faculties or student bodies who engage in subversive
activities. We do believe however that all inguiries at universities should be
conducted by mature, experienced and sophisticated investigators and be the
subject of sensible and balanced reporting. The Security Service should take
special care not to interfere with freedom of thought and discussion, to avoid
random inguiries concerning student activities, and to avoid overemphasizing

the importance of such activities.

127. Fourthly, we note that the clearance of aliens or former aliens
presents problems, which have become of significance now that aliens are entering
the public service in growing numbers. We feel that definite rules must be
established to deal with this question, and we think that a decision to grant a
security clearance to an alien or former alien should be taken on the basis of
positive information comparable in quality and adeguacy to that which would be

obtained in Canada. Unfortunately, there will be many cases in which it will
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be impossible to obtain adequate data concerning an individual from hiﬁountry alner 2

of origig and we think that, in such cases, no clearance should be considered
until the individual has been resident in Canada for a meaningful period and
has undergone a full field investigation. Former citizens or residents of
communist countries are a special category; in these cases clearances should

only be granted where the obvious advantages of doing so outweigh the special

risks involved.

128. Finally, we feel that positive arrangements must be made to ensure as
far as possible that departmental judgments are consistent and balanced. Two
procedures—one general and one specific—should be adopted to this end. In the
first place, all adverse decisions and a sampling of non-adverse decisions
should be reviewed by the Security Secretariat in consultation with the Security
Service. Continuing inconsistencies or anomalies in departmental judgments and
action should socon become apparent, and the Security Secretariat can use the
channels open to it to rectify the situation. Secondly, we suggest that when a
department decides to grant access to classified information in spite of the
Security Service's advice or recommendation, the Security Service must be
informed of the disposition of the case, so that it can take such action as it
considers appropriate to review the department's security posture, or to bring
the department's decision to the attention of the Security Secretariat. It
seems to us that procedures of this kind will combine the requirement for
departmental responsibility for judgment with an assurance that a department's

Jjudgment will be responsible.

Review Procedures

129. Decisions to withhold or (especially) to withdraw clearances must
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often lead to administrative decisions that may affect the careers or the live-
lihood of individuals. In some cases the individuals concerned find it in their
own interests to resign or agree to a transfer. There remains however a residue
of cases in which the demands of natural justice may well require that decisions
affecting individuals should be subject to some form of appeal or review at the
instance of the individual concerned. A great deal of attention has been devoted
in many countries to the problem of devising a form of review which will meet

the proper requirements of national security, and the fact that there is no
simple solution to the problem is demonstrated by the wide variety of approaches
that have resulted in different countries—approaches vwhich vary from an absence

of any appeal system to an ostensible complete dependence on formal judicial

proceedings.

130. Our inguiries suggest that both extreme positions are untenable. Some
form of review system is clearly desirable in itself, as well as to meet reason-
able public and parliamentary expectation. On the other hand, we are certain
that fully judicial procedures are ill-suited to the review of decisions based
on security grounds. There are a number of reasons for this. One reason has

in our view been overemphasized in Canada, although it still has great importance
in certain circumstances; this is the need to protect information and sources
from disclosure in any form of hearing. A second reason has not been emphasized
sufficiently; this is the fact that decisions in this area ultimately relate to
the defence of the state, for which the government and only the government is
responsible. Such decisions should not be surrendered to any group outside the
executive, although there is no reason why the executive cannot seek advice in
Ministers and

its decision-making. A third reason relates to responsibility.

deputy ministers are responsible for the security of their departments; they
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cannot reasonably be required to be bound by an outside decision (other of course
than that of the Prime Minister) on questions of individual access to the clas-
sified material for which they are responsible. A fourth reason is pragmatic;

if all Judgments in the area of security become subject to independent appeal

and decision, the executive may tend to take such steps as are possible to ensure
that cases which merit this form of review do not arise; in other words, the
harder it becomes to deal with security cases without recourse to legal and public
review, the greater will be the pressures for very rigorous—even unfairly
rigorous— judgments by departments before employment, and for resort to adminis-
trative (rather than security) measures against employees who become the subject

of adverse security reports.

151, There are three areas in which review may be required—employment,
immigration and citizenship. Until recently the situation was that decisions
concerning dismissals of public servants (but not industrial workers) on
security grounds might be reviewed as a last resort by three menmbers of the
Security Panel who act in a collective advisory capacity. The situation has
however been changed by recent amendments to sections T(7) and 7(8) of the

Financial Administration Act (S.C. 1966-67, c. T4) which read as follows:

"(7) Nothing in this or any other Act shall be construed
to limit or affect the right or power of the Governor in Council,
in the interest of the safety or security of Canada or any
state allied or associated with Canada, to suspend any person
employed in the public service or, after an inguiry conducted
in accordance with regulations of the Governor in Council by
a person appointed by the Governor in Council at which the
person concerned has been given an opportunity of being heard,
to dismiss any such person.

"(8) For the purposes of subsection (7), any order made
by the Governor in Council is conclusive proof of the matters
stated therein in relation to the suspension or dismissal of
any person in the interest of the safety or security of Canada
or any state allied or associated with Canada."

/
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Iater in this chapter we suggest a means whereby this requirement for a hearing
may be met., Immigration decisions in which security is a factor may be appealed
to the Immigration Appeal Board, which may take into account compassionate and
humanitarian considerations, unless the two ministers concerned sign certif-
icates denying discretion on other than strictly legal points to the Board;
citizenship decisions involving security cases are decided by the responsible
minister and no appeal procedures exist at present. These differing systems
seem to us to be inconsistent, wasteful of expertise and in the long term
probably marginally dangerous to the security of the state as well as to the
rights of individuals. We have in fact encountered no very widespread concern
about these present arrangements but we feel that a new and more formalized
approach to the problem would serve to improve the public image of security

measures and still what criticism does now exist about their fairness.

132. We have reviewed the arguments and discussions that have taken place
over the years—particularly in 1957 and 196%—concerning the propriety of
establishing some form of security review panel to which public servants would
have access. Equw‘bggin 1963, when the issue was considered in great
detail, and terms of reference for an independent and extra-departmental security
review board were drafted, the Security Panel recommended against its establish-
ment and suggested instead the adoption of a revised Cabinet Directive on
security within :ﬁe‘gp}’pl,ifu sfeﬁice. This Directive (No. 35) included provisions

for a system byAwhich three members of the Security Panel would review any

proposed recommendation to a minister for dismissal on security grounds.

I Mpnr Aunt
(—\,’ ﬂ ¢ e dunt
133, T

e main arguments advanced against the establishment of the independ-

ent panel were: first, that the government would be subject to pressures for
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the extension of the proposal to include fully judicial safeguards for the
employee, and that these would inevitably compromise vital sources of security
information; secondly, that the government would be subject to pressures for the
extension of the plan to members of the armed forces who have their own grievance
procedures and to employees of private firms, thus creating difficulties in the
field of labour-management relations; thirdly, that the proposed procedure would
undermine established managerial responsibilities and practices throughout the
public service; and fourthly, that departments would tend to seek other methods
of dealing with security cases in order to avoid mandatory review of decisions

by a body outside the public service.

134, We do not find these arguments completely persuasive. Briefly, we
feel that pressures for a fully Jjudicial review system can be resisted, that
extension of a sensible system to the armed forces and to private industry is
not necessarily undesirable, that "established managerial responsibilities and
practices" in the public service in the area of security are not so effective
and satisfactory as to be entirely unworthy of interference, and that the
avoidance of decisions leading to mandatory review may not always be undesirable
from the point of view of national security. Further, although we are convinced
that great care is exercised in the handling of individual cases, we are un-

impressed by the operation of the system for final review that was adopted in

, rather than a special and specific re-hearing of the

3 iWe do not think it impossi-

ble to devise a system which will provide for meaningful review of the decisions
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of departments, preserve the requirement for governmental responsibility and
decision, give adequate protection to sensitive information and sources yet
provide a reasonably effective safeguard against arbitrary, hasty or ill-
considered judgments, and perhaps also avoid the necessity for ad hoc inquiries

into individual cases.

155, In our attempt to devise such a system we have kept in mind three
principles. First, it seems to us vital that individuals (except applicants
for employment and independent applicants for immigration) who are the subjects
of decisions on security grounds should be given as many details as possible of
the factors which have entered into the decisions. Quite clearly there will be
some cases in which little information can be made available to the individual,
but normally, in the general run of cases relating to membership of associations,
residence of relations and character defects, it should be relatively simple to
indicate the relevant factors without disclosing sensitive sources. At the
very least it is certain that in areas, such as employment, immigration and
citizenship, in which decisions may be made either on security or on non-
security grounds, it is essential to inform the subject of the category into
which his case falls, so that he is able to take the appropriate steps if he

wishes his case to be reviewed.

136. Secondly, as we have already implied, we maintain that the decisions
of a board concerned with the review of security matters can only be advisory.
Security is a function in which the safety of the state is involved, and in
such an area the government must exercise its right to govern; no independent
or extra-governmental body can assume this role. In practical terms the board

must review the final decisions of departments and advise the Prime Minister

and the minister concerned of the results of this review.
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137, Thirdly, we consider that security is an area in which expertise

and understanding are important. We consider it wasteful that expertise in
this area should be acgquired and then only used in a few individual cases or
specialized areas; all security decisions have much in common, and the same

board should review contentious decisions in all appropriate areas.

128, In fact, we suggest that a new Board should be established to deal

with a variety of appeals against security decisions. The general responsi-

bility of this Board would be to review decisions made in the area of security

in order to ensure that the rights of individuals had not been unnecessarily
abrogated or restricted in the interests of the security of the state and its
allies, and that no unnecessary distress had been caused to individuals. The

Board would deal with the following types of cases:

(a) Protests by public servants (including members of the armed
forces) who wish to appeal against a departmental decision
to dismiss or transfer them on security grounds. In cases
of dismissal, the Board would provide the form of hearing
reguired by section T(T) of the 1967 amendments to the

Financial Administration Act. (S.C. 1966-6T, c. Th)

(b) Protests by public servants against denial of promotion
or against an apparent inhibition of career prospects on
security grounds. Cases of this kind will normally only
come to light after appeal through normal channels to a
Promotion Appeal Board if this Board feels it necessary
to advise the applicant of the true reason for failure
to take some such administrative action as posting or

transfer.
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Protests by industrial workers against dismissal or
transfer or against denial of promotion or apparent

inhibition of career prospects on security grounds.

Protests by such persons as consultants or university
faculty members where withdrawal of clearance affects

professional careers.

Protests by sponsors or nominators against refusal on
security grounds to admit to Canada potential immigrants
they have sponsored or nominated, and protests by sponsors
or nominators against refusal to grant landed immigrant
status to a person already in Canada whom they could have

sponsored or nominated if he were abroad.

Protests by applicants for citizenship who have been

refused on security grounds.

It will be noted that there are three categories of persons who we

think should not have access to the Review Board. Nor should these classes of

persons be given any indication that the reasons for adverse decisions are

based on security grounds. These categories are as follows:

(a)

Failed candidates for employment as public servants. An
applicant for employment knowingly places himself in a
competitive situation, and presumsbly appreciates that any
decision concerning him will be made on the basis of a
complex of factors; there is absolutely no requirement for

the employer—in this case, the government—to enter into
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controversy with an applicant by informing him of the
reasons for his failure. Similar considerations apply
to failed applicants for employment in industry, and to
consultants and faculty members who are denied clearance

as opposed to having an existing clearance withdrawn.

Independent applicants for immigration resident abroad.
Although the Canadian Government is committed by common
justice and humanity to give fair consideration to all
cases, it would be inappropriate for it to be placed in
the position of having to enter into a controversy
concerning security with a citizen of another country

without sponsors.

Persons without sponsors or nominators who enter Canada
ostensibly as visitors and then request a change of status
to that of landed immigrant. We see no reason why such
persons should be treated differently from independent
applicants for immigration resident abroad; as such they

should have no access to the Review Board.

In addition, it should be noted that persons who have already passed

through the immigration screening process (on their own behalf or through
sponsors or nominators) and have been formally admitted to Canada as landed
immigrants should have no need to appeal to this Board. We think that deporta-
tion of such persons should be regarded as a most serious punitive act, and
that decisions to deport, even if taken on security grounds, should be subject

to formal judicial due process and appeal rather than to a review by the kind

SECRET

of board we envisage. If the situation is such that the government is unwilling
to disclose acceptable and satisfactory evidence, we feel that deportation should
not be ordered. As long as immigration controls are reasonably rigorous and

effective, such situations should not often arise.
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(say) two other members, all nominated by the Governor in Council, and should
meet as the need arises. The Board should be independent of any government
department or agency although its secretarial support would be provided by the
Security Secretariat. Its menbers should not be active government officials,
although they would of course be subject to governmental security screening

procedures. The Board's procedures should be on the following lines:

(a)
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The Security Review Board we envisage should consist of a chairman and

An employee, sponsor or nominator of an immigrant, or applicant
for citizenship about whom an adverse decision has been made on
security grounds and who decides to apply for an inguiry is
provided with a document indicating to the extent possible
without compromising sensitive information or sources the

reasons for the adverse decision.

The Board interviews separately and privately representatives
of the department concerned, representatives of the security
authorities, the person concerned (who may be accompanied by
any friend, lawyer or trade union official he wishes to
nominate) and any other individuals whom the person wishes
to be heard. The Board may interview these persons as many
times as it considers necessary to gain a full understanding
of the case. The Board is not bound to make its decision

and render its advice solely on the basis of the evidence
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brought before it, but may order such further inguiries or regulation given or made by or on behalf of the
: ; Government of Canada in the interest of the safety
as it considers appropriate, As all those who appear or security of Canada or any state allied or

associated with Canada.

"(2) For the purposes of subsection (1), any
order made by the Governor in Council is conclusive
proof of the matters stated therein in relation to
the giving or making of any instruction, direction
or regulation by or on behalf of the Government of
Canada in the interest of the safety or security of
Canada or any state allied or associated with Canada."

before the Board are interviewed separately, there is
no direct confrontation or cross-examination, but the
Board will satisfy itself as to the decision taken by

asking questions arising from previous testimony.

(¢) The advice of the Board on a given case, the reasons
for this advice and any recommendations or comments
which the Board considers appropriate are communicated
by the Board to the Governor in Council and the minister
concerned. A brief record of the Board's decision is
also communicated to the individual concerned. When the
advice of the Board has been received, any further action
on the case is considered by the Prime Minister in the

light of this advice.

142, The suggestion has been made that recent legislation affecting the

public service, especially the Public Service Employment Act, the Public

Service Staff Relations Act and Amendments to the Financial Administration

Act (8.C. 1966-6T, c. TL, c. T2 and c. Th) together with the grievance procedures

which stem from them, may make it difficult in future to deal with individual

security cases in the manner we outline above. We have considered the existing

legislation, however, and believe that the government's position is secured by

section 112 of the Public Service Staff Relations Act, which reads as follows:
"(1) Nothing in this or any other Act shall be

construed to require the employer to do or refrain from
doing anything contrary to any instruction, direction
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