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' ' 
PROTECTION OF ASSETS POLICY 

SCOPE 

1 . In order for the Government of Canada to meet its' various 

responsibilities, the information and material in its care and 

the services it provides shall be afforded appropriate protection. 

~ j ~iven the sensitivity and importance of certain government assets, , 

t is incumbent upon the government to ensure that compliance ~ 

with uniform standards respecting protective measures is achieved 

in a consistent , efficient and economical manner throughout the 

,.,.;;! 
£- ,..,./ 

federal government. 

f' 
OBJECTIVES 

2. The objective of this securit} policy is to provide general 

principles regarding the protection of federal government assets 
"~ J ~ I 

pertaining to the national interests of Canada~ ~individual or 

corporate interests, or the proper and essential . functioning of 

the institutions of government . These assets shall be protected 

in a manner which is consistent with existing statutes and which 

conforms as closely as possible to the principl~s of natural 

justice . 

DEPARTMENTAL RESPONSIBILITY 

3~ Deputy ministers and ~eads of agenciesAshall be responsible 

for the protection of assets in the ca r e or custody of their 

respective departments or agencies , and they shall ensure con-
' - )..r ,;.,. 

formity to the principies of protection found in this policy 

and o the directives .and guidelines i ssued pursuant to it. 

APPLICATION 

4 . This policy shall be applied in a manner whi ch ensures 
~,.:;:/ -J.,(. ti f-,..,..1 . 

maximum access to government information and material , while at 

all times providing adequate protection for those assets which 

are identified as sensitive. Departments and agencies shall 

( 

deal frankly and fairly with those individuals who may be affected 

by this policy. 
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-2- CONFIDENTIAL 

- . This olicy aHa ehc di:rec e:h es e<Plt;r-gt!!idet:tnes issued petr s &Cff'f'l! 

~ appl~o all departments and agencies in Schedules A, B and C 

of the Financial Administration Act and to branches designated as 

departments for purposes of the Act. 

AUTHORITIES AND CANCELLATIONS 

6. This policy was approved by Cabinet (Date) under P.C. number 

) , and supersedes the following documents: 

PROTECTION OF ASSETS 

7. ed 

alJ-~~~~~~~~~~~' there shall be careful assessments of th~ 
assets to determine if any protection or restriction on access is 

required. 

8. Assets requiring protection or restricted access shall be 

identified as "sensitive" assets and a determination shall be made 

of the±r appropriate categorization. Assets pertaining to the 

national interests of Canada shall be categorized as "Classified", 

()"'--< 
while assets pertaining to individual or corpor~te interests~ to 

, 
the proper and essential functioning of the institutions of gov-

ernment shall be categorized as "Protected". 

Subsequen to the categorization of sensitive assets, ~ 

assessments all be undertaken and appropriate protective measures 

irnplernen ed, in view of the threats perceived and the probability 

of t ir occurrence. 

10 -~ is incurr,bent upon the government to confirm the reliability 

and/or oyalty and character of persons who require access to assets 

cat orized as "Protect d" or "Classified". 

11. Sensitive assets shall be categorized as "Classified" only 

when 
~~ 

their ~ unauthorized disclosure, destruction, 

removal, modification or interruption could reasonably be expected 

... /3 
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~ be injurious to Canada ' s national interest. Assets pertaining 

to Canada's national interest are those concerning: 
kJ L 

a) international and federal/provincial agreements and 

arrangements ~ 

b) international and federal-provincia~ · relations ; 

c) the defence of Canada or any state allied or associated 

with Canada; 

d) the efforts of Canada toward detecting , preventing or 

suppress i ng subversive or hostile activities; 

e) securit y clearance investigations conducted by a gov-

ernment investi gative body ; 

investigations by a government investigative body per-

taining to the detection, prevention or suppress i on of 

crime of a particularly sensitive nature; 

g)_ national economic interests; and 

h) Cabinet records concerning the above. 

12 . Classified assets shall be designated as "Top S,ecret" , 

"Secret" , "Confidential" and "Restricted " according to the degree 

of injury that could result to Canada's national interest should 

unauthorized disclosure, destruction, removal, modification or 

interruption occur. 

13 . Classified assets shall be designated as "Top Secret" only 

when unauthorized disclosure, destruction, remo~~l, modification 

or interruption could reasonably be expected to_result in exception-

al~y grave injury to Canada's national interest. 

14. Classified assets shall be designated as "Secr et", only 

when unauthorized disclosure , destruction , removal, modification 

or i nterruption could reasonably be expected to result in serious 

injury to Canada's national interest. 

15 . Classified assets shall be designated as "Confidential" 

only when unaut horized disclosure, destruction, removal , modification 

or interruption could reasonably be expected to be prejudicial to 

Canada's national interest. 

l6 . Classified :1ssets shall .he designat~d as · "Restricted" only 

when unauthorized disclosure, destruction, removal , modification 

or interruption coul d reasonably be expected to be undesirable to 

0. -/4 
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- 4- . ~UNFIDENTIAL 

tfinada's national interest. 

_E!~~E!~_!QE_~~~-~~~~9~E~t~!~Q~_e!_EE2~~£t~~-~g§~t§ 

17. ~sets shall be categorized as "Protected" only when 

unauthorized disclosure, destruction, removal, modification or 

interruptio~ could reasonably be expected to be -injurious to: 
II 

a) i d'vidual or corporate interests, or 

b) h d · rAf t' · · f h · 't t e proper an essent1a unc 10n1ng o t e 1nst1 u-

tions of government. 

Assets not categorized as "Classified", but which require protec-

tion for the reasons above, shall be categorized as "Protected". 

range from i formation, ~uch as expropria-

ental test' g,to material such 

fac· ities for non-classi-

!-'" 
head of agency!\ shall have the authority 

The deputy head 

may authorize other persons to assign security categories and desig-

nations by issuing written instructions specifying the level to 

which these persons can categorize and/or designate sensitive assets. 

g~y!~~-2f_g~~~9~~~~~-~~~-Q~~!g~~~~Q~§ 

19. In accordance with the time periods specified in the pursuant 

directives and guidelines, departments and agen~~es shall regularly 

review the appropriateness of s~y categories and designations. 
i 

20. Assets received or provided by the Government of Canada as a 

result of international or federal-provincial agreements or arrange-

t h 11 . h t . h . . . ~1 d ~ . . b . d men s s a e1t er re a1n t e1r or1g1na A es1gnat1on or e ass1gne 

one that shall ensure the required degree of 

21 . Assets not categorized as "Clas~i .fied" ' or "Protected" 

shall be afforded re~e not 

normally require the 

assets, there may be occa on to 

where, for example, s' n ificant loss throu remova or destruction 
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tlb s occurred or is anticipated . 
f;b;;!~ 

~~~~-~~n~g~~~!:!!: 
~J.riy.,J 

( 
~1 22. !/ As~;:,ments shall be made with regard to the susceptibil~ 

i 
orcat~zed assets to the threats of accidental or~ 
disclosure, destruction , removal, modification or interruption . 

Subsequently , the department or agency shall undertake a risk 

analysis in order to determine the degree of possible harm should 

these threats occur . 

PROTECTIVE MEASURES 

~IA-~) 
23 . Based upon the iRforHia t ion der iYeG--~ the risk analysis, 

the department or agency shall select and institute cost-effective 

protective measures in the following six areas, as required by 

this olicy and the pursuant directives and guid~lines: 

a) administrati~ security; 

b) personnel security; 

c) physical security; 

d) communications - electronic security; 

e) electronic data processing security; and 

f) technical security. 

24 . In the case of assets categorized as "Classified",~ the 

minimum protective standards contained in the P~Fsuant direc­

tives shall be adhered to . 

25 . In the case of assets categorized as "Protected", measures 

shall be selected to protect the confide ntiality, integrity and/or 
,~___[ u-(. r ~J • ...,z;_ .4.-t-. 

the availability of the assets. 'ttl--~-' .,.,..-~,,~,<Ho 

26. In order to 1efficiently and economically manage the protection 

of assets,~ departrnents and agencies shall conform to the following 

p~in each of the six areas of security and also to the 

directives and guidelines developed pursuant to these principles . 

Departments and agencies shall: 

a) establish a security organization, develo~ individual 

( 

j b.'~.) 
security duties and assign s curity personnel to be 

responsible for these duties; 
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· CONFIDENTIAL 

d) 

categorize and designate all "Classified" and "Protected" 

assets in their custody; 

perform threat assessments for all assets in their custody ; 

consult with thi ' R.oyal c J nadian Mounted Police regarding 
~~ . 

their security p ture,~except the Department of External 

Affairs, including Catiadian diplomat.ic and consular posts 

abroad, the Depa ment of National Defence and the Can-

adian Forces , when such consultation would in the opinion 

of the de ty head be inconsistent with the organization 

and op rational needs of the Departments of External 

Aff 'rs and National Defence and the Canadian Forces; 

e). develop, where necessary , departmental procedures and 

f) 

A 
g) 

contingency plans to ensure the appropriate protection 
~,.,... 

of ~ssets in their custody ; 

sure that the appropriate protective measures are 

undertaken in a timely and effective manner; 

~ tf 
carry out ;~measures necessary in relation to the 

· f 1· b "l· (I. A · ~ssuance o re 1a 1 1ty clearances , and seek the ass 1st-
/' 

ance of the appropriate inveseigative ~ncy when there 

is a security clearance require 

h) ensure that all employees receive an orientation briefing 

with respect to their •genP~security responsibilities 
~-- ' .. ' 

and that a security education program is maintained on 

an ongoing basis, and 

i) ens care is provided for assets other 

an t ' o e "Classified" or "Protected". 

28. A security clearance, involving an 
r·:t 
ssessment of loyalty 

and ·~~AA~.-~~e~A&ssry character), shall be a mandatory requirement 

for all persons who are to have access to classified assets 

29 . 
~..r­

A reliability clearance, involving an assessment of re -

liability/trustworthiness and a background verification, shall be 

a mandatory requirement for persons who are to have access to 

protected assets. 

30 . Access to classified and protected assets shall be granted 

only to persons who have the appropriate security clearance or 

... /7 
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r p,,;t ~t:A -t ~..;~ : 

v I t vS 7 7P 

4lte1iability clearance and who need to have such access in the 

performance of their duties . 

31 . A position reguiring its occupant to have access to class-

ified or protected assets shall be identified as a "sensitive 

pos i tion" . Position descriptions of sensitive .positions shall 

inqicat e whether a security clearance (and appropriate designation) 
J ' 

~~h or a reliability clearance is required . 

32 . An applicant for a sensitive position shall receive the 

appropriate clearance prior to being eligible for appointment to 

the position. 

33. An occupant of a sensitive position must retain the clear-

ance required of his/her position. 

34 . Persons shall be informed of decisions taken to grant, deny 

or withdraw their security clearances or reliabi~ity clearances. 
;;M~'\~ 

35 . Procedures of review and redress shall be available to 

persons adversely affected by administrative decisions respecting 

their loyalty or reliability. 
ri.J~ 

36 . Breaches of security regulations and orders may result in 

dismissal, suspension, withdrawal of clearance, downgrading of 

level of clearance, reprimand, warning or other .s~ch action as is~ 

deemed appropriate by the deputy minister or head of agency ~~ ~~ 
\/~ 

37 . Physical security shall be a mandatory consideration during 

the planntng, procurement , construction , modification or maintenance 

of facilitxes and equipment which accommodate or will acconunodate 

"Classified" or ";protected" assets. 

38. Physical security shall be a mandatory consideration dur i ng 

j the acquisition , operation or maintenance of supporting utilities 

and services to facilities and equipment which acconunodate "Class-

i'f±ed" or "Protected" assets. 

39. Approved methods , equipment and facilities shall be used for 

the fiandling, storage, transmission, transportation and disposal 

of "Classified" or ",Protected" assets. 

40 . Approved methods and equipment for control of access, move-

ment and surveillance shall be used to protect "Class i fied" or 

"Protected" assets. 

. .. /8 
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41 . "Classified'' and "Protected" information transmitted by 

any telecommunications system shall be protected by approved 

cryptographic systems or circuitry appropriate to the sensitivity 

involved. 

42 . Equipment used in the transmission or processing of 

"Classified " or "Protected" information shall meet approved emi ssion 

security criteria, appropriate to the categorization and designation 

of the bnformat ion involved . 

43 . The interconnection of telecommunications services and EDP 

systems sh~ll be carefully planned and coordinated to provide 

appropriate security for the information being processed and trans-

mitted. 

44 . Departments and agencies shall ensure that appropriate 

protecti'On is afforded "Classified" and "Protected " information 

processed or stored in any electron i c data processing system . 

~ !~£h~~£~!-~~£~~~~y 

45. Departments and agencies shall ensure that appropriate 

security measures are taken to protect "Classified" and "Protected" 
) 

assets against audio , visual , optical and electronic penetration. 

~ .. ' 
ROLES AND RESPONSIBILITIES 

48 . Consideration of broad security policy matters and the 

provision of advi~e and guidance regarding implementation of 

secur~ty policy a~e the responsibilities of the Cabinet Committee 

7 on Secur~ty and Intelligence (CCSI), the Interdepartmental Committee 

on Secur ity and I ntelligence (ICSI) , and the Security Advisory 

Committee (SAC) . Specific departments and agencies shall , when 

~equired~ provide security advice, security appraisals and specia lized 

secur~ty ass~stance designed to help departments and agencies maintain 

an adequate level of protection for "Classified" and "Protected" 

assets ~n the six a~eas of security. 

47. ~P~ -~~~yy_~~~~~~!_Q!!~£~-i~~Ql shall; 

a) establish liaison among departments and agencies, Cabinet 

... /9 
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48. 

:?.;; 

matters , and 

o)_ participate in the formulation of security policy 

and procedures for recommendation to the CCSI and the 

ICSI . \ 

a) provide advice and assistance to departments and agencies, 

as may be required, on the implementation of protective 

measures; 

) 
• O>Vl'"\~ • d ;P' • • f o proy1de ~Lt adv1ce, assistance an tra1n1ng or depart-

, I • ' I \~ \II ,N'O.~ ........... 
ment and agency security officials ; 

c) ~~ nduct investigations and checks for s 
...)A. ·""'1"'" 

i ty clearances"'; 

except for the Department of National Defence {DND) and 

d)_ 

the Canadian Forces; .~ l ~ 

~n accordance with p~~or arrangements, appraise and 

provide advice concerning the security posture of depart-

ments and agencies, except thoSe spec.1f 1ed iitm&) , non-

military vital points (war and p€ace), and private sector 

EDP facilities processing government information; 

e) not be responsible for providing the appraisals and 

adv~~e specified in (c)with regard to services and 

facilities of the Department of Exte·snal Affairs, 

rncluding Canadian diplomatic and consular posts abroad , 

the DND and the Canadian Forces when' such appraisal 

would, in the opinion of the deputy head, be inconsistent 

with the organization and operational needs of the 

~ ~ ~ Departments of External Affairs and National Defence or 

S the Canadian Forces; ---t) vrovide a security consulting service to departments and , 

I 

d~ 
· d. h d · f d · .r agenc1es regar ~ng t e es1gn o new or renovate bu1ld1ngs; 

gL test and rate (and install and maintain as required) 

physical security equipment, and 

h) conduct technical security inspections when requested . 

a) when required , be consulted and involved at the require-

ments definition and procurement stages in relation to 

•• • jlO 
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. '-4~ 1!; 
the acquisition of guard services and physical security 

equipment to be supplied by DSS; 

b) by agreement with the department or agency concerned, 

be involved in the procurement of communications-electronic 

security (COMSEC) equipment and COMSEC-related items; 

c) maintain or arrange for the provisio.n of a sufficient 

supply of physical security equipment; 

d) by agreement with the dep rtment or agency concerned, 

make contractual agreements to provide security guards, 

bvief security guard agencies on basic security require-

ments, provide coordination between the guard agencies 

and the government, and ensure the training of security 

gua.rds, · and 

e) arrange for adequate security, including security and 

reliability clearances,for "Classified" and "Protected" 

assets at private sector faci lities. 

a) be responsible for the physical security o~ buildings 

±n DPW custody (except defence establishments, RCMP 

buildings, and tacilities of the Depa~tment of External 

Affairs, including Canadian diplomatic and consular 

posts abroad) ; 

b) provide (with the advice of the RCMP), fund, operate 

and maintain approved physical security equipment in 

government owned or leased buildings which are in DPW 

custody; 

c) fund and manage securi t y guard services in multiple 

occupancy buildings, and 

d) share the costs of security guard services with the 

tenant department or agency in single occupancy 

bui·ldings with commercial facilities. 

~1. !h~-Q~E~E~~~~~-Q!_SQ~~~~~~E~Q~~-lQQgl shall provide 

guidance and advice on COMSEC matters to those departments and 

agenci~s nut represented on the SAC sub~committee, the Communications 

Electronic Security Committee (CSC). 

plan, develop, evaluate and promote cost-effective communications-

... /11 006997 
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~lectronic security (COMSEC) throughout the federal government . 

53 . ~h§-~~e~~~~~~~-2~-~~~~Q~~!-~§E§~~~-~~9-~Q~-g~~~9~~~-~2E£§~ 
shall : 

a) conduct security clearance i nvestigations for members of 

the Canadian Forces and persons employed by DND; 

b) protect defence establishments , assets a nd oper ations 

in conformity with the principles provided in this 

policy and directives and guidelines issued pursuant 

to this policy); 

cL protect DND and Canadian Forces holdings of North 

Atlantic Treaty Organization (NATO) and foreign military 

rnformation and material, and 

d/. protect allied military equipment and facilities which 

are under the effective control of the Minister of 

National Defence . 

a ) the security of services and facilities of the Department 

of External Affairs, including Canadian diplomatic and 

consular posts abroad, and 

bl the inspection of the contr ol exercised by other depart-

ments and agencies , except DND and the Canadian Forces, 

of their holdings of NATO documents. ~~ 
I ....I Jj.._ 

!b~-~~~!~£-~~~~~£~-g~~~~~~Q~-2~-g~~~9~ ~hall~provide policy 55 • 

rnterpretation on all matters relating to appoiptments to 

positions . 

56 . ce shall provide legal advice 

on all matters relatin to this policy, or directives and guide-

lines issued pursu t to this policy , which may result in legal 

acti~n or whtc touch on existing statutes. 

57 . ~be~~E§~~~E~ -~Q~E~_§§£E§!~E~~~ shall be responsible for all 

matters relating to general administrative policy and personnel 

management. Exc l uded from this responsibility are matte r s relating 

t o appointments to sensitive positions . 

IMPLEMENTATION 
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