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1 . Reference memorandum dated 12 Mar 73 to all officers of 
Treasury Board Secretariat by Director , Financial , Personnel and 
Administration Branch , as directed by the Secretary of the Treasury 
Board . 

2 . The main points emphasized in the above are: 

"Security of Documents 

a . A recent survey revealed a l arge number of classified 
documents were left unprotected overnight on desks and· in 
unlocked cabinets . 

b . Regularly nightly patrols will be conducted .. . . . ...• such 
material found unprotected during these patrols will be 
picked up for overnight protection and returned the following 
day to Deput y Secretaries for disposal. A secondary purpose 
of these patro l s undoubtedly and unfortunat ely may well b e the 
identification of personnel who have shown that they are unable 
or unwilling to accept this responsibility . " 

3 . In order to meet the intent of the above letter , the following 
instructions will apply t o PMIS Group : 

a. All personnel will ensure they are aware of and understand 
the security procedures as published in the Document Security 
Manual for the Department of Finance and the Treasury Board 
Secretariat , Revised July 1972. It is understood that all 
group personnel received a personal copy of this manual . It 
is confirmed by these instructions that no amendments have 
been issued as of thi s date , to the Manual . 

Once the policy has been read and understood , it evolves that 
personal interest and motivation to support the policy should 
prevent any incidents which could be ernbarassing to employer 
or employee . 
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b. (1) At the close of each workday, all personnel will 
clear desks , in and out baskets an9 working areas of all 
files, dockets , drafts, working papers etc. 

(2) This material will be put away in filing cabinets , 
cabinets and wardrobes provided . These storage media will 
be locked , and keys and combinations will be an individual 
responsibility. 

(3) This policy will also apply to library or bookshelf 
contents , charts , in and out basket contents etc ., known 
to be classified or to contain classified or sensitive 
information . 

(4) During other periods of the working day , where indi 
viduals may be absent from their duty areas for extended 
periods , caution will be exercised that classified or 
sensitive material is not left unattended during these 
periods . 

(5) Personnel are encouraged to maintain good liaison on 
their whereabouts with other members of the group in order 
that assistance can be obtained or offered when needed during 
absence or when conditions beyond control extend periods of 
absence . 

(6) Independent daily/weekly/periodic checking o f t h e PMIS 
working area will be carried out on my behalf as follows : 

(a) Areas 19th Floor - Mr . H. Young 
(b) Areas 21st Floor - Mr . G. L . Tomlinson . 

At times the above officers may need some assistance to carry out 
these duties. At the time of requests for assistance, officers 
approached are encouraged to cooperate. 

f;_,.l'/") 
/]4V~ 

' ...-· Protheroe, 
A/Director, 
Planning & Coordination Division. 
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FOREWORD 

In any aspect of Security in government we must rely on 
the individual employee who is involved in activities with 
Security implicatio ns. We are attempting here to delineate some 
rules to provide a framework within which our employees' 
activities can be carried out without violating Security 
requirements, Nevertheless we must hold each individual 
responsible not only for following the rules set down here, but 
also for usin g good judgment in those areas not precisely covered 
by these guidelines. 

Good judgment means informed judgmen t, Hence management 
must ensure that al l personnel are profoundly aware: of their 
responsibility; of tbe contents of this manual; of the Security 
environment we seek to maintain in our departments; and of the 
implications - internal, national, and international - involved 
in a possible breach of Security. 

While this Manual deals specifically with Security of 
Classified Documents, we do ment ion - and want to emphasize - the 
individual's responsibility not to discuss with anyone - inside 
or outside his department - any information of a confidential 
nature to which he has access, or which he obtains directly or 
indirectly. The only exception to this basic rule is the 
divulging of such information to another federal government 
employee who needs to know, And that other employee must be 
known to be cleared to at least the Security level under which 
the confidential informatio n is classified. 

The detailed information co ntained in this manual was 
researched and synthesized with the active co-operation and 
advice of members of the Staff of the Privy Council Office 
concerned with Securi ty in the federal government, Because of 
their efforts we are now able to provide this guidance to 
management in both our departments in the discharge of those 
aspects of their responsibilities involvin g Security. 

R. Bonnar, 
Director, 
Administrative, Financial 

and Personnel Services Branch; 
Departmental Security Officer. 

(i) 006473 

AGC-1451_0005 



r ' Document disclosed under the Access to lnfrjrmation Act 
Document divulgue en vertu de Ia Loi sur f'acceJ a /'information 

RESTRICTED 

DOCUMENT SECURITY MANUAL 

FOR THE 

DEPARTMENT OF FINANCE AND TREASURY BOARD SECRETARIAT 

SUZ.UIARY OF CONTENTS 

1 INTRODUCTION 

II 

An outline of the reasons for Security and the 
basic concepts employed to attain it. 

BASIC SECURITY PRECAUTIONS 

An overview of individual responsibilities in the 
maintenance of Document Security. 

III SECURITY CLEARANCE OF PERSONNEL 

Who must have Security Clearance. Who decides on 
clearance level. Who advises on day-to-day Security 
problems. 

IV PROTECTION OF CLASSIFIED INFORMATION 

A look at Security Terminology. 

V CLASSIFICATION OF DOCUMENTS 

VI 

VII 

VIII 

IX 

General Classification Principles. Definitions of 
Security Classification levels. Related NATO 
classifications. Classification of related information 
attached to Classified documents. Procedures for de
classifying. 

PROCEDURES FOR HANDLING CLASSIFIED ~~TERIAL 

A brief discussion of covers used in transmittal of 

Classified documents. 

PROCEDURES FOR HANDLING "RESTRICTED" MATERIAL 

PROCEDURES FOR HANDLING "CONFIDENTIAL" MATERIAL 

PROCEDURES FOR tlANDLING "SECRET" MATERIAL 

(ii) 

PAGE 

3 

11 

12 

15 

18 

006474 

AGC-1451_0006 



X 

XI 

XII 

XIII 

XIV 

XV 

XVI 

XVII 

RESTRICTED 

PROCEDURES FOR HANDLING "TOP SECRET" MATERIAL 

Section VII conta ins The Minimum Security 
Precautions that must be observed in the preparation and 
transmittal of all classified documents. Sections VIII , 
IX, and X, which deal with successively higher Securit y 
classifications, merely repeat these basic instructions, 
adding important, but relatively few , additional 
precautions to be observed. Procedures are discussed in 
each of these four Sections under the headings; 

Definition; 
Transmission; 

Access; 
Storaste; 

STORAGE OF CLASSIFIED MATERIAL 

A discussion of storage 
and degrees of protection 
locations. 

RECEIPTS 

Preparation; 
Disposal. 

Custody; 

procedures and equipment 
required in various office 

When a receipt is required and how it should be 
obtained. Standard Receipt Form, 

CLASSIFIED lfASTE 

A discussion of waste material arisin~ from 
preparation or disposal of classified documents; 
recognition of classified waste; methods of disposal, 

CLASSIFIED MATERIAL ENTRUSTED TO OFFICIALS OVERNIGHT 

Section XIV contains The Minimum Security 
Precautions that must be observed by officials who work 
on classified material at their homes in the evening or 
on weekends. 

COMMUNICATIONS SECURITY 

Section XV contains measures instituted to protect 
the transmission of langua~e messages from interception 
or monitorin~ by unauthorized persons . 

PROCEDURES FOR PRINTING CLASSIFIED HATERIAL 

A discussion of printing procedures for "in-house" 
and "outside " printing . 

PROCEDURES FOR HANDLING CABINET DOCUMENTS 

The two classes of cabinet documents and the 
procedures for handling them. 
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For the purposes of this Manual. security means active 
measures to prevent, or at least hinder, the collection of 
classified information by agents of any foreign power, These 
measures are also daaigned to prevent or hinder any unauthorized 
persons from having knowledge of classified information since, 
through ignorance, carelessness or weakness, they may become 
channels by which classified information may reach agents of a 
foreign power or other persons who may make improper use of the 
information. 

(a) 

Security is based on three major principles: 

Access to information requiring protection may be granted 
only to persons whose loyalty, discretion and reliability 
have been established. The decision as to whether sueh 
aeeess should be granted is reached through the process known 
as "security clearance". 

(b) Access to information requiring protection may be granted 
only to individuals whose duties require such access and who 
can establish the "need to know". This means that no 
employee may claim or have access to information by virtue 
only of his rank, position or security clearance. 

(c) Classified infor~ation must be protected at all times by 
careful adherence to the procedures established by the 
Government of Canada, and outlined in this Manual, for the 
bandlin& of classified information. 

Any information obtained by employees of the Department 
of Finance and Treasury Board Secretariat in the course of their 
work belongs to tbe Governm ent of Canada and should not, without 
authorization . be made known or released to anyone who does not 
require it faT his work on behalf of the Government of Canada, 
If the nature of the information is such as to require special 
protection, it is given a security classification and is known as 
classified information. 

Because of the nature of their responsibilities the 
Departmant of Finance and Treasur y Board Secretariat receive and 
originate a considerable volume of classified material, i.e., 
material such as corresponden ce and documents containing 
classified infoTmation. Although employees in some sections of 
the Departments will leldom bave to handle it, all employees must 
know that clasaified material T equires special protection, must 
know the basic procedures for protecting it, and must be 
thoroughly faniliar with these procedures relating to their own 
responsibilities when handling classified material. 
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The purpose of these instructions is to outline the 
minimum requirements and procedures established by the Government 
of Canada for the protection of classified information. The 
instructions do not attempt to cover all aspects of the broad 
field of security. but only those procedures applicable in the 
day-to-day handling of classified material in these Departments, 

By direction of the Deputy Minister of Finance and the 
Secretary of tha Treasury Board these instructions are being 
issued to all departmental officers and to other personnel, 
departments or agencies placed on the distribution list, They 
are to be given the appropriate protection afforded a RESTRICTED 
document, but Directors and Section Heads are to ensure they are 
brought to the attention of all employees and are available to 
them for continuing reference. 

- 2 -
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Section II 

RASIC SECURITY PRECAUTIONS 

The subject matter of classified material should be 
discussed only when it is necessary to do so in appropriate 
surroundings. and never in a public place or at social 
gatherings, 

Never e~pose classified material in such a manner that 
it can be read by a person who is not authorized to receive it. 

When it is not actually being worked on. classified 
material must be kept in an approved container (see Section XI), 
s~it~ly see~re containers are supplied where needed but they 
will not protect the material if you forget to use them, Put 
away all classified material before you leave your office if the 
room is being left unattended even briefly. Before you leave the 
office at lunchtime or at t he end of the working day be certain 
all classified material is locked away in an approved container. 
and lock the do or of your office when applicable. 

Classified ~aterial being 
another office within the Department 
envelope, 

sent 
must 

from 
be 

one office 
enclosed in 

to 
an 

When classified material is being sent through the post. 
the outer envelope must never bear a security classification or 
other notation which ~ight indicate the sensitivity of the 
contents such as "To be opened only by " 

When material class ified SECRET or of a higher 
classification is being sent outside the Department of Finance 
and Treasury Board 1 whether by registered mail or by hand of 
messenger, the outer envelope must never bear the security 
classification or other notation which might indicat e the 
sensitivity of the contents. 

When classified material is sent outside the Departments 
of Finance and Treasury Board by hand of messenger to a 
Department or Agency within the Ottawa area, the sender will find 
out whether such material should be sent directly to the 
individual hinself or directed to him through a Classified 
Records Office. 

Never transmit classified information by means of 
comm@rcial telecom~unications systems. 

The telephone must not be used to communicate classified 
information. except in an emergency wh@n the need of speed may 
override the security requirement. 

Except as permitted in the case of RESTRICTED material 
(see Section XIII), classified material or waste must not be 
discarded in normal wastepaper baskets, or wastepaper chutes. 
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Sec tion III 

SECURITY CLEARANCE OF PERSONNEL 

An employee whose duties re.quire, or may require, access 
to classified information must be sufficiently reliable to 
j ust ify en tr us t ing him with that information, The decision as to 
an employee ' s reliability is the responsibility of his Deputy 
Mi niste r: in Finance, the Deputy Minister of Finance; in Treasury 
Board, the Se c retary of the Treasury Board. This judgement of 
re l iab i l i t y is referred to as a security clearance, The level of 
clearanc e granted indica t es the highest classification of 
i nf orma tion he is autho r ized to receive or handle, provided his 
dut i e s r e quire him to do so. Clearance for one classification 
i n cl ud e s clearance to lower classifications, i,e,, clearance to 
SECRET au t horizes access to material classified SECRET, 
CONFIDENTIAL or RESTRICTED; clearance to CONFIDENTIAL authorizes 
a ccess to material classified CONFIDENTIAL or RESTRICTED, 

When deciding on the level of security clearance to be 
granted, the Deputy Minister must weigh various factors. 
Obviously no confidence can be placed in a person whose loyalty 
t o Canada and our system of government is diluted by loyalty to 
an y Communist, Fascist, or other legal or illegal political 
or ga ni:ation whose purposes are inimical to the processes of 
p a rliamentary democracy, Even when a person is not known to 
o pe nly support such ideologies, his reliability could be suspect 
if he is known to be in close association with, or influenced by, 
o t h e rs who do support them. Reliability of an employee may also 
b e a matter of doubt when he is known to be heavily in debt or 
there a r e character deficiencies such as drunkenness or addiction 
to drugs or abnormal sexual behaviour, any of which could expose 
him to blackmail or coercion, 

To carry out their responsibility for the safeguarding 
of classified information, Deputy Ministers must obtain 
sufficient information about employees who will be entrusted with 
classified matters to make a considered judgement as to his or 
her loyalty and reliability. To provide this information, all 
employees joining the Departments of Finance and Treasury Board, 
except those who have been granted security clearance to the 
appropriate level within the past five years elsewhere in the 
Public Service, are req~ired to record their fingerprints and to 
complete a Personal History Form, The Personal History Form is 
designed to elicit sufficient intormation about the person, his 
family and his residential and occupational history to enable the 
Royal Canadian Mounted Police to report on his character if 
r e quested to do so. 

Before an employee is assigned to duties which require 
o r may require security clearance to CONFIDENTIAL or higher, his 
name must be checked against the subversive records of the RCMP, 
and he must be the subject of a fingerprint check by the RCMP, 
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In addition 0 before an employee is assigned to duties which 
require or may require clearance to SECRET. the RCMP ~be 
requested to carry out an investigation into the employee's 
background and character and to report any circumstances that 
should be taken into consideration when coming to a judgement on 
the employee's reliability, It is mandatory to have such an 
investigation and report before an employee is asaigned to duties 
which require or may require clearance to TOP SECRET, 

In the Department& of Finance and Treasury Board it can 
be assumed that all permanent employees have been granted 
security clearance up to and including CONFIDENTIAL. that all 
Heads of Sections and Divisions and more senior officials have 
been granted security clearance to SECRET. and that ali Heada of 
Divisions and more senior officials have been or can be granted 
security clearance to TOP SECRET, B~ployees who are junior to 
Heads of Sections or Divisions may alao be granted security 
clearance to SECRET or TOP SECRET provided their duties require 
them to receive or handle such material, but confirmation of the 
individual's clearance should be sought, when necessary, from the 
Security Officer or an Assiatant Security Officer, 

It 1• essential to the preservation of the Society we 
seek to ensure that the interests of the individual be safe
guarded . as well as thoae of the State. For this reason 
information bearing on the security statua of an employee is 
treated as CONFIDENTIAL or SECRET. and is not disclosed except 
when neceaaary for the preservation of security, Accordingly, 
information about the granting or denying of security clearance 
to SECRET or TOP SECRET of employees of the Departments is 
disclosed by the Security Officer only on a "need-to-know" basis. 

- 5 -
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PROTECTION OF CLASSIFIED INFORMATION 

Throughout these Instructions: 

(a) the term "classified material" means, 

any official file 0 letter. document, report, memorandum. 
minute, telegram, photograph. drawing or other medium containing 
or recording classified information. including tape recording. 
magnetic recording. punched card. etc., and 

(b) the term "classified waate" means, 

auxiliary papers and items that accumulate during preparation 
of classified material 0 and include& notes 0 rough copies, 
preliminary drafts, surplus pages, stencils, sketches, 
stenographers ' notes. carbon paper. typewriter ribbons, discs. 
tapes and any other items from which part or all of the 
information recorded in the finished material could be 
discovered. 

When the subject matter of Government correspondence or 
other material is auch that special precautions should be taken 
to prevent disclosure to unautho rized persona, it is given a 
security classification by the originator. The commonly used and 
recogni~ed security classifications are RESTRICTED. CONFIDENTIAL, 
SECRET and TOP SECRET. The Government of Canada has certain 
minimum standards of protective procedure& which muat be observed 
when handling material bearing one of these classifications, and 
the degree of pro tection increaaes from RESTRICTED to 
CONFIDENTIAL

0 
from CONFIDENTIAL to SECRET , and from SECRET to TOP 

SECRET. If i t seems advisable in particular circumstances, 
material bearing one claasification may be handled in accordance 
with the procedure& for handling material of the next higher 
classificat ion. It is never to be given less protection than the 
minimum precautions establiahe d by the Government for it& 
particular classification, as outlined in these Inatructions. 

Security procedures for the protection of classified 
information are designed to ensure, in so far as posaible, that 
classified material bears the security classification appropriate 
to the information it contains 0 that it is always handled in 
accordance with the procedures appropriate to that 
clas9ification 0 and that access to the material is confined to 
those wno are both authorized to receive it and who require it in 
the course of their official duties. They require, ae well, that 
the reliability of employees who may have to receive or handle 
classified material must be eatablished before they can be ao 
authorized. 
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Seetion V 

CLASSIFICATION OF DOCUMENTS 

The first and a particularly important step in 
protecting government documents is selection of the security 
classification appropriate to the subject matter. This 
estab lishes the dagree of protection that will be afforded the 
material during aubsequent handling within the originating 
department and by the addressees or recipients. Initial 
responsibility is on the originator for deciding whether a letter 
or other document should bear a security classification and. if 
so, the appropriate classification. The originator's judgement 
in this matter must be checked by the officer who approves or 
signs the document as he• in turn, assumes the responsibility. 
If secretaries or other staff are assisting in preparation of a 
letter or document which appears to require security 
classification. it is their duty to consult with the originator 
as to the appropriate classification. 

General Principles 

Each document must be classified on its own merits by 
reference to its contents and their implications. It should not 
automatically be given a security grading to conform to other 
material on the same subject or on the same file. A document 
containing a reference to or an extract from another classified 
documen~ would not necessarily require the same security grading 
as the original. provided the reference or the extract does not 
in itself reveal the classified content of the original document. 

The source of the information contained in a document 
may justify a higher classification than the information itself 
would otherwise warrant. A document containing information of a 
confidential nature normally would be classified CONFIDENTIAL. 
If the information had been obtained from a particularly delicate 
source. however, there may be justification for classifying the 
document as SECRET to provide added protection for the source. 
In auch ins tanc es the process by which the information was 
obtained may require more protection than the information itself. 

SELECTION OF SECURITY CLASSIFICATION 

RESTRICTED 

A document is classified RESTRICTED if its contents are 
such that a higher classification is not justified but it is 
advisable to give it a security classification to emphasize that 
it must not be published or communi~ated to anyone except for 
official purposes. 
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RESTRICTED 

Information which is restricted in a management sense 
should be designated e.g. "Restricted - Personnel Management" 
respecting information to be denied to members or officers of 
bargaining units, classification proposals, analyses of overtime 
costs, proposed policies, proposed staffing actions, etc. 

CONFIDENTIAL 

A document is classified CONFIDENTIAL when its contents 
are such that unauthorized disclosure would be prejudicial to the 
interest or prestige of Canada, would be of advantage to a 
foreign power, would be an embarrassment to the Government or to 
Ministers of the Crown, or would cause damage to an individual. 

Documents which are confidential not in the sense of a 
security classification but which should not be made public 
without the originator's consent should be marked "Commercial 
Confidential" or "Private and Personal", rather than 
CONFIDENTIAL. These designations can be used, for example, on 
letters to provincial governments or to co~~ercial organizations 
when the contentu are for the private information of the 
addressee, bu t do not need the protection given to a document 
bearing the sec~rity classification CONFIDENTIAL. 

Similarly, information concerning individuals, which 
should be kept in confidence, such as proposed appointments, 
appraisals, grievances under consideration, domestic or personal 
affairs • sho~ld be msrked "Confidential-Personnel Management" 
rather than be given the security classification CONFIDENTIAL. 

SECRET 

A document is classified SECRET when its contents are 
s~ch that unauthorized disclosure would endanger national 
security, cause serious injury to the interests or prestige of 
Canada, would be of substantial advantage to a foreign power, or 
would cause acute embarrassment to the Government or to Ministers 
of the Crown. 

TOP SECRET 

A document is classified TOP SECRET only when its 
security aspect is paramount and when unauthorized disclosure 
would cause exceptionally grave danger to Canada or to its 
allies. 

- 8 -
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NATO CLASSIFICATIONS 

Classified information oriRinating in NATO or prepared 
by member countries for distribution within NATO, is assigned the 
same gradinga as used in the Canadian govern~ent but is 
identified by the use of the prefi~ NATO before the grading, 
i,e., NATO RESTRICTED, NATO CONFIDENT.AL, NATO SECREt and, in the 
case of TOP SECRET, COSMIC TOP SECRET. The level of 
classification used for NATO classified informstion ia comparable 
to that used for national correspondence. 

ENCLOSURES, COVERING LETTERS AND REFERENCE SLIPS 

Where a document has several enclosures or attachments, 
each enclosure or attachment must De given the security 
classification appropriate to ~ts own content. Regardless of the 
actual text of the covering letter or document, it must bear a 
security classification not lower than that of the hishest 
classified enclosure or attachment. In addition, it should bear 
a classification appropriate to its own content for guidance if 
the enclosures are removed, e.g., SECRET (CONFIDENTIAL without 
enclosure). Similarly, if the document is being transmitted with 
a routing or referral slip, the slip should bear the same 
classification as the document appended to it, e.g., SECRET 
(UNCLASSIFIED without enc losure) . 

UNDER-CLASSIFICATION AND OVER-CLASSIFICATION 

Care must be taken to mark a security classification on 
any letter or document containing l nformat ion which should be 
protected against unauthorized discl osure, and the level of 
classificat ion appropriate to t he information must be carefully 
selected. A document that is under-classified will not receive 
the level of protection it deserves during subsequent handling. 
Care must also be taken to mark the appropriate classification on 
all relevant notes, drafts and rough copies used during 
preparation of the document. 

Security gradings should be used accurately. Although 
over-classi fying is not as dangerous as under-classifying, it 
means that the letter or document is subject to more restrictive 
handling procedures than are warranted by its contents, and 
subsequent consideration of the document may be impeded by the 
unnecessary handling procedures. In addition, frequent cases of 
over-classifi cation may result in personnel becoming so familiar 
with handling highly classified mater al that the 5 ignificance of 
the classification becomes obscured and the system of security 
classification is debased. 
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DOWNGRADING OF CLASSIFIED DOCUMENTS 

The security grading of a classified document can be 
downgraded only by or with the permission of the originator or a 
more senior official of his department, In the case where the 
originator is gone or unknown, old classified documents may be 
dow~grad ad by or with the permission of a knowledgeable senior 
official of the department, The old security classification 
should be deleted in ink and the new one substituted, The 
deletion should be signed and dated by the officer responsible 
and a note made of any documentary authority for it. Whenever 
appropriate, a classified document should contain an 
authorization for automatic downgrading or de-classification 
after a given date or event, If automatic downgrading is not 
appropriate, the originator of a classified document or the 
senior official of the originating office should arrange to 
review the document from time to time and, if it can then be 
downgraded or de-classified, inform the original recipients 
accordingly. 

- 10 -
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Section VI 

PROCEDURES FOR HANDLING CLASSIFIED MATERIAL 

Pracautions to be followed in the handling of classified 
material reflect the increasing degrees of protection required by 
information classified RESTRICTED up to information classified 
TOP SECRET. The procedures therefore differ from one 
classification to another, and the following sections expla1Q the 
procedures applicable to each classification. 

In the instructions governing transmission of material 
of the various classifications, distinction is made between 
"close.4 envelope", "sealed envelope", and "sealed with fabric 
tape". When a closed envelope is permitted, use can be made of 
the economy envelope or an envelope which is stapled closed, 
When a sealed envelope is specified, the envelope's own gummed 
flap must be stuck down, or the envelope be sealed with a gummed 
label bearing the sender's signature, or sealed with approved 
transparent tape with the sender's signature appearing through 
the tape. When it is specified that an envelope must be sealed 
with fabric tape. the gummed flap must be stuck down and the 
envelope then be taken to the Departmental Mail Room where fabric 
tape of high adhesive quality will be applied. The departmental 
seal impressed on the wa~ may be added if required for 
"presentat ion" purposes, 
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RESTRICTED 

Section VII 

PROCEDURES FOR HANDLING RESTRICTED MATERIAL 

Definition - Material is classified RESTRICTED when it requires 
protection beyond that afforded unclassified ~aterial, but does 
not warrant a higher security classification. 

Access - RESTRICTED material may be received or handled by those 
rn-the Public Service who require it in the course of their duty, 
but is not to be made available to others without proper 
authority. 

Preparation - The classification RESTRICTED is to be typed on the 
upper r ight hand corner of each page. This applies in the case 
of preliminary drafts as well as final copies. Typists should 
make only the number of copies needed. If it is advisable to 
make a few spares in case of subsequent requirements, the spare 
copies should be clipped together and the number of copies should 
be pencilled on the top copy so they can be more readily 
accounted for. 

Any covering letter, mi~ute or memorandum explaining the 
subject matter of the material must bear at least the sa~e 
security classification as the material itself. 

During the course of preparation a number of auxiliary 
papers and items may accumulate such as notes, rough copies, 
preliminary drafts, stencils, carbons, stenographers' notebooks, 
sketches, discs and tapes used in connection with dictating 
equipment, etc, These require the same protection as the 
finished matarial, and must be handled accordingly, 

Custody 

RESTRICTED material is not to be l eft unattended in 
offices where it might be available to unauthori~ed persons. It 
must be locked up at night or when the office will be vacant for 
more than a few minutes, 

Transmission 

Between offices of the Departments of Pinance and Treasury Board 

RESTRICTED material may be sent between offices of 
two Departments through the departmental messenger service. 
must be in a closed envelope, clearly addressed, with 
security classification plainly marked on the envelope. 

- 12 -

the 
It 

the 

006482 

AGC-1451_0014 



RESTRICTED 

Ou t side t he t wo Departments within the Ottawa area 

When RESTRICTED material is being sen t out s id e t he 
Dep a r t ments but within the Ottawa area, the departmen t al 
messenger s e rvice is to be used, The material must be i n a 
s ealed envelope, clearly a ddressed, with the security 
c lass ifi c a tion marked on the envelope, and the notation " By 
Ha nd ". 

All classified material being carried by h a n d of a 
de pa r t mental messenger outside of the Place Bell Canada Buildin g 
must be carried in a locked case or other container to minimize 
the risk of loss enroute. 

To addresses in Canada beyond the Ottawa area 

RESTRICTED material addressed t o places i n Canada beyond 
the Ottawa area is to be sent by first class mail, The material 
must be in a sealed, correctly addressed inner envelope bearing 
the security classification. The inner envelope is to be 
enclosed in a sealed, correctly addressed outer envelope which 
does not bear any security classification, 

To addresses in United States or United Kingdom 

RESTRICTED material addressed to the Uni t ed Sta t es or 
the United Kingdom is to be sent either by diplomatic bag or by 
registered air mail. 

If it is being sent by diplomatic bag, the mate r i a l is 
to be enclosed in a sealed, correctly addressed inner e nve lop e 
which is plainly marked with the security classification, The 
inner envelope is to be enclosed in a sealed outer envelope , 
bearing no secYrity classification, addressed "Mail Section , 
Dep artment of External Affairs, Ottawa", with the notation "By 
Hand", and be sent by departmental messenger. 

If it is being sent by registered air mail, the mat e rial 
must b e in a sealed, correctly addr essed inner envelope bearing 
the securit y classification, The i nne r envelope must be enclosed 
in a sealed, correctly addressed out e r envelope which does not 
bear any secu rity classification bu t which is plainly marked "Air 
Mail Registered", 

To addresses outside Canada other th a n in USA or UK 

RESTRICTED material addressed outside of Canada , t h e 
United States or the United Kingdom must be sent by diploma t ic 
bag, The mater ial is to be enclosed in a sealed, correctly 
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RESTRICTED 

addressed inner enve l ope which is plainly marked with the 
security classif i cation. The inner envelope is to be enclosed 1n 
a sealed outer envelope, bearing no security classi f ication, 
addressed "Hai l Se c tion, Department of External Affairs, Ottawa", 
with the no t at i on "By Hand", and b e sent by departmental 

me• s.enget:'. 

S to rage 

In the Records Offices of the Departments of Finance and 
Treasury Board RESTRICTED correspondence is filed with 
unclassified correspondence in fi l es bearing the overall security 
classification o f the hi ghest clas sifie d d ocument on the file. 

Disposal 

See Section XII I . 
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Section VIII 

PROCEDURES FOR HANDLING CONFIDENTIAL MATERIAL 

Definition - Material is classified CONFIDENTIAL when ita natura 
is such that unauthorized disclosure would be prejudicial to the 
interests or prestige of Canada. would be of advantage to a 
foreign power 1 or would be an embarraaament to the Government or 
to Ministers of the Crown, or when it is personnel information 
~hich should be protected for administrative reasone. 

When it is desired to further restrict the handling of 
certain typea of material within the overall classification 
CONFIDENTIAL, a mora restrictive classification may be used such 
as CONFIDENTIAL - PERSONNEL MANAGEMENT. 

Access - Material classified CONFIDENTIAL may be received or 
~d only by employees in the Public Service who are cleared 
to receive CONFIDENTIAL material and who need to receive it in 
the course of their official duties. It can be assumed that all 
personnel in the Departments of Finance and Treasury Board are 
cleared to receive CONFIDENTIAL material. It is the 
responsibility of the originator of a CONFIDENTIAL letter or 
document addressed to someone outside these Departments to ensure 
that the addressee is cleared to receive it. 

In the case of material bearing a more restrictive 
classification, the originator may specify further restrictions 
as to vho may receive or handle the material. An example of this 
is Treasury Board Letter 1967-15 dated March 6, 1961 1 concerning 
the handling of material classified CONFIDENTIAL - PERSONNEL MAN
AGEMENT. 

Preparation - The c l assification CONFIDENTIAL (or, if 
appropriate, the more restrictive classification) is to be typed 
on the upper right hand corner of each page. This applies in the 
case of preliminary drafts as well as final copies. Typists 
should make only the number of copies actually needed. If it is 
advisable to make some spare copies in case of subsequent 
requirements. the spare copies should be clipped together and the 
number of copies should be pencilled on the top copy so they can 
more readily be accounted for. 

Any covering letter 0 minute or memorandum explaining the 
subject matter of the material must bear at least the same 
security classification as the material itself. 
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During the course of preparation a number of auxiliary 
papers and items may accumulate such as notes, rough copies, 
preliminary drafts, atsncils, carbons, stenographers' notebooks, 
sketches, discs and tapes used in connection with dictating 
equipment, etc, Thase require the sama protection as the 
finished material and should be similarly classified, and handled accordingly. 

Custody - CONFIDENTIAL material is not to be left unattended in 
offices where it might be read by or available to unauthorized 
persons. It must be locked up whenever the office will be unattendad. 

Transmission 

Batween ofl!ica 
of Finance and Tr•••ur 

NTlAL material Day be ••nt batwaan offiaae ot tha 
two Depart~antl throuab tha deport~antal m••••n11r aorvice, It 
mu1t b1 in a •••lad anvalope, cla1rl7 addrtllad, with tha 
••aurity clallification plainly marked on th1 anvalopa, 

Outaida tha two Dapartmantl within th• Ottawa area 

Wh1n CONFIDENTIAL matarial 11 bain1 lint outeida the 
Oapart~enta within the Ottawa area, the 4apart~ental m••••n11r 
lervi~• 11 to be u1ad, Tha material muet ba in a aealad 
anvelopa, corr•ctly addra11ed, with the ••curity claaeification 
nuukecl on tla envelope and the notation "By Hancl. 11 , If added 
precaution• ara adviaabla, tha further notation "To ba opened 
only by ,,," :~~ay be noted on the anvalopa

1 
and a receipt farm may 

ba ancloead in tba envelope tor the recipient to •ian and return to tha sender. 

All claaaifiad matarial baing carried by hand of a 
d1partm1ntal m••••n••r outside of the Place Ball Canada Building 
mu1t ba carried in a locked caaa or other container to minimize 
the ri1k of loss anrouta, 

To addr••••• in Canada beyond tha Ottawa area 

CONFIDENTIAL matarial addre•aad to placaa in Canada 
beyond the Ottawa araa 11 to be lent by tirat cla11 mail, Tha 
material DUit be in a •••lad, corractly addra1aad inner anvalopa 
baarins tha ••curity ~laaailication, The inner envelop• mu1t ba 
encloaed in & •talad, correctly &ddraaaed outar anvalopa which 
do•• not baar any security claa•ification, If it 11 adviaabla to 
add th1 notation ~To ba opened only by ••• ", thia notation is to 
be on tha inner aavalopa but not on the outar envelope, 
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To addresses in the United Statea or the United Kinadom 

CONFIDENTIAL material addressed to places in the United 
states or in the United Kingdom is to be sent either by 
diplomatic bag or by ragistered air mail. 

If being sent by diploDatic bag, the material is to be 
enclosed in a sealed, correctly addressed inner envelope which is 
plainly marked with the security classification and, if 
appropriate, the added notation "To be openad by •••"• The inner 
envelope is to be enclosed in a sealed outer envelope, bearing no 
security classification, addressed "Mail Section, Department of 
External Affairs, Ottawa" with the notation "By Hand", and be 
sent by departmantal messenger, 

If baing sent by registered air mail, the material must 
be in a sealed, correctly addressed inner envalope bearing the 
security classification and, if appropriate, the added notation 
"To be opened only by ••• ". The inner envelope must be encloaed 
in a sealed, correctly addrasaad outer envelope which does not 
bear any security classification or any other notation which 
could indicate that the contents are sensitive. The outer 
envelope is to be plainly marked "Air Mail Registered", 

To addresses outside Canada other than in USA or UK 

CONFIDENTIAL material addressed outside Canada , the 
United States or the United Kingdom must be sent by diplomatic 
bag. The material ie to be enclosed in a sealed, correctly 
addressed inner envelope which is plainly marked with the 
security classification and, if appropriate, the notation "To be 
opened only by • , • ". The inner envelope ie to be enclosed in a 
sealed outer envelope, bearing no security classification, 
addressed "M<~il Section, Department of External Affairs, Ottawa" 
with the notation "By Hand", and be sent by departmental 
messenger. 

Storage 

In the Recorda Offices of the Departments of Finance and 
Treasury Board CONFIDENTIAL correspondence may be filed with 
RESTRICTED and unclassified correspondence provided the file 
bears the overall security classification CONFIDENTIAL, 

Disposal 

See Section XIII, 
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Section IX 

PROCEDURES FOR HANDLING SECRET MATERIAL 

Definition 

Matarial ie classified SECRET when ita nature is such 
that unauthorized disclosure would endanger national aecurity. 
cauaa serious injury to the interests or prestige of Canada, 
would be of substantial advantage to a foreign power, or would 
cause acute embarrass~ent to the Government or to Ministers of 
the Crown. 

~ 

Material classified SECRET ~ay be received or handled 
only by employees in the Public Service who are cleared to 
receive SECRET material and who need to receive it in the course 
of their official duties. It can be assumed that all Heads of 
Sections and Divisions and more aenior officials in the 
Departments of Finance and Treasury Board are cleared to receive 
SECRET material. lt is the responsibility of the originator of 
SECRET material to ensure that addressees are cleared to receive 
it. This can be ascertained through the Security Officer or an 
Assistant Security Officer of Finance and Treasury Board. 

Preparation 

The classification SECRET is to be typed or stamped on 
the upper right hand corner of each page. This applies in the 
case of preliminary drafts as well as final copies. Typists 
should make only the number of copies actually needed. If it is 
advisable to make some spare copies in case of subsequent 
requirements. the spare copies should be clipped together and the 
number of copies should be pencilled on the top copy so they can 
more readily be accounted for. 

Any covering letter, minute or memorandum explaining the 
subject matter of the material must bear at least the same 
security classification as the material itself. 

During the course of preparation a number of auxiliary 
papers and items will accumulate such as notes, rough copies, 
preliminary drafts. stencils, carbons. stenographers' notebooks. 
sketches. typewriter ribbons (the non-reusable carbon ribbons) • 
discs and tapes used with dictating equipment. etc. These 
require the same protection as the finished material because the 
tex t of the document itself can readily be ascertained by 
ex a mination of such items. They must be considered as classified 
was t e and be handled accordingly (see Section XIII). 
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Custody 

The security of material classified SECRET must be safe
guarded at all times, When it is being worked on, care must be 
taken to ensure that it cannot be read by casual visitors or by 
others in the office who have no need of it in the course of 
their duties, When not being actively worked on during the day 
it must be kept locked up in an approved locking file cabinet or 
other approved locking container (see Section XI), During non
working hours it must be returned to the Records Office or be 
locked in a safe or file cabinet equipped with a combination lock. 

Transmission 

Between offices of the Departments of Finance and Treasury Board 

SECRET material may be sent between offices of the two 
Departments through the departmental messenger service. It must 
be in a sealed envelope, clearly addressed, with the security 
classification plainly marked on the envelope, 

Outside the two Departments but within the Ottawa area 

When SECRET material is being sent outside the two 
Departments but within the Ottawa area, the departmental 
messenger service is to be used, The material must be in a 
correctly address ed inner envelope bearing the security 
classificatio n and sealed with fabric tape of high adhesive 
quality, The added precaution "To be opened only by ,,,"may be 
noted on the i nner envelope, A receipt form is to be enclosed in 
the inner envelope with the request that it be signed by the 
recipient and be returned to the sender. The inner envelope is 
to be enclosed in a sealed, correctly addressed outer envelope 
clearly markad "By Hand", but not bearing any security 
classification or other security notation. In no circumstances 
is the security classification to appear on the outer cover of an 
envelope or package containing secret material. 

All classified material being carried by hand of a 
departmental messenger outside of the Place Bell Canada Building 
must be carried in a locked case or other container to minimize 
the risk of loss enroute, 

To addresses in Canada beyond the Ottawa area 

SECRET material addressed to places in Canada beyond the 
Ottawa area is to be sent by registered mail. The material must 
be in a correctly addressed inner envelope bearing the security 
classification, and sealed with fabric tape. The added 
precaution "To be opened only by •• ,"may be noted on the inner 
envelope, A receipt form is to be enclosed in the inner envelope 
with the request that it be signed by the recipient and be 
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returned to the sender. The inner envelope is to be enclosed in 
a sealed. correctly addressed outer envelope, clearly marked 
"Registe red" , but not bearing any security classification or 
other security notation. 

To addresses outside of Canada 

SECRET material addressed outside of Canada must be sent 
by diplomatic bag. The material is to be enclosed in a correctly 
address ed inner envelope, bearing the security classification, 
and sealed with fabric tape. The added precaution "To be opened 
only by •• "may be noted on the inner envelope. A receipt form 
is to be enclosed in the inner envelope with the request that it 
be signed by the recipient and be returned to the sender. The 
inner envelope is to be enclosed in a sealed outer envelope, 
bearing no security classification or other security notation, 
addressed "Mail Section, Department of External Affairs, Ottawa", 
with the notation "By Hand", and be sent by departmental 
messenger. 

Storage 

Sec ret 
Treasury Board 
Records Office, 

Disposal 

material 
is filed 

See Section XIII, 

of the Department of Finance and 
in separate secret files in each Sub-
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Section X 

PROCEDURES FOR HANDLING TOP SECRET MATERIAL 

Definition - Material is clas s ifie d TOP SECRET only when i t a 
securit y aspect ia paramount, and when unaut h o rized disclos u re 
wo uld c ause exceptionally grav e danger to Canada or to it a 
allies. 

Acceaa - Material classified TOP SECRET may be received or 
~d in the Departments of Finance and Treasury Board only by 
tho s e who hold aacurity clearance to TOP SECRET and who need to 
receiv e the material in the course of their official duties. No 
person is entitled to have access to TOP SECRET information 
solely by virtue of rank or appointment or level of security 
c learance held. It is the responsibility of the originator of a 
TOP SE CRET document, or the person to whom s u ch an incoming 
document has baan entrusted, to ensur e that the ne x t addressee o r 
recipien t holds the appropriat e security clearan c e before passing 
the d oc ument along. It can be assumed tha t all Heads of 
Di visions and more senior offi c ials in the two Depar t me nts hold 
the necessary clearance, If it is intended to pass a TOP SECRET 
document to some other employee , tha t employee's eligibility to 
receive it should be ascertaine d f r om t he Securi t y Officer or an 
Assistan t Security Officer of Financ e a nd Treasury Board , 

Preparat ion 

In preliminary drafts and in final copies, th e 
classi fication TOP SECRET is to be typed or stamped on the top 
and bott om of e ach page. Each page will be n umbered and the 
total n umber of pages will be stated on each page, i,e ., "Page 
No. 1 o f 4", "Page No, 3 of 4". Each copy o f t he final TOP 
SECRET documen t must bear a copy number in t h e top right hand 
corner of the first page , The t otal number of c opies must also 
be indic ated, i . e . , Copy No . 1 of 4, Copy No. 3 of 4 , and the 
original distribution of all copies must be shown on each c opy . 

Any c overing le tter , minute or memorand um explaining t he 
subject matter of a TOP SECRET document mus t also b ea r t he 
classification TOP SECRET. Auxiliary papers snd it e ms 
accumulating dur i n g preparation of a TOP SECRET document r eq u ire 
the same protect i on as the document itself, and must be handled 
accordingly (see Sectio n XIII) . 

Incoming TOP SECRET documents are no t to be c op i ed or 
duplicated without t h e a ppr oval of the Security Officer . When a 
document is duplicated, e ach copy must bear the copy n umb er of 
the original a nd an add i t io nal local copy number assigned by the 
Security Officer. 
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Custody 

TQP SECRET material must be safeguarded at all times. 
When it is actually being worked on it must never be displayed in 
such a manner that it could be read by unauthorizad persons who 
may enter the office, It must be returned in the Department of 
Finance to tha Trade and Aid Records Office and in Treasury Board 
to the Programme Branch Racords Office, the designated records 
offices, as soon as work on it has been completed and, in any 
event, at the end of each working day, It must be locked away in 
a secure container with a combination lock if the office is to be 
left unattended aven for a brief period and, particularly, at 
lunchtime, 

Tran•mission 

A continuoue receipt system is required to record the 
handling of TOP SECRET documents. All such incoming documents 
must go initially to the designated Records Offices where they 
will be recorded and be charged out to the first recipient 
against his signature, When that person is finished with the 
document he must return it to the designated Records Offices 
Where it will be transferred to the charge of the next recipient, 
Within the Departments of Finance and Treasury Board a TOP SECRET 
document must be carried between offices by the person to whom 
the document is charged, or by a member of his staff who is 
authorized to have access to TOP SECRET material. 

Transmission of TOP SECRET documents outside the two 
Departments will be arranged by the designated Records Offices 
using the departmental messenger service or, if necessary, the 
courier facilities of the Department of External Affairs. The 
double cover system will be used, The inner envelope must bear 
the complete mailing address of the addressee, the security 
classification. and be sealed with fabric tape. It will contain 
a receipt form to be signed by the recipient and returned to 
designated Records Offices, The outer envelope must bear the 
complete mailing address of the addressee and the notation "By 
Hand", The outer envelope is not to bear a security 
classification or other security notation, 

Storage. 

All material in the Departments of Finance and Treasury 
Board classified TOP SECRET is to be filed in the designated 
Records Offices, 
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Disposal 

Destruc tion of surplus or superseded TOP SECRET 
documents and related classified waste is to be arranged by the 
designated Recorda Offices, Certificates of destruction are to 
be prepared for each document, and are to be retained in the 
designated Records Offices for a minimum period of ten years, 
Classified waste should be destroyed immediately after documents 
have been prepared or reproduced. A certificate of destruction 
is not required for classified waste, 
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Section XI 

STORAGE OF CLASSIFIED MATERIAL 

When classified material is not actually being worked 
on, it, and any attendant classified waste, must be locked away 
in an approved security container, The different types of 
containers, and their suitability for atorage of classified 
material, will be explained later in this Section, 

Co~bination Locks 

When a combination padlock. or a container with a built
in combination lock such as a security shell is received, the 
combination wi ll normally be set on the factory combination of 10 
- 20 - 30. The lock has no security value while the combination 
is on this setting. It must be re-set to another combination 
before the container is used for storing classified material. 
Office Sarvices is to be informed as soon as such equipment is 
placed in an office. Arrangement will then be made by this 
Section to re-set the combination. The actual setting to be used 
is chosen by the emp l oyee who is responsible for the container 
but the Section's representative will give advice, if so 
requested, as to a suitable combination. 

The setting of a combination lock should be memorized by 
the employees who will have access to the container, It may be 
advisable to make a note of the new combination until it can be 
memorized but. with one exception, any written record must be 
destroyed as soon as possible, As soon as a combination has been 
set or re-set a written record of the setting is to be deposited, 
in a sealed envelope, with the Departmental Security Officer. 
This copy of the setting will be held in safe custody for use in 
an emer~ency, and is the one exception referred to above. For 
practical purposes the setting on a combination lock should be 
known to more than one of the employees who have access to the 
container. It should, however, be known to as few people as 
possible. Obviously the security value diminishes as the number 
of people who have access tc the container increases. 

Any difficulty experienced in opening or closing a 
combination lock should be reported to the fhysical Security 
Officer who will, if necessary, request assistance from the RCMP 
Security Equipment Section, Commercial locksmiths are not to be 
called in unless ~a authorized by the Ph ysical Security Officer, 
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The setting on a combination lock should be changed 
whenever an employee who knows the combination is transferred to 
other dutiee not requiring acceea to the container, It should be 
changed at intervals of not longer than six months in any event 
and, of course, be changed immediately if thare is reaaon to 
believe it has become known to an unauthorized person. 

Security Containers 

File cabinets or other containers in which classified 
material is kept, whether in recorda offices or in private 
offices, must provide the degree of protection required for the 
highest classified document kept in them. The degree of 
protection afforded by containers varies, of course, with the 
type of container, but it also varies with the security of the 
area in which the container is located. For example, a 
classified document in a standard push-lock filing cabinet in a 
records office would have better protection than if it were in a 
similar cabinet in a private, single occupancy office. Access to 
a records office is controlled and is continuously manned durin8 
working hours, whereas access to a private office is rarely 
controlled and the office must sometimes be left unattended 
during working hours. 

Most containers in use throughout the Public Service 
have been tested and their protective qualities assessed by the 
RCMP Security Equipment Section. On the basis of these RCMP 
reports, the Departmental Security Officer can advise on the 
acceptability from a security view of the less common types of 
cabinets or containers, In the following table the cabinets or 
containers in common use in the Departments of Finance and 
Treasury Board are assessed in terms of their suitability for 
storage of material of the security classification indicated in 
the circumstances outlined, 

DEGREE OF PROTECTION FOR STORAGE OF CLASSIFIED MATERIAL 

1, Category of Area in which Container is Located: 

A - Single Occupancy office where normal access is direct from 
corridor. 

B - Multiple occupancy office, other than a records office. 

C - Single occupancy office where normal access is through 
another occupied office. 

D - Records Office or 
Trade and Aid 
Office. 

Sub-Records Offices other than Finance 
Recorda Office and Programme Branch Records 

E - Finance Trade and Aid Records Office and Programme Branch 
Records Office, 
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DEGREE OF PROTECTION FOR STORAGE OF CLASSIFIED MATERIAL 

z. Protection Provided by Container Type by Location: 

Type of Container 

Steel security shell, security 
cabinet or Safe File. 

Metal filing cabinet fitted 
~ith locking bar and Sargent and 
Greenleaf combination padlock, 

Metal filing cabinet fitted 
with locking bar and key operated 
padlock. 

Metal filing cabinet with 
built-in key operated lock. 
Enclosed lateral filing 
shelves with lock. 

Metal filing cabinet without 
lock. Lateral filing shelves 
Without lock, 

Desk, bookcase, stationery 
cabinet, with or without lock. 

Location 

A1 B, C, 
& D 

E 

A, B, & C 

D & E 

A & B 

C & D 

E 

A 

B, C, & D 

E 

A, B, & C 

D & E 
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Approved Security 
Protection 

Up to and including SECRET, 

Up to and including EOP SECRET, 

Up to and including CONFIDENTIAL, 
but may be used for SECRET on 
a temporary ready-use basis 
only. 

Up to and including SECRET. 

RESTRICTED, but may be 
used for CONFIDENTIAL 
on a temporary ready
use basis only, 

Up to and including CONFIDENTIAL. 

Up to and including SECRET, 

May be used for RESTRICTED 
but on a temporary reedy
use basis only. 

Up to and including CONFIDENTIAL, 

Up to and including SECRET, 

No security protection. 

Up to and including CONFIDENTIAL, 
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Section XII 

RECEIPTS 

Document disclosed under the Access to Info, 
Document divulgue en vertu de Ia Loi sur f'acces 

RESTRICTED 

"Request for Messenger Services", form FIN/TBD 140-3 are 
available from the departmental Mail and Messenger Centre, 
Whenever classified material is to be sent by hand of 
departmental messengers outside the Departments of Finance and 
Treasury Board, one of these forme is to be fully completed and 
attached by the sender to the envelope or parcel that is to be 
delivered. A record should always be made of the control number 
found on the transmittal form for tracing purposes, 

If some question arises as to non-receipt of the 
envelope or parcel, the transmittal form which is retained in the 
Mail and Messenger Centre for a period of six months, will 
identify the originating office, the messenger who made the 
delivery and the identity of the recipient. 

Whenever SECRET or TOP SECRET material or particularly 
sensitive CONFIDENTIAL material is being sent outside the two 
departments, a receipt form is to be enclosed inside the inner 
envelope. The form should be prepared in triplicate and two 
copies enclosed, one to be signed and returned, the other to be 
retained by the recipient. The third copy should be kept by the 
sender until th e signed copy is returned, If the receipted copy 
has not been returned within a reasonable period, tracing action 
should be initiated promptly. The receipt form can be prepared 
in any format suitable for the purpose but must include name and 
address of the addressee, the originator's identification and 
return address, sufficient identification of the material itself, 
and the security classification of the receipt form both when 
attached to the enclosure and after it h as been detached from the 
enclosure. 

A suggested form of receipt is illustrated on the 
following page. 
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TO: 

RESTRICTED 

DEPA RTMENT OF F IN ANCE - TREASURY BOA RD SEC RET AR I AT 

TRANSMITTAL AND ACK NOWLEDGEMEN T FORM 
( Specimen On l y) 

(Addruaee) 

SECURITY CLASSIFICATION 

WITH ENCLOS URE; 

CONFIDENTIAL (Personnel Management) 

WITHOUT ENCLOSURE: 

Unclassified 

THE DOCUMENT(S) LISTED BELOW I S (ARE) TRANSMITTED HEREWITH. 

PLEASE SIGN AND RETURN ONE COPY OF THI S ~ORM TO ORIGINATOR. 

Treasury Board Lettar 19&7-15 dated ~arch 6, 1967, 

(If the heading of this particular letter "Security of 
Personnel Docu ments and Correspondence" was included in the 
descript i on of th e document, the security claesification 
without enc loaur a would h ave to be RESTRIC TE D because the 
heading, wh i le not ful l y revealing the subject mat~er, 
i dentif ies it t o th e extant t h at the heading itaelf ahould be 
classified , } 

REC EIPT IS ACKNOWLEDGED OF THE 
MATERIAL LISTED ABOVE! 

RECIPIENT I 
(Signature) 

TITLE OR OFFICE: 

DATE: 

ORIGINATOR: 

TITLE 

ADDRESS 
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Se c tion XIII 

CLASSIFIED WASTE 

Document disclosed under the Access 
Document divulgue en vertu de Ia Loi sur, ,, 

RESTRICTED 

It 1& essential that any ma t erial containing claasified 
infor~atio n be completely destroyed when it is of no further use. 
It is e qually i~portant that such material be given adequate 
protectio n until it is actually destroyed. This applies not only 
to classif ied official correspondence and documents for which 
destructio n authorit1 has been obtained, but equally to notes, 
drafts, r ough copies, stencils, carbons , pages from 
stenograph ers' notebooks, type~riter ribbons, discarded typed 
pages, ta pes or discs used with dictating equipme nt, surplus 
copies, and similar waste arising from work on classified 
official co r r espondence or documents. 

Th e criteria for determining when a carbon paper or 
typewriter ribbon must be considered classified waste are that it 
has been us ed in the typing of a classified document and that the 
typed tex t can be identified by e~amination of the carbon paper 
or the ribb o n . The so-called carbon ribbons and any other type 
of one-time ribb on readily reveal what has been typed on them, so 
must be treated as classified waste. The common ribbons which 
re-wind themsel ves and are used over and over again would not 
discloae a typed text after it had been over-typed several times. 
If, ho~ever, a n e w ribbon was u s ed in preparing a document, that 
ribbon must be treated as classified waste until the text has 
been over-typed a t least twice, 

Disposal 

Clas sifi e d waste ariaing out of work o n material which 
has a securit y c lassification of RESTRICTED may be disposed of by 
reducing it t o sm all pieces and mi~ing it with unclassified 
waste, Cl a ss if i e d waste arising out of work on material which 
has a classif i cation of CONFIDENTIAL or higher must be destroyed 
by burning, pulp i ng or shred ding under authorized supervision and 
procedures. Classified waste from the Depart~ents of Finance and 
Treasury Bo a rd i s d e stroyed by fire or pulping, under 
supervision, i n Gov ernment facilities . Bags containing the 
classified wa ste accumul at e in the charge of the Depar t mental 
Hail Room and per i od ically are taken under escort to the 
incinerator facilities, 

Preparation for Dispos al 

Offices where there is a considerable v olu me of 
classified waste are provided with "burn bags". Offices which do 
not have burn bags as such s hould improvise by using large 
envelopes fo r the purpos e , Us ed envelopes can be utilized, but, 
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RESTRICTED 

to ensure that the purpose is readily apparent, all addresses or 
names on the envelopes must be defaced, Whether a new or used 
envelope is being utilized for the purpose, the word BURN must be 
printed in large letters, preferably by coloured pencil or pen, 
across both front and back of the envelope. Burn bags are to be 
turned over frequently to departmental messengers to be emptied 
and returned, Material in BURN envelopes must not be allowed to 
accumulate, The envelopes clearly marked BURN are to be turned 
over to depart~ental messengers to be added unopened to the 
accumulated classified waste which is being held in safe custody. 
Before being turned over to the messenger, the envelope is to be 
closed with its own gummed flap or with staples or transparent 
tape. 

Before material is placed in a burn bag or burn 
envelope, metal objects such as typewriter ribbon reels, paper 
clips, pins and paper fasteners are to be removed as they will 
clog the incinerator, and may injure the persons handling the 
destruction, Staple& need not be removed, Waste material that 
is to be destroyed by burning should not be torn into small 
pieces before bein~ put into the burn bag or envelope. This 
makes it difficult to safely transfer the material from container 
to incinerator, When it is being put into a burn bag or envelope 
it should be torn in half and crumpled, 

Dictating Esuipment 

Recording discs and tapes containing classified 
information must be cleared as soon as possible and, until they 
are cleared, must be given the same protection afforded written 
material of the same classification, 
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Section XIV 

ocument disclosed under the Access to 
Document divulgue en vertu de Ia Loi sur f'aco 

RESTRICTED 

CLASSIFIED MATERIAL ENTRUSTED TO OFFICIALS OVERNIGHT 

It is realized that it will sometimes be necessary for 
officials to work on classified documents at their homes in the 
evening or on weekends, Because of the obvious dangers to 
security inherent in this practice. it is atrongly urged that it 
be limited to aa few officers as possible, and that they are 
thoroughly instructed in all the principles set out in this 
manual. particularly those concerning the preparation, packaging, 
transmiss ion, custody and destruction of classified material. In 
addition, the following general rules should be strictly adhered 
to: 

PROCEDURES FOR HANDLING MATERIAL TAKEN OVERNIGHT 

Documents to be taken home should be carried at all 
times in a locked container; 

The exact contents of the container should be known to 
the officer removing documents. If there are any 
classified documents, a brief record of them should be 
made and kept in the office; 

In transit, and particularly in public conveyances, the 
container must never be placed in a luggage rack or 
under a seat. but should be in the officer's physical 
possassiou at all times; 

In private automobiles, the container must at all times 
be in the possession of the officer responsible, and 
should not at any time be left in the automobile. even 
if it is locked; 

At the officer's residence, the container should be 
placed out of sight in a safe place. and under no 
circumstances should the container be left where it is 
available to children, tradesmen or casual visitors; 

After the officer has completed his evening's work, all 
the documents should be locked in the container and 
stored in a safe place. The officer responsible should 
not leave the house during the evening; 

Before leaving for work in the morning, the officer 
should check the contents of his briefcase or other 
container, in order to ensure that all the documents he 
removed from his office are accounted for; 

On arrival at the office, all the documents should be 
removed from the container, checked against the record 
of removal and placed in proper custody. 
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RESTRICTED 

Officers are rem i nded that even if th e abo v e procedu r e s 
are fo llowed there a re a g r ea t many da ngers in removing do cume nt s 
from t heir p ro pe r cust ody overnight 0 a nd the prac t ice sho u ld be 
str i ct ly limit e d. 
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Document disclosed under the Access to ln~rmation Act 
Document divulgue en vertu de Ia Loi sur f'acces a /'information 

RESTRICTED 

Sec t ion XV 

COMMUNICATIONS SECURITY 

Definition and Requirement 

Communications security comprises the measures 
instituted to protect our national communications from 
intercept ion o r monitoring by unauthorized persons. Although 
complete protection cannot be realized, the aim of communications 
security is to reduce to a minimum the amount of information 
which an unauthorized person can derive from listening to and 
studying the transmission of language messages over radio or wire 
circuits. 

Cryptographic Security 

All classified information transmitted by the 
Departments of Finance and Treasury Board by any communications 
system must be protected by means of an approved cryptographic 
system, Under no circumstances may classified information be 
transmitted by means of any electrical communications system, 
whether radio, land-line or submarine cable, in clear or in 
"commercial code", that is, a code designed to provide privacy or 
brevity rather than security, 

Messages for dispatch to Canadian Posts abroad will be 
sent through the Department of External Affairs Netwgrk. All 
such messages should be written on Message Form EXT 18 (2 copies) 
and delivered under proper cover to the Communications Centre 0 

Department of External Affairs through the departmental messenger 
service, 

On rare occasions , the Departments of Finance and 
Treasury Board need to send classified information within Canada. 
When such a need is established, arrangements can be made through 
the Security Officer or the Assistant Security Officer to 
dispatch such information through Police secure wireless 
networks. 

Telephone Security 

It must be ass u med that, pending the availability of 
suitable speech secrecy equipment, telephone communications are 
insecure , whether the channels used are routed by land-line, 
microwave radio, s u bmarine cable, or any combination of these. 
Telephone conve r sations can be intercepted either by casual 
eavesdropping at r elay or switching centres, or as a result of 
deliberate moni t oring of the circuit. 
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RESTRICTED 

At the present time the moat effective security 
protection for telephone communications is the vigilance of the 
persons transmitting the messages. The telephone must not be 
used to communicate classified information, except in an 
emergency when the need for speed may override the security 
require~ent. 
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Section XVI 

paocEDURES FOR PRINTING CLASSIFIED MATERIAL 

In-house Printing 

The Department of Supply and Services Printing Plant 
within the building is secured and can handle small classified 
jobs. Manusc ripts are returned to authors, and plates unlese 
asked for, ar e destroyed in classified waste. 

Outside Printin$ 

Classif ied material which requires to be printed outside 
of the building is referred to the Publications Unit. After 
consulting with the author, the Unit ensures that the job is let 
out to a Department of Supply and Services Printing Plant cleared 
to the degree of security imposed by the project. 

The job is logged in and is followed through until the 
final product is retuyned to the Unit. The manuscript is 
returned to the author, and plates unless asked for, are 
destroyed in classified waste. 

Distribution of such material if requested to be done by 
the Unit, is recorded in such a manner as to give the date and 
method of distribution, and the names of the recipients. 
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Classes 

RESTRICTED 

Section XVI I 

PROCEDURES FOR HANDLING CABINET DOCUMENTS 

Cabinet documents are divided into t wo c l as s e s: 

t hose documents which must be returned wi t hin 30 d ays to 
the Privy Council Office. each copy of which is 
separately numbered. and which carry a specific 
prohibition against copying. They are Cabin et agendas, 
Reports of Cabinet Committees and Cabin e t Committee 

agendas. 

Documents which do not have to be retu rned to the Privy 
Council Office, which have no specific prohibitions 
against copying but which are to be t r eated in 
accordance with the security classification t hey carry, 
Th e y are Cabinet memoranda and Records of Decisions, 

Returnable Documents 

Returnable documents should be restricted to those 
having a »need to know" and records should allow a n accurate 
audit o f th e flow and poss e ssion of any particular document , 
They s h ou l d b e ret urne d t o the Priv y Council Office wi t hin 30 
days o f da te of receip t a s stamped on the document , 

Non- returnable Do c uments 

Document s wh ich a re not returnable should be placed on 
the relevant subject file in appropriate Records Offices where 
they wil l re ce ive the pro t ection indicated by the classification 
level and should not b e k e pt elsewhere. Although copying of the 
non-returnab le document s is not prohibited, it is to be avoided. 
Officers who have a " ne e d to know" may, howeve r, copy relevant 

extracts. 

Where copies of n o n -returnabl e doc u men t s exceed t he 
requi r ement for fil i ng, t he extras will be d e stroyed by the 
Records Office in secret waste and a record main t ained of the 
action taken , 

Queries 

Que rie s concerning the se docume nts sho u l d b e r e f erred t o 
the Executive Assistants t o the Deputy Minist er of Fin ance and 
the Secretary of the Treasury Board. 
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