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CONFIDEXTIAL
PREFACE

1, For the purposesof this book, security means tge
taking of measures to prevent, or at ieast hinder, the collection
of classified information by agents of any foreign power. Thesa
meapures are ulso dceigned to prevent or hinder any unauthorized
persons from having knowlecdge of classified information, since

through ignorance, carelessness or weakness they may become channels

by which olassified information may reach agents of a foreign power.,

2, Spies rust do two things: they must collect in-
formation, end they musi communicate what they have collected to
their masters. All the regulations which follow are designed to
prevent them from obtaining information in the first place. Tho
reason for euch regulation should therefore be apparent. Where it
is not apparent the regulation must be taken on trust., FEspionage
has been carried out for centuries, and experts in this fisld
have a long expericnce of how it can best be combatted. These

regulations are an application of that experience,

3. The instructions conteined in this book lay down
the minimum security requirements which ell departments and agen-
cies are to enforce. Because security is largely an interdepartmente)
problen, the need for consistency of seccurity procedures among
al) depsrimonts und agencies is paremount, Security obviously
cannot e satisfaclorily maintained if one department applies less
effective stundurds than another. The instructions which this
booklct contains are therefore randatory. Security control, hcwever,
is & departmeutal responsibility, and therefore an additional
duty rests on cach dopartment and each official to tuke such further
measures as may in particular circumstances seen necessary to rcet

the individual nocds of n dcpartment.
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4. Many of the regulations, however, are only deter-
rents to espionage, for there is no security measure which can
fully protect a department or agency which may number a foreign
agent among its employees., For this reason they must be supple-
mented by the initiative, vigilance and common sense of all
persons vho are permitted access to classified information. All
departments and agencies handling classified information are
required by Cabinet Directive to appoint a security officer, whose
responsibility it is to ensure that these regulations are

effectively edministcred.

5. The principle upon which all good security must
be based is that classified information should be made awailable
only to persons who have hud an appropriate security clearance
and vho need to have such information in the performance of their
duties, It should not be mnde available to persons merely because
o} the positions they hold or the level to which thsy have been
cleared for security., It is the responsibility of senior
officers to decide which information is or is not relevant to the

duties of their staff,

6, The regulations are being circuleted to all
departrents and agencies, and may be usefully distributed to such
senior officials as may require them. They are not, however, in-
tended for distribution to all employees. The Panel has assumed
that they will form the basis of departmeninl regulations designed

to meet the particulur circumstances of each deparincnt or egency.

.

R.B. Bryce,
Chairman of the Security Panel,
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I. - SECURITY OF DOCULMNTS

A. Definitions of Classifications

1. All official documents produced by the Canadian
public service are the propsrty of the Canadiun Government. MNost
of these documents, together with those on loan from other
governments, require some form of protection. The degree of
security protoction that a documont requires will be indicated by
a classificution placed preferably in its top right-hand corner.
There are four classifications which are generally recognized »y
the North Atlantic Treaty Organization, and they apply not
only to letters, memoranda, telegrams, reports and photographs,
but also to notes, rough copies, stencils, carbons, stenographers'
notebooks, sketches, discs and tapes used in connection with

dictating equipment, eltc.

2, The following ure definitions of the four clnssi-
fications together with examples of their application., It is to
be noted that the function of these classifications is to indicate
the degrce of precavtionary meapuros which must be taken to

protect the documents or other r«terial on which they appear.

EP Secret

3. Docwaents, informiiion and material are to be
clussified Top Secret when thoir sccurity aspect is para sount,
and when their urauthorized disclosure would cause eascptienally
grave dunage to the nation. From this peneral desceription it
will be scen that the clussification of Top Scerct should be used
only rarely. Yhen it is used, the user should first be certain
that all the speciel measuros which are:contingent upoun its use

.
ere in fact fully justificd. The following are examples of sub-

jects falling, within this cabegory:
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(a) Documents or material containing
plens for the defence of the nation
as & wholc or of strategic areas
vital to its defence;

(b) Information on new and important
munitions of war, including important
scientific and technical developments
directly connccted with the defence of
the nntion;

(c) Detailed information on new or pro-
posed defenco alliances, and on the

defence plans of allied nations.

Secret

4, Documents, information and material are tc be
classcified Secret when their unauthorized disclosure would en-
danger national security, cause scrious injury to the interests
or prealige of the nation, or would be of substantial advantage
to a foreign powcr., The following arc examples of subjects falling

within this cetegory:

(a) Minutoes or records of discussions
of Cubinet or Cabinet Cormittess;

(b) Documents or material containing
plans for the dcfence of arcas &nd
installations of other than vital
strutegic inportance;

(c) Documrnts or matorial directly per-
tairing Lo current and important
negolintions with foreign powers;

(d) Perticulars of the nationnl budget

prior to its official rclease;
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(¢) Iniormstion sbout fereign powers,
the valuc of which lies in concealing
our possession of it;

(f) Information about new and inmportant
scientific and technical developments
perteining to national defence;

(g) Inform:tion about the identity or
composition of scientific or military
units employed on operations involving
techniques, the knowledge of which
would be of substential value to a

foreign power.

Confidentsal *

5, Documents, information and material are to be
cluszified Confidential when their unauthorized disclosure would
be prejudicial to the intorecsis or prestige of the nation, would
causc darnge to an individunl, and would be of advantage to a
foreign power. The following are examples of subjects falling
within this eategory:

(a) Information of a personal or
disciplinary nature which should be
protected for administrative reasons;

(b) Minutes or rocords of discussions
of interdepartrnental commitiees when
the contint of such minules or
records docs nol fall within a higher

catepory;

¥ Documents which are 'Confidential! not in the sense of a
security classification as uscd here, bul merely private
and personal, should be marked "In Confidence" or "Private
end Personal", Thesc desipnations cun be used, for instance,
on ceriain leticrs to provincinl governments or to comcreisl
organizations vhere the contents arc for the private informa-
tion of the anddreszsec and rust noc be made public, but do
not nred the protuction piven to a document bearving the
creurity clacsification '"Confidentinl?,
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{c) Political and economic reports
vhich would be of advantage to &
foreign'power but which do not
fall in the Secret category;

(d) Private views of officials on
public events which are not in-

tended to be disclosed,

6. Documents, information and mtez:ial are to be
classified Rastricted vhen they should not be published or com-
municated to anyone except for official purposes, and when they

are not classified in any of the three previous categories,

B. General Principles Governing

Classification of Documents

7. Strict adherence to the rules governing the
classification of documents ic the basis of good security., All
classified documents must bear tho sccurity marking preferably
on the top right-hand corner of the page, Classified documcnts
includc, in addition to letiers, memoranda, telegrams, reports and
photogrzphs, notes, rough copies, stencils, carbons, stenographers’
notebooks, sketches, discs and tapes used in connection with

dictating equipment, etec.

8. The followving important principles should be torne
in mind in giving o classification to a document:
(a) Each docuwmt will be classified on its
merits by roferonce to its contenls and

their impliculions and not by reference
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to an automutic test, e,g. the
classification of other documents in
the same series. Covering letters

or reference slips will bear the same
classification as the document to
which they are.appended, and will in-
dicate how thoy should be classified
when appended documents are removed. A
reference to a classified document will
bear the sume classification as the
original only if the contents of the
original are madc clear in the reference.
An extract from a classified document
will bear the same classificafion as
the original), except where the extract
is obviously of a lower category.

Where therc is doubt, the originator

should be consulted.

It should be borne in mind that the

source of the information contained in a
documcnt may justify a higher classifica=-
tion than the informition taken by

itself would at firsi seem to warrant,
e.g. Confidential information obtained
from a very delicate source may justify
the classification of a document as
Secret., That is, the process by which the
information was obtained may require more

protection than the information itself,

The tendency to give too high a
claszification to information is a natural

onc, bui. the result is to clog the
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the machinery for dealing with documents
and to allow personnel to become so
femiliar with handling highly classified
material that the significance of the
classification becomes obscured, ﬁarticularly
if persons handling the material recognize
that it is over-classified,

The classificction appropriate to a
document may alter with the passage of
time, end departments should arrange

to reviow elassified documents as and when
required. Documents received from other
departmente should not be dovngraded without
the approval of the originating dééart-
ment, In the caso of reports from
intelligence sources, factors other than
the contents of the report may necd to be
considered, Whon it has been decided

to regrade a document or when notification
has becn received from an originating
depertment about regrading one of their
documents, the old security classification
should be delcted in ink and the new one

substituted. The deletion should be sipned

and dated by the officer responsible and
a note madcvof eny documentary authority
for it. It is strongly recormendod that
the originating departneut indieate wherever
possible, either at ihe time of issue or
later, that a document may be dowmgraded

after a given date or evenl,
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C. Preporution of Classified Documents

9. During the course of preparationrof 2 classified
docunent a number of auxiliary papers and items which require
protection nay accurulate. These will usually be in the forn of
notes, rough copics, stencils, c‘arbons, stenographers' notebooks,
sketches, discs and tapes used in connection ﬁth dictating
equipment, etc, An important document may frequently pass through
& number of draft typescripts before it reaches its final form,
A1l these auxiliary papers should be classified when they are nade

end given the degree of protection they require,

10. Documents in their final fornm should bear a
clear classification preferadly in the upper right-hand corner
of each pege. In addition all Top Secret documents should bear
the classification at both tro top and bottom of each page, and
& copy number should be shown on the first page or title shect.
A rccord should be maintained of the disposition of each numbercd

copy of all Top Secret documents,

11, Only the required number of copies of documenis
of all classifications should be made. When comuon sense requires
that a few edditional sparc copics should be kept in reserve, a

note should be mude of the number, Once it is apparent that no

further copies will be called for, all the spares should be
destroyed, if the document originated in the department. Other-
wise, the originating department should be consulted before spare
copicz arc dectroyed. A Top Secrot document should never be

copied in cxtenso without the consent of the oririnator,

12, When the final version of a classified docuwment
is completed, all the auxiliary papers referred to above should
be destroyed in accordance with the rogulation set out in scction

1.H. below,
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D. Transnission of Classified Documents

13. One of the weakest points in any security system
lies in its communications, When documents ere being transmitted
from one point to another it is difficult to give them the degrec
of protection they require., This woaknoss is particularly
eggravated vhen they are given to a public communications system
or placed in the care of persons whose reliability may not be

assured,

14, For this reason documents classified Top Secret,
Secret and Confidential should be sent within or without Cannda
by an officially secaled diplomutic or service bag, or by safe ha:d
of messenger or employeses who havo bcen given an adcquate security
clearance in accordance with the current Cabinet Directive on
sccurity investigation., Documents clussified Restricted which
are to be sent between points within Cannda mny be comnitted to

the open mail, provided they erec packaged in two envelopes.

15, However, because of the great distances which
clessified docunents must sometimes iravel, and becausc of the
expenditures involved in maintaining a messenger or courier
service, Registered Mail may be used for transmitting elaszificd

docunznts under the following circumstunces:

(a) For the transmission within a Canadian city
or locality, except within Ottava, of docunonts
classified Confidertinl when there is no
material of a higher classification and the
small volume of Confidential material docs not
Justify the usc of a messocnger service., Ottarn
has been execpted becanse the great tulk of
classificd information passing between depart-

ments and agencies within the Capita) requires
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the maintenance of messonger services .
adequate to ﬁnke the use of Registered Mail
unjustified;
(v) For the transmission within Canada (but
not within a city or locality) of documents
( classified Sceret or Confidential when
adequate courier services do not exist;
(¢) For the transmission, by Air Mail enly,
between Canada, the United Kingdom and the
United States of documents clessified
Confidential or Restricted when no adequate
diplomatic or service bag capable of
handling the volume is available;
(d) For the transmission between points lying
entirely within Australia, New Zealend,
( South Africa, the Ynited Kingdom or the
United States of documents classified Cone
fidential or kestricted when no adequate

diplomatic or scrvice beg is available.

16. It is recognized that some departments and agencies
may face exceptional problems of comrunication, particularly with
respect to Top Secret material, which will require special arrange-

ments. These may be made only with the concurrence of the

Chairman of the Sccurity Pancl, who will refer difficull natters

to the Panel itself.

E. Peckaping of Classifiad Docunents

17, It is importsni to cnsurc that classificd
documentz in trensit be kept from the eyes of unauthorised persons,

and they should thercforc be covered at all timos during
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transmission. The extent and naturc of the cover will be dictated
by the security risk involved in the method of transmission which

is to be used. Obviously the security risk involved in trans-
mitting clascified documents from office to office within a building
is not as great as that involved in transmission from building

to building, frem city to city within Canada, or outside tho
country, Therefore, in each of these cases, certain basic rules

must be borne in mind,

18. Departments end ngencios aro asked to noto that
all "By liand" delivcries should be encloscd in a bug or box which
can be securely locked, even though the documents themselves nay
be enclosed in double envelopes. The purpose of this measurc is
to prevent envelopes being inadvertently dropped or otherwise mis-
laid in transit by hurrying messengers. This extra cover is
obviously not required for documents enclosed in an officially

sezled diplomatic or service beg,

19. Vhen documents are being transmitted which contain
highly sensitive information or informution which would cause
embarrassncnt in the wrong hrnds, it is a useful measure to add

to the addrcss the words "To be opened only by........".

20. It is also to be noted that whencver sealing wax
is used, it must be stemped with an official stamp or seal, which
mist at no time be accessible to other then authorized staff, In
order to avoid eny possible confusion, the word "sealed" in the
following paragruphs means "stuck down", and should be distinguished

from "scaled with sealing wax".

2l. 1In accordunce with these rules and principles,

the packaging of classificd documents will be as follows:
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(2) From Office to Office within a Building

(1) A docurent classified Top Secret or
Secret boing sent by messenger from .
office to office within a building must
be in a sealed and‘properly addressed
envelope bearing the security classifi-
cation of the document, or in a locked
container;

(1i) A documemt classified Confidential

being sont by messenger from office
to office within a building should be in
e closed and properly addressed envelope
bearing the sccurity classification of
the document, or in a closed conteiner;

(iii) Within restricted areas inside a
building (sec para. 44 below), the
manner in which classificd documenis ere
sent from office to office may be
left to the discretion of the scourity

officer,

(®) From Building to Building

within a City or Locnlity

(1) A document elassified Top Secret or
Secret being sent from one building to
another within a city or loeslity must
be in two envelopes. The inner
envelope must bear tie correct adiress and
the scourity elassificution of the
documuril it contains and must bo sealed
with sealing wax, The ouler envelope

mist not under any eircunmstances benr a
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sccurity classification but should be
properly eddressed eand markod "By Hand";
(11) A document classified Confidential
being sent by messenger from building
to building within a city or locality
must be in a sealed envelope bearing the
correct address and the security

classification, and must be marked "By Hand";

(i1i) A document classified Confidentisal
being sent by Registered Mail within a
city or locality must be in two
envelopes. The inner envelope must bear
the corroct address and the security
clescification of the document it con-
tains. The outer envelope must not under
any circumstances bear the security
classification, but must be clearly

marked "Registered Mail,

(¢) From City to City within Canada

(i) A document classified Top Sccret or
Sccrct being sont from city to city within
Canada by mossenger or courier must be in
an envelope scaled with sealing wax,
bearing the correct address m:d tho
sccurity classification of the document
it contains and marked "By Hand". The
envelope must be in a securcly locked
bag or container braring the departmental
title or other adegquate indization of
government owiership, and the bag must

not be openod ~n route;
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(ii) A document classified Confidential
being sent from city to city within Canada
by messenger or ocourier mist be pa‘cl;aged
as in (c)(i) above, except that the
inrer envelope need not i>e scaled with
sealing wax;

(1ii) A document classified Secret being sent
from city to city within Canesda by
Registered Mail must be in two envelopes.
The inner envelope must bear the correct
address and the security clessifiecation
of the document it contains, and must be
sealed with sceling wax, The outer °
envelope must not under any circumstances
bear the security classification but must
be clearly marked "Registered tail";

(iv) A document classified Confidential being
sent from city to city within Canada by
Registered Mail must be packaged as in (c)
(iii) ebove, except that the inner

envelope need not be scaled with sealing wax,

(d) Qutside Conndn

(i) A document classified Top Secrct or
Secrct being sent outside Canada by
officinlly sealed diplomatic or service
bag rmust be in an envelope scaled with
sealing wax becaring the security classifi-
cation of the document it contains end
the correct address;

(ii) A document clnn.sif‘iod Confidential being

scnt oulaide Connda by or!"ic‘\r\.lly scenled
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diplomatic or service bag rust be in a
sealed envelope bearing the classification
of the document it contains and the
correct address;

(4ii) A document classified Confidential or.
Restricted being sent outside Canada by
Registored Hail (see sub-paragraphs 15(d)
and (e) above) must be enclosed in two
envelopes. The inner envelope mist boar
the security classification of the
document it contains and the corrcct
eddress and must be sealed with sealing wax,
The outer envelope must not under any
circumstances bear a security classifica-
tion but should be clearly marked

"Registered Mail',

F. Receipts

22, When a department or agency sends a classified
document or classified materinl to another office wnder the safe-
guards set out in sections D and E, it is dasirablé whenever possible
to have assurance that the document or material hes arrived at
its destination safely. Assurance of this kind can be provided by

& system of receipts,

23, However, in view of the bulk of classified material
passing deily from office to office within the governnent service,
it is clearly impracticul and uneconomicul to require a signed
receipt in every case. It is, howovor, mandntory tht documents
or materinl elussified Top Soervt and beiny sont outside a

building be accompanied by & rcccipt which should bo siged by
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the recipient and returned to the sender without delay, If a
receipt for a Top Secret docunent is not received within a reasonable
length of time the originator should immediately make enquiries

( as to the whereabouts of the document. It is recommended that
departments and ageﬁcies use a similar receipt uystet:_x. for Top Secret

documents when they are moved from office to office within a building.

24, Receipts for classified documents should be made in
at least two copies in order that a carbon copy may be retained on
file as a record of receipted documents sent out, and ageinst
which the original copy of the receipt may be checked when it is

returned,

25. For documents classified Top Sccret, Sccret or Con-

( fidential being sent outside a building by safe hand, it is strongly
recommended that departments and agencies require a number to be
allotted to each envelope or package and have the number entered
in & book in which the sipgnature of the recipient is to be written
opposite each item. The head messenger, or another responsible
person designated by the sccurity officer, should check the signa-
ture after each delivery. Only if a system of this kind is

followed is it possible to trace a lost document,

G. Custody of Classified locumenis

( 26. Classified documents should be stored 'in con-
tainers which provide a degree of protection suitable to the level
of clessification, The degree of protection required from the
container will in turn depend upon 'thc general security of the
premises and the nature of the locality i}'\ vhich they stand,

For instance, in a bujlding with barred windows or other perivater

proteclion where thero is a twenty-four hour guard syaten a
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container providing only a moderate degree of security might be
.

acceptable but would bo considered inadequate in an eantirely un-

protectod building,

27. Thercfore no hard and fast rules can be laid down
concerning the use of containers, but it is mandatory that
departments and agencies use only equipment of & patiern that has
been tested by the R.C,M,Police laboratories and approved by

the Security Panel, Lists of this equipment have been provided

to security officers throughout the government service,

28. Advice as to the sccurity standard of equipment
desirablo in ony particular circumstances is immediately availsble
to depariments und upencics in Oliawa from the Lock Inspection

and Maintenance Team provided by the R.C.M.Police laboratories.
This tean can be called in for consultation by writing to the
Officer-in-Charge, Crimc Detection Laboratory, R.C.l{.Police, Ottava,

The team will also provide a regular lock maintenance service

for containers on request,

29. Further information on the security of safe dial

combinations and keys is to be found in paregraphs 42-44 below,

H. Destruction of Classified Picuments

30, It is essential that any material containing
classified information be completely destroyed when it is of no

It is equally important{ that such materinl be given

further use.
adequate protection until it is actually destroyed. The maxner

in which this protcction is provided for clessified waste must be
determined by the general sceurity of the promises, but the fol-

lowing minimum stundards are provided for the puidance of departmonts

and apcuecies:
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(2) Classified waste must bﬂ'bluced in -
plainly rarked receptacles used solely for
this purpose. Wire baskets must not be
used;

(b) During working hours classified waste
should not at any time be left unattended
in'unlocked roons or officos;

(c) Classified waste should be gathered at
the end of every day by a responsible
person or persons vho have been given an
adequate sceurity clearance, and should be
stored in a sccurely locked stecl container
until it can be destroyed;

(d) Care must be ta%en to safeguard clossified
waste while it is in transit from a place
of storage Lo the destruction fucilities,

31. The destruclion of classified waste must be accenrlisk:a3
under the supervision of a compelent person who has baen given =
adequate sceurity clesrance. Burning or pulping are brcferrtd tetbods
but shredders approved and listed by the Security Sub-Pansl afics
testing by the R.C.M. Police may be used without further recourse {o
burning or pulping where circunstances warrant, If pepers are

burncd they must be reduced to ashen unrecogaizable as purers. It is

strongly recormended that a signrd certifteate of destruciion shondd
be oblzined on euch occunion;

32. Reeording discs and Lapes containing elassificd
inforration should be periodically eleared if thoy ave to be used

agzin, and should be kept in a safe ‘place at all tiriea,
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II. - SECURITY OF STAFF

A. Security Enquiries

33. Security in the public service of Canada is
escentislly a part of good administration, which may be placed in
Jeopurdy either by porsons who are disloyal or by persons who sre
unreliable becauce of defects in.their oharacter. In order that
deparimenls and agencics of the government may be properly adminis-
tered, department and sgency licads must satisfy themselves as to

the suitabilitly of personnel beiore they are employed,

34. It remains an esseniial of Canadian security policy
that & person who is a member of a Communist party, or a perscn
vho by his words or actions consistently shows himsclf to belisve
in Soviel Corvaunism, or iu any other ideology which advocntes the
overthrow of governmeni by force, should not when known be por-
niticd to enter the pubilic rervice, Sueh persons discovered
within the public service must nol be allowed access to classificd
information. It is also cussentinl that persons whose defects in
character may lead to indiscretion or dishonesty, or may make then
likely subjects of blackrmail, be denied access to classified

information,

35. For these reasons it is nccessary for the goveri-
ment Lo muke certuin enquiries into the backpround of persons who
arc to be givon access Lo elassilied information for which the
government is responnible,  The methods by which engquiries are teo

be made have been laid down in n Cabinel Directive,

B. Aduinistration of Ouths

36. It iy required under the Civil Service Act thot
every deputy hond, officer, elerk mnd employee in the Civil Sorvics
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teke and subscribe to the Qatll of Allegiance and the Oath of

Office and Secreey, subject to certain exemptions laid down by

Order-in-C

to classified informution, each departnent and agency is asked to
ensure that the employue sipns a doclaration indicating that his
or her attention has been dravn to tlie provisions of the Officinl'

Secrets Act. The signing of this declaration in no way obviates

the neceszity for an adequate sccurity clearance, A specimen

decluration is us follows:

My atlention hns been drawn to Lhe provisions of the
0fficinl Secrets Anl, 1939, and I g fully aware of the
serious conscquences which may follow any breach of such
provisions,

I undertake nol 'to mike any disclosure of classified
information gained by me as n result of ny enploymient to
any pereon not normally outhorized to receive it, orally

or in writing, withoul thn previous sanction of my superior

efficer in the department.

I understand a)so that Lhege provisions apply not
only durinf tle puriod of cnploynent but also after em-
Ployent witlh the Aepariment hes ceased,

I spurceiate that all the clnssified information
which 1 muy sequire or to which ) nay have access either
during or subzequenl to my viployiiul is information whieh
in eovired by Seclion 4 of 1h: Orfiecind Scerets Acl, 1939,
and ihut it would be a contravention of this Act for ne
aficr I have Jefl the Canndjan govermnent service -

(«) to publish withoul Jnwful authority any
such inforralion in any form, whether orally
or in any documant, article, book, play, film
or otherwive, or

(b) to cormuni cute without lawful authorivy any
such informilion Lo uny other person whather
or not such porson is or has beon cmployed in
the servic: of Lhe governaaont,

I further undertake, on lenving the department, to

surrcader any aketel, plan, moded, urticle, note or decusmont
made or acquired by me in Lhe courso of my ofricinl .uties,

8ave such ns 1 have been Mly anthoried Lo retuin by my
supcrior officer in Lhe depurtoont,

Simed

vouncil. In addition, before &ny person is given access

Vitnesged Date_
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7+ In order that Lhe indjvidunl might be impresssd

with the need of being nvire of sceurity precautions, the administ-
ration of ouths should not be done in a routine or casual manner,
The: duparinental or agency scourity officor should ensure that the
irpliecations of the procodurs: and Ll basie imporimnce of an
gunrencs; of seeurily are elearly ciplained to the enployce, Also,
a record should be kept of L o1th: and declarations signed by

the employee,

€+ Semirily Trainiug
38, Security repulalions anl procedures are often ree
PArdod nooa tiresone necciasity,  Feesise of their restrictive
nature anl beesuse Lhey are nren) 1y extraneous to the work upon
vhich n person 3o enpogued, o curily repuletions tend to be rea

end forrotien.
(8

39. Whern new ewploysen arce enpaged, sceurity regula-

tions and practiecs shenld b thorouphly explained, together with
the ressons Lehind Lhem, 1t should be inmpressad upon them that
the observance of these repulilions is their personal responsibiliiy

end that the scourily of the departient as a whole is only as

goud an Lhe scourity of eoch pembor, Use should be nnde nover

ponrible of the “iomorandmn on feeurity for Clericel Staff" issucd

by the Security Penel on Oclober 30th, 1952,

40. Although it is nol posuible to give formal training
in sccurity procedures to all members of the public service, .
periodic coursesn of lectures fire held for the benefit of all
departicnts] and apency seeurity officers, who my be consulied by
personre) on mailers of sceurity. Su-(:urity officers will also

find it a uscful practico Lo eireulate departmental sceurity

rogulstions periodieally Lo al) persounc] and Lo comduct lecturcs
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from Lite: Lo Line on verioug securi Ly subjocts, Ir socurity
matters con be put to personnel as natters of interest rather than
as an imposition of restrictions, departnental and agency security

officers will find their tusks a good deal lighter.

IIT. - SECURITY OF OF1'ICHS AND BUILDINGS .

A. Security of Offices

4l. Public servants handling classified ruterial mist
be certain that Lheir office doors are sccurely locked or that un-
authorized cnlry Lo the office 5z othervise prevented whenever
the office is unocoupicd cven for Lhe bricfest times during working
hours. Advice es to losks mosl. nppropriate in any piven ciroume
stuncus muy be obluined frum Lhe Lock Inspection and ilaintenance

( Tean of the R.C,H,Police (sue pngraph 28 above). Aprropriate
care should be taken of windows in offices on the growid floor,
Doors and windows in rooms housing classified naterial must be
securcly locked al night, and al) classified material, including
classificd waste, should L locked avay in approved sscurity con-

teiners. (sce scction I.G. above).

42. The dial combinations cf sceurity containers
within officus should be changed nt least every six months, on
the depariure of siluff who hnve hnd knowledge of combinations, or

when the combinations muy have been conpromised,

4%. The strictest contro) must be rmintained over the
use und storuge of keys, They should be isasued only to persons
who have been cleared for security and should, if possitle, be

locked in a sccure centrul container or left in the custody of

006911

e —

AGC-1049_0024



Document disclosed under the Access to ln‘forl:nation Act‘
Document divulgué en vertu de la Loj sur I'accés a l'information|

- od e

& guard when nol in use et niphl, An impression of a key can be
mede very quickly and sinply, and casous are known where very
important information has been compromised through the improper
control of keys. Keys permitting access to the offices may, if
essential, be rctained by responsible persons and a list of all

persons holding keys should be naintained,

44. It is recognized that some offices containing
classified material must be open, to some extent at least, to the
public during working hours. For this reason, it is recommended
that vherever possible a restricted erea should be set aside within
the premises to contain as much of the classificd material as
normal working conditions may permit,  In particular, registries
and cormunications eentres should be within this area. Thero
should, if possible, be only one entrance to this area which should
be shut off by a locking door. Kcys to this door should be held
only by cleared personnel who will neod to enter the area during
the course of their duties, Any other entrances to the area sheuld,
if possible, be kept permanently lock=d and the keys stored in a
safe place. Under any circumsiences it is essential to ensure that
visitors (scc paragraphs 54 - 56 below) are never left unattoended
in en erca vhere classified documents are openly available, Cleaning
staff should only be permitted in restricted arcas under super-

vision., Cleaning staff working in offices conluaining Top Secret

miterial should have been subjeet to a satisfactory security

clearance provided by the Deprrtment of Public Works.

45. Persons who have not received, and do not require,
& sccurity clearance, should not normally be permitted to work
in rooms with cleurecd personnel handling classified information,
Vhere wccommodution is such that complete segregation is
impossible, it is mandatory that classificd miterial never be
lefi unattended by eleurcd personnel] or made accessible te un-

authorized personnel,

e S et A St S r— e SR S
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B. OScourity of Buildings

46, It is important that adequatle measures are taken
to prevent illicit entry into a government building which houses
classified material, The extent of thesc neasures will depend
upon the nature of the guard system in force, (See paragraphs 48-53
below). Hovicver, as a general rule, all outside doors, windows
and other means of entry should be fitted with approved locks, end
protective equiprent may have to be used on windows accessidble
from the ground or from adjacent structures, depending upen the
kind of information which it is necossary to protect, Certnin
departments und agencies miy find it advisable to install an alarm
systen, vhich muy proloct Lhe whole building, or an arca in which
a lerge anount of classificd material is stored. The installation
of an alarn system rust be on the authorization of the departnent
or agency head, and it must be cfficiontly and consistently serviced

to bc of any use.

47. Keys to the outside of buildings may, if esscntial,
be retained by responsible persons vhose numbers should te

strictly limited. A list of such persons should be miintsined.

48. Sccurity puards dravm from the Canadian Corps of
Cormissionaires ore omployed by n number of departments and agen-

cies for duly in buildings exclusively occupied by a particular

department or agency. In such cases the strength of guard
details, the hours of duty and the standing orders wider which
the puards opcrate are the responsibility of the departront or

agency conccrned,

49. In buildings containing offices of more thin one
department or agency, the R.C.b.Police are responsible for the
administrative control of Cormissionnires employed as seeurity

ginrds, and departeents and apencics who share premises reqieting
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security guerds may make the necessiry arrangements with the
Comniscioner of the R.C.M.Police, However, whether or not ‘sv:ux'ity
guards are employed, it is important that departments and agencies
realize that they are at all times responsible for overall security

. in their buildings,

( 50. All guards employed in Canadian government buildings
vhere classified information is stored, whether they are drawn
from the Canadian Corps of Comnissionaires or are privately emp~-
loyed, should have rcccived a satisfactory security clearance,
Where the guards are the responsibility of a department or ageney,
the cocurity officer or o rospongible person designated by hin
should from time to time make a spot check at night to ensure that

the guards are cfficient and alert,

51. Where guards arc enploycd during the day on
entrences to buildings housing classified information they should
( normally permit entry of staff by recognition or on producticn of
a building pas:c card., (For the entry of visitors sec paragraph £4
below). Guards should be provided wiih a specimen pass eard in
all cazec. It is strongly recommended that departinents and agen-
cies use the standard pass curd, renewable annually, approved by
the Security Sub-Pancl. This provides a minimua standard,

Additional measures, such as the issuance of full identificatien

cards, may be desirable in certain buildings,

52. In many cascs during the day time it will not be

possible to employ puards ou all entrances to buildings. In these

( cages sccurity must rest with authorized staff within officcs n
vho rust ensure thal unauthiorized persons are not permitted to

sce clasuificd informalion or overhenr conversations dealing with

clessificd information,
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§3. During the quiect hours access to buildings should
nornally be limited to one entrance only, which is to be supervised
by & night guard, Al other entrances should be securely locked,
The night guard should permit entry only on production of a building
pass card. It may be desirable for the guard to be provided
with a list of staff permitted to enter at certain hours, In all
céses the guard should make a note of the name of a person admitted
to a building together with the times of arrival and departure,
These lists should be exanined at least weekly by the departmental

or agency security officer,

54. The control of visitors to buildings containing
classified information will depend upon the level of security
required and the number and nature of visitors, Where the work of
the office ic such that it hag been found desirable to permit
entry during working hours only at one entrance under the super=
vision of a guurd, visitors should be required at least to identify
themzelves snd state their business, It is for a departmental
or agency security officer to decide vhether an esoort system within

the building is desirable,

55. In buildings where there are entrances without
guards during working hours the econtrol of visitors must again rest
with the prescnce of suthorized staff within the offices,

Visitors must not be permitted to remain wiattended in rooms vhere

cluscified information is open to them.

56. Entry during tihe quiet hiours of visitors to
buildings housing classifisd information should be permitted by
night guards only on the instruetions of a responsible person who

is preseat to receive them,
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IV -~ CCMUNICATICNS SECURITY

A. Definiticn erd Reguirement

57. Cconunications sscurity coamprisos the measures
instituted to protect our national ccmmunications froa intercepiion
or monitoriag by uncuthorized porsons, Although cozploto protec-
ticn cannot be realizod, the aim of ecamunicatlons socurity is to
reduce to 2 ninimo the emcunt of information which an unauthorized
person cen derive from listoning to and studying tho two typos of

transmissionc: the transizission of language messages over radio
or wire circuits, cozmonly known as comﬁunications transaissions;
end the czissica of olectronic impulses (such as rader signals)
vhich do not contain language mossages, commonly knowa as noa-
cormunications or electronic transmissions, -
53. Ccxaunications security requiremenis may bo con-
( sidered undcr throo headings: Cryptographic Security, Transzissica
Security and Tclephone Security.

B. Cryptorraphic Security

59, All classifiecd informaiion transmitted by goverizment
departments and egencies by any coammunications systea must bo protec-
ted by means of a cryptographic systeam approved by the Cccmunications-
Elcctronic Sceurity Policy Ccamittce efter evalustion of its
effectivences and of the mothods of employing the ciphers. Under
no circunctances may elassified inforanction bo transmittcd by ncans
of any elcctrical comnunications systea, whether radio, land-line or

( sutzarine ceble, in clecar or in ®commorcial codo®, that is5, a codo
dosigned to provido privacy or brevity rather than sccurity.

60. Dopartrents which employ "ccumuoercial codes®™ for ilo
transmission of unclassified administrativo information zusi bear in
mird that no elezeat of security is obtained by their use. Inforzatica

B e,

and advico as to tho availadility and use both of approved eirfhers end
of ¥eczmercial codes® mey be obtained from the Comuunications-Zlcstroiic
Sceurity Policy Coz=itico which ean bo consulted throwih tho Scercissy

of the Sceurity Pancl,
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C. Transmizsica Security

61, Ceci- -+ of corcmnications transmissions doponds oz
strict adherence to ér..oved comrunications and message handling
procedures, and on carefu} ailention to the accurate classificatioz
of messagzes, Particular care must be taken to linmit to a minimin the
nusber of plain language and wnclassified nessages. This is ecessary
because a large number of individual messages, each of vinich may
eppear harmless in isolation, may over an extended period of time
reveal useful information on classified subjects. Replies or
references to classified messages, though they may contain no
classified inforration thenselves, must not be transaitied iz u-classie
fied form, since they can often be related to the messages to which
they refer, and thus may provide some indication of the contents of
the originel classified nessages,

62. Carec nust be exercised with regard to non-somminiie
cations transnissions as well as to cormaunications transnissio:s,
since valuable information can be obtained through their interception,
For instance, electronio systems such as navizational aids ani radars
ray emit signals which reveal thé technical characteristics o the
basic equipment, For this reason careful coasideration shoulj be Sivez
to the location, physieal security arrangements and operation of
establishmgnts waich might be engaged in the dévelop:ant, producsion
or operation of any such electronic systens,

63. Interception and monitoring operations Sireciod azainst

communications and non-corrunications transmissions my be carried out

w
e
o
O
“
<r
o
Cor

by urauthorized persons from fixed or mobilo cstablishmont
near the point of transnmission, Thereforo, in certain instauces it
may be advisable for the department or agoncy councerned, bolore

underiakinz the inztallation of radio commuiications systems or whe
Z &

planninz classified electronic projects, to consult <-e Communiontioise
Elcctronic Securivy Policy Committeo (CSPC) through the Scerctar: o
the Seeurity Panel, concerning the scourity aspects of sush instale

letions ard projects,
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D, Teleohone Sccurity

64. It nust be assumed that, pcnh':ﬁ the availadility of
suitable speech secrecy equipnent, telephons commmications are
insecure, whether the channels used are routed by landline, nicrou;ve
redio, subrarine cable, or any combination of thes ., Teleprone
conversations can be intercepted either by casual eavescropping
&t relay or switching centres, or as a result of deliborate
monitoring of the circuit,

€5. At the prescat time the most offectivo scourity
protection for telephone communications is the vigilanco of the
persons transnitting the messages, The telephone rust not be used

to comunicate classified information, except in an exnergency whexn

the need for speod may override the security requirement,
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V. - SECURITY OF CLACSSIFIED INFORMATION EXTRUSTED

TO PERSOiS OUTSIDE THE PUBLIC SERVICE

L.
€l. From time to time classified material must be given

to non-governmental organizations or to private individusls =
particularly in the defence industry, Since classified material
mist be protected wherever it may be, the government's security

regulations must apply with equal force in these cases,

67 622 Therefore a department or agency supplying
classified material to persons outside the public service must
ensure that the persons concorned are loyal and dependable, that
they are fully instructed in the principles of socurity, that
adequate security measures are taken, and that approved equipment

is aveilable,

VI, - SECURITY OF CLASSIFIED INFORMATION

ENTRUSTED TO OFFIC1ALS OVERNIGHT

(8 €%, It is realized that it will sometimes be neccssary
for officinls to work on classified documents at their homes in
the evening or on wecekends, Because of the obvious dangers to
security inherent in this practice, it is strongly urged that it be
limited to as few officors as possible, and that they arc thoroughly
instructed in all the principles set out in this booklet,
particularly those concerning the preparation, packaging, trans-
mission, custody and destruction of classificd documents. In
addition, the following general rules should be strictly adhered

to:
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(2) Documents to be taken home should be carried
at all times in a locked container;

(b) The exact contents of the container should
be known to the officer removing documents,

If there are any classifiad documents, a brief
record of them should be made and kept in the
office;

(¢) In trensit, end particularly in public con-
veyances, the container must never be placed
in a luggage rack or under a seat, but should
be in the officer's physical possession at
all times;

(d) 1In private automobiles, the container must at
8ll times be in the possession of the officer
responsible, and should not at any time be
left in the autonobile, even if it is locked;

(e) At the officer's residence, the container
should be placed out of sight in a safe place,
and under no circumstances should the con=-
tainer be left where it is availsble to children,
tradesmen or casual visitors;

(f) After the officer has completed his evening's

work, all the documents should be locked in

the container and stored in a safe place. The
officer respénsihlc should not leave thc house
during the evening;

(g) Before leaving for work in the morning,
the officer should check the contents of his
briefcase or other cohtnincr, in order to
ensure that all the documents he removed from

his office are accounted for;
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(h) On arrival at the office, all the documents
should be renoved from the container, checked
against the record of removal and placed in

proper custody.

Departments end agencics are reminded that even if the above
procedures are followed there are & great many dangers in removing
documents from their proper custody overnight, and the practice

should be strictly limited,

VII. - BREACi:ES OF SECURITY

o9

B4 No security system can be proof against foreign
agents, agzinst foolishness or against negligence. But when
sceurity is compromiscd, the: existence of an efficient security
syslem can assist investigation by bringing the sceurity breach
to ezrly noltice and by imnediately narvowing the figld of enguiry.
The purpose of sn envquiry, when a bresch has occurred, should be
first to find oul what happened and then to minimize the damage

and to prevent a recurrcnce,

7055. As a first step it should be impresscd upon all
persons handling classified information that any breach of security
should as a matier of honour be reported to the security officer
immediately it comes to notice. The roason for this is that it is
frequently impossible to detormine how a breach of sceurity

oceurred after an interval of time hns elapazad.

21 &6. Vhen o osecurity breach is reported, a sccurity
officer ghould imnudiately gather all the facts of the matter in

order Lo deternine whetlier or not there is any indication of
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malicious intent on the part of persons who may be involved. If
there is such an indication, the sccurity officer should imnediately
turn the investigation over to Special Branch, R.C,l.Police, and

should take every possible prccaution to ensure that the person or

persons suspectcd are not alerted,

77641 If & sccurity breach appears to be the result of
foolishness or negligence, a socurity officer may wish to con=
sider if the extent of the investigation is likely to be such that
the help of Special Branch, R.C.M.Police, should be sought., In any
case, if Special Branch is to be called in it is desirable that

this should be done in the early stages of the investigation.

73687 While an investigution of a security breach is
being carried out, thought should be given to what steps niey be
taken Lo mirimize the damage which may have been done. An assess-
ment should be made of the informaticn which has leaked, other
departments concerned should be consulted and whatever remedial
measurcs are possible should be taken. Where compromise is actual
or suspected, the department or agency with which the informa-

tion originated should be informed.

71_55f Each incident should be regarded not only as
requiring investigation in itself but also as a means of drawing

lessons for the future; as showing where the security system of

a department or agency may be defective, or as indicating failure
by an individual to observe Lhe regulations. In every ease the

lesson should be brought home to the individual responsible, and
if there has Been serious negligence the matter should be brought

before the head of the department or agency.

7;’18. Where the lesson to be learncd from a security

breach may have a general applieation to security throughout

T ———— . ——————
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the public service, an account of the mitter should bo forwarded

to the Secrctary of the Security Panel who may wish to pass the

information on in general terms to other departnents and agencies,
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