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COt'FlDFtTIA.L 

PREFACE 

1. For the purposes of this book, security r.\eans the 

taY.ing of n~as~rcs to prevent, or at least hinder, the collection 

of ch.ssifi ed inforl!Vltion by agents of (J.IIy fot·eign power. Th~s<J 

tnoaDur~s are ~.o.leo dc.sit,ned to prevent or hinder any unauthori:cd 

persons fro rn ho.vin~ lalowlcdge o£ classified inforr.lS.tion, since 

through ignorance, carelessness or "Wenknoss they I:W.Y become channels 

by which olassifi ed information may reach ageuts of a forei@;ll po;·:er. 

2. Spies nust do two things: they must collect in-

for r..ation , e.nd they must cor.u:~unicflte what they have collected to 

their naetcrs. All the regulations which follow are dosit;ned to 

prevent them from c.btaininr, information in the first placo. Tho 

rea~on for euch rce:;ulntio11 sl1oul d therefore bo app!'lrcnt, ii1\C'rt' it 

is not npp:"l.rcnL the r~cuh.t.i on I ust be taken on trust. r: spiC':tnr,C~ 

ha s bct:n cfj.rricd out for centuries. ru1d experts in this fi~ld 

havt: a lon~ experience of how it can best be combatted. Tht,so 

re~ulutions art: an appli cation of that experience. 

3. The instructions contsin(:d in this book lay do;'.'!'l 

the mirtimun security requirements which all d epartments a.."''d a~C'n-

ci.::::; are to enforce. Bccuusc s ecuri ty is largely an int.crdep!\rtr.·.~n.tr. _ 

problen , the ne ed for consistency of security procedures l'.::\CI;1G 

al) rl~pa rtni'Jnts un d ae:; enci cs is po.rt.nount. Security obviC'u::;ly 

cc..nnot • c s ~t i:>fE.t.ctorily rnaintnined if one dcpnrtncat npplit'S J css 

effccllvc ~t ~ nd~rd~ than another. The instructions ~1icl this 

booklc'~ contains nrc thercforfl J~,;md«tory. Sccuri ty control, hc ·;:tw~;.'r, 

ie c. ~~partm~11tal rc:;pon::;ibil i ty, and therefore nn nddi tior.nl 

duty rests on co.ch dopnrtmcn "l.. and cn.ch officiRl to tuke S'..I.Ch fu~·thC"I' 

mcasure3 an may in particular circumstrutccs se~n n~ce~s~ry to r~~t 

the individual no cell> of tt dcpartr:1ent. 
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4, Jl.a.n.r of the regulation::;, however, aro OHly d~·t~'r-

ronts to cspiono.ge, for there is no secu1·i ty measure which CWl 

fully protect a departr.:teut or agency which may nunbo:- a forei g;n 

agent among its e~ployees. For this reason they ~1st be supple-

cented by the initiative, vigilance and co~~on sense of Rll 

persons VlhO arc permitted o.cccss to classified infon:l!1.tion. All 

depr..rtr:1rmts unci agencies ha.nriling clnssifiod infor::mtion are 

required by Cabir,et Directive to appoint a security officer, whos~ 

responsibility it is to ensure tho.t the~e reculntions are 

effccti vely aclJ:d.ni Gtcred, 

5 , The principle upon Ymich all good security ~ust 

be ba5ed is that classified information should be n~de available 

only to pcrsonc who have h!:id an appropriate security clearance 

and who need to have such inform<\tjon in the pcrformnnce of their 

duties. It should not be m:<uo available to persons CLc1·el:y bccsuse 

of the positions they hold or the level to 1'Jhich th·~y hnve bc£1n 

cl~~r~d for se curity . It is the responsi bility of senior 

officcrz to d-::cidc VJltich inforll'\lition is or is not relevnnt to tho 

dut ie of their staff. 

6. The rc&llations are being circulated to all 

d~pa rtr..~nts and aEen cic.s , and may be usefully distributed to such 

scnjor official~ os may require then. Thoy are not, ho·,•:ever, in-

tended for distribution to all employees. The Panel hns assur.1cd. 

that they will for m the basis of depo."rtmc:rl,nl reguhtio=-ts dl"SiGncd 

to meet the po.rticuJ ur circumsttU1ccs of ench dcpnrtr.;cnt or B.(;Cncy. 

R.B. Bryce , 
Chnirman of the Security Panel. 
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I. - SEClfRITY OF DJCUifl::NTS 

A. Definitions of Cl~ssifications 

1 . All official docwaents pro•iuced by the C!l.Jladian 

public service are the: prop~rty of the C(ms.di~:~.n Governnent . rost 

o f these docum•:mt:;, togetl1er wi "Lh those on lonn fr01:t other 

governments, rt:Guin.: some form of protection . The dc::;rce of 

s ecurity protection tha.t a documont requires wi 11 be i ndi co. t e d by 

a classifict1tion placed preferably in its top right-hMd corner . 

There are four classifications which aro tcnorally recogni:.ed • Y 

the llorth Atlantic Treaty Orgnni1.ation , and they !\pply not 

only to letters, mc-mor3.nda, telc~rnms, reports and photo~;raphs , 

but also to notes, rough copies, stencils, carbons, stenographers' 

note;books, sketches, discs and to.pes usccl in connection with 

dictating equipment , etc, 

2 . 'l'hc fall owinr; ur·o dcfini ticmG of the four cht.;,.:;i -

fication~ 1..ot.ctbr. r vrith excur.plc:::: of their llpplict\tior~ . It is to 

bo not ed t h'lt th 'J functi011 of thct.f< cln:;sifications is to indic!ttc 

the dee,rc:c of prccautiouO.r) mca~::uro~{ which mur.t bo t :1ken to 

protect t} ,c docur.v~nts or other r.1:d,eria.l on which they np?C'er. 

~ Secret 

ch:.:;~ifi ,jrJ 'J'o~ r:~;cJ · ct whl"'IL thoir sccul"i t.y nspnct is pn r~1·!<~ mt., 

grave <hJ.J:w.c;c to th? rmtion. . From t-·li r. r.clll)ral dt'scrirtion it 

only rarely . Vl hen it i:; u~: cd, t.hc I.Jscr r.}u)uld f:ir·st be c~~rt!''.ia 

thc.t all th~ !:p{:r:i Ll.l r.Loa.nurn:> vriLi ch nrc · c. ontin~f'r.t. upo: i ~ . s u::-:-

e.rc in fo.ct fully ju~tifi~cl. The followinc; nro exn.n.2lcs of sub-

jcct.:; f£tllin(. wi th:i t1 thtr. cntcco1·y ~ 
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{a) Docurne;nts or mtcrie.l containing 

plans for the defence of the nation 

as a whole or of strategic nreas 

vital ·to its defence; 

(b) Information on new and important 

nunitions of war, including important 

scientific and technical dcvelop~~nts 

directly connected with the defence of 

the nnti on; 

(c) Detailed inform.'ltion on new or pro-

posed defence a.] l ianccs, and on the 

defence plan s of allied nations. 

Secret 

4. Documents, inform~tion and nntcrial arc to be 

clas::;ified Secret when the i r unnuthori2.cd c!isc.losure would en-

deo.n g;e;r n:,.tio 1nl security, ca.uce serious injury to th~ int£>r~sts 

or pre3"t..i E;!3 of t he na.t.ion 1 or vtould be of Sllb 5tMtiA.l ndv:1r.ta~t:: 

to &. fore .i. (11 pow•..:r . The f ell 01•rinc; ar0 cxnnplC'~ of subjt:~~t::; fall in[. 

within Ud s ca. tee;ory : 

(a) ~inu LoB or records of discussions 

of Cubinet or Cabinet Co~~ittc~s ; 

(b) Document s or r:nterinl contn:ining 

plans for t he' defence of nrons r.nd 

instalbd.ion:> of other tlll\n vitfl.l 

st ru tcgi c i raportn.nce; 

(c) DoctUar·n "Ls or r.1at.~ri~l di..rt>ctly per-

tai.nirq~ to curr unt and ir.1i1nrl::t:1t 

prior to itz officinl rclon~O i 
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( ~-) Iniormc.tio E:.bout forci~1 powers, 

the value of which lies in concealing 

our possession of it; 

(f) Information about new nnd ioportant 

scientific and technical developments 

porto.ining to nation::~.l defence; 

(g) lnformr·tion nbout the identity or 

cornpo~i 'Lion of scion lif'j c or r.lil it~\ry 

units e.rnployud on ope rntion3 invol ing 

techniquc3 1 the knm·;1 odlo of which 

would be of substantial valuo to a 

forei v1 power. 

Confidentjnl P! 

5. Docuncnts, information and r.l.'1tcdnl nr.:- to bt> 

cl<.A.s ::i fi~d Confj dcntial vJ\ ,r:n th~'i r un~uthori:z.r:n di sc ] os\l.r£1 w.:-~:ld 

Lc prejud· cial to the i ll"LfJ TC~t:; or prC':::"Lir,e of' the natiC'n, w.:~uld 

cau:-:c d'lr.,~e,c to an ind1 vidt:rl) , nn r\ \'IOultl br: of adVfl.!lt.:\(.o to a 

forcic,n po·Ncr . The follo·;rin r. arc cxn.mplcs of subjE'c s fnllinc; 

within U :is c~-ttcgory: 

(a) Inforn'\ti on of o. pe r;;onal or 

disciplinary n.:-.tnrc Vlhich should be 

protected for adr.linistra.tivc rensous; 

(b) Minute:; or roco!·ds of discussions 

of int f.;rdopnrtncn tnl c ot:lf.ti t i;ee s v:hcn 

the contt·nt or such niuu Lt' s or 

records clo··~: not. fnJl v;lthin R hit;hcr 

outce;ory; 

J( Oocwnemts which o.re 'Confirlontial' not in th~~ SCll~.J of o. 
security cla.::sifict'\.tio:\ as us<:f\ hen~. but r::~rcly privnto 
e.nd pcrsonnl, ~hould lJc r:ll\rkcu "In Coafic\cnco" or "Priv~\t.c 
and ?cr::;ono.l". The!lc dc:>if.H~tj o~c-:;:;-;-b-z-u :;c d, fol· in~t ~·._, c-;:-, 
on ccrtE:.iTJ letters to provjnclfl} c;ov.~rnncnt~• or to co:-.: ::,' r-~i!'tl 
orr.&niZI\tj on::; vrhcr'1 the cont.-;ntl> nrc for t1 t ' pt·iv :ltl' i: l forr::!.
tion of t.lae rld•lro :;::;oc Macl r. ll t:; t, no~ llc r.1:tdt~ public, ' • .'Ut .~ ... 
not nr-;c n th0 prot(;ct i o~! t:i v"1' to !1 t!ocu;:•c-nt. l ··n1· i1:t-;. th~· 

cr;r:ur :i t:; c) -'l~:..; i.. f'ic ·ttion 1 (:on{" .i lr:n ti ~ tl 1 • 

~: 
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(c) Political and economic reports 

v~ich would be or advantage to & 

foreign power but which do not 

fall in the Secret categoryJ 

(d) Priv~te views of officials on 

public events vmich are not in-

tended to be disclosed. 

Restricted 

6. Document~, inform:1.tion and r.ua.tc-ris.l are to be 

classified R~"~stricted when th~y sho\lld not be pt blished or com-

mtmicatcd to anyono except for official purposes, and when they 

e.re not clas~ ifie d in o.ny of tb~ three previous eat~gories. 

B. General Principles Gov~rnin~ 

( Clas sification of Docu~cnts 

7. Strict adherence to the rules Govcrnin~ the 

classification of docur:wn-Ls ir. th£l bnsi..s of t;ooti sccuri ty. All 

clas sified docurr.e;nts r:1u~t bear tho sccuri ty r.mrkinr; preferably 

on the top ri~ht-ha.nd corner of tho po.c;c. Cla.ssificd doctL'1l..:I:ts 

i elude., in ad,li tiou to letters , menonmd=t, tole grams, reports and 

photo c;n:.ph: , not<.:s
1 
rou~h copicf,, stf!ucils, carbons, stenor;!·e.phurs 1 

noteboolcs, sketches, discs nnd tRpcs used in connection with 

dictating equi~ment, etc. 

B. The follov;lne it!!portrutt principles should bE.'I t-omo 

in mind in givint; h clo.3~ificntion to a doctw.t'nt: 

(a.) Ea.ch docu:~v .•nt wll1 btl cln::;sifi t'll 01~ its 

thoi r il:tpl i cu l.i on f. n.nd 1\C't by rcfor.:-ncc 
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to an outorn~tic test, e•&· the 
t: 

classification o£ other documents in 

the same series. Covering letters 

or reference slips ~dll bear the same 

classificntion as the document to 

which thP-y are appended, and will in· 

dicate how thoy should be classified 

when appended documents are removed. A 

reference to a classified document \Yill 

bear the sane classification as the 

originnl only if the cont~nts of the 

original are nadc clear in the rcferen~e . 

An extract from a clnssified document 

vlill bca.r the snnc classification as 

the original , except where the c_xtract 

is obvio'..l::ly of a lower category. 

Wher~ there is doubt, the originator 

should be consulted. 

(b) It should be borne · in mind that the 

source of the information contained in a 

document r.t'"l.y justify n hichcT clM-sifice.-

tion than tltc infor::J'"lti on tnkc>n by 

itself would at first sec:a to w~\ITMt 1 

fro~ a very deli catc source r.m.y justify 

the clo.:;sification or a doeur.wnt as 

Secret. Thnt is, the process by which the 

inforr:~ation was obtnined r.t.ay requiro t\Ore 

protoction thM tho infomatio~ :i,t:;elf. 

(c) Tho tOJndcncy to g;ive too hie,h a. 

clau;;ificl.lti.on to infon:mtlon is a nAturnl 

one·, hut thr: rc:;ul t. i 3 to c-loc; t~Hl 

-- ----- ---~- --·- -----
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the machinery for dealing with documents 

and to allow personnol to become so 

taniliar with handlin~ highly classified 

cs.terial that the significance or the 

classification beconcs obscured, p~rt~cul~rly 

( if persons hnndling the material recogni:e 

that it i~ over-classified. 

(d) The classific~tion appropriate to a 

document r.ta.y alter with the pnssnc;e of 

time, and dcpnrtr.lc:~t.s should e.rratlCC 

to revioil c]s.::::;ified rlocumo!lts ns and ,.,.hCln 

roquired. Dllcuments recei'vcd fran other 

departmente should not be dovm.gra.ded without 

the approval of the originating depart-

~ent. In the case of reports from 

( intell i~en<::e sources, facto1·s o_ther th.:m 

the coct.cnt::; of thl'.l ·report r.k'lY need to be 

conRidcred, When it has been decided 

to ree;ra.de a docU!JOn t or when notificl'l.tion 

has been recei V'Jd fr01:1 an Ori Cinatine; 

depa.rtmcnt about rcgr:1dine; ono of their 

documents, the old security cla.ssificP.tion 

should be dolctcd in ink and the new one 

substi tutcd. The deletion should be sic.:u'!d 

and dated by the officer rCBponsiblr. and 

a noto made or any documC'nt::ry !luthority 
( 

for it. It i::. stronr,l y rt}COr.o!'"lcn,i.:l.:l. th:\t 

the orieinntinr. dcpnrtnL'Ht inclientC' \"th£'rcYcr 

possihl.o, ei1;her a+. the tir.~ : or hsaE' or 

after a tiven date or ~vcnL. 
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9. During the course or preparation of a classified 

docu.t:Ient a nur:tber of auxil i ':lTY papers e.nd. i tens wr.i.ch require 

protection r.:ay accunule.te. These will usually be in the fo:-n of 

notes, rou&h copics 1 stencils, carbons, stenocraphers' notcbo~ks, 

sketches , discs and ta.p..::a us od in connection with dict!l.tine 

equipment, etc, An important do.;u;:l':lnt r.tay frequently p!lss throu:::h 

e. number of draft typescripts before it l'eaches its final form, 

All these auxiliary pnpcrs should be classified v.nen they are ::11\Je 

and given the r!egree of prot er.; tion they require, 

10. DocQt:Jents in thoi:- final fo~ should bear a 

clear cla::; s ifica.tion prefernbly in the upper right-hand corner 

of each pa.e;e. In addition all Top Secret docuncnts should bes.r 

the classif ' cation nt both t ho top and bott om of each pnge, and 

e. copy numL~r should be st1o;vn 0:1 the first pace or title shE! t> t. ( 
A r r;cord sho'.J.ld be naint flincd of the disposition of each nur.tbeo:-cd 

cor;y of a.ll 'l.'op Secret documents. 

11. Only the roquired number of copies of ·docu.t:~~nts 

of all classifications should be nade. llhen coJanon sense requir,•s 

that a few e. dditior.al spare copic:s should be kept in reserve, a 

note s ~Jould be r.w.dc of the number. Once it is npparcnt th:\t no 

further copi cu wlll ba en.) led for, all the &pare~ sho•.1ld be-

des.troye d, if thn docum·~nt orie;inntcd in the depnrtnc~~t. Other-

wise, tbr~ ori r: ina.tint~ dcpartmc:nt should be consulted before sp:lrt~ 

( 
copied in c.xtcn!lo vd thout th e con~c.-nt of tho orir.inRtor. 

12. When th e; final vorsion of a. cln.ssifit~ d doc~l! :!~nt 

is completQd, o.l) the a•J.xilbry pnpers referred to j.hove sryould 

be dc~troycd in t~.ccordance with the ror;ulation set out in St'Ction 

I.H. balo·u. 

~--·-· -~-·--------------
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D. Tran3nission of Classified Docuncnts 

13. One of the weakest poir.ts in ~~y security syste~ 

lies in its COr.v:lUI':ications, 'When documents e.re beinG :trBnsr.i tted 

from one point to another it is difficult to give the~ the debreo 

of protection they require, 'l'his woaknoss is pl\rticularly 

e.ggravated when they aro given to a public connunicatio!":s system 

or placed in the care of persons who:.e reliability I":''RY not be 

e.asured. 

14. For this reason docuncnts classified Top Secret. 

Secret and Confidential sho'..A l d be sont within or without C:t . . n d:~. 

by an officially sclllcd diplom:.ati~ or service bag. or b) sl':fe h~d 

of ne=::Jer,~er or employ"'e:> wl1o h:wo been given an adcqu~tc- s~·ct:rity 

clearo.n~e in accordan<.:o wl th tho cun·cnt Cu.binct Dirccti vc on 

security invcstie;ntion • . Do.-:ur:\Cnts clussified RostrictC'J vkich 

are to be 3ent between points within Ca.nnda rn.f\y be cor:-.!"'itte:\ to 

the open ~il, provided they arc pa.ck~:te;ed in t ·no envelope::;. 

15. However. becuusc of the great di sta:1ccs v:hich 

cle.s::;ifif:d docun::ln ts mnst son.Jtines tre.vcl, ar,d bcc~~nsc of tl":.:-

exp<:.·rditu.r'J3 ir1volved in r.w.int:\l.ninL?; n ner.stmget· or courie-r 

f.iervicc. Rcei:d.erc1 r.1JJ. il r:my be U3f.:d for trnnsr.titlinr: ch.~,, ifi,~:i. 

docun·:nbl undr:r tho foll owin 1.~ ci rcu:~::t·~m~~s: 

(a) l'~or the trnnm:~i:;nio: l within a C:nu:l.d:in:l city 

or locality, exeept withi:l Otttw.u, of docur~~t:t- s 

clas:;ifiod Confi<lct ti11l when tht'ro is no 

material or a hit;hcr clasr.ification nne: the 

snall volune of Confidential rr.atorial docs r.ot 

justify the u:;c of a nc::;::;cn~er sPrvi~c. Ott~~~ 

ha:J been cxr.cp'.-.cd bucA~ •sc the t;rcs.t t:~l k of 
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th"3 mainte1H:1.nce of ~ess,111 ~cr services 

adequate to m·1ke the use of Registered ldail 

unjustified; 

(b) i"or the transmission within Canada ('out 

not within a cit-y or locality) of docur.:ent s 

( 
classified Secret or Confidential when 

adequate courier servict:3 do not exist; 

(c) ~·or thOJ trfln~Jni:osiou, by A)r Mo.il only, 

United State~ of documents classified 

Confidential or f!cstricted when no adequnta 

diplo~atic or 3crvlce bae capable of 

handline; tho volur:to is available; 

(d) For the tra.nsm-l.ssion between points lyin,; 

entirely ~i~hin Australin, New Zealend, 

( So·• th Africn, the! United Kin~·iom or the 

fidnntinl or 1-(e::;trictoti uht:n no ~uleqt:!ll.:: 

diplonatic or s~ ~ rvict) b1~c; i 3 avai b.ble. 

16. It is rc c: oc;nlzod that soJ:-~e dop:~.rtmc:~ts and ag,e1:dt"s 

may f&.ce e~:ccptiona.l pro:,ler.1~ of cor.~ruuic:J.tion, particul!l.rly witl: 

respe-::t to 'l'op 3ccret rn1.1..r:rinl~ which will require special ar:·!\!1;{·-

rnents. These r.111y be madl: only \'lith the concurrence of the 

Cho.irrr."J.J'l of the Sccuri ty P~1cl, who will refc1· difficul ~ ns.ttC'::~ 

to the Pa.nr.l ib·~lr. 

( 

17. It is ir:J.poJ"t.:~nt to cnsut·o th:\t clO.l'l'i i'icd 

document:.; in tr~ur.it be kr.pt; from the eye's etf' unmtthoriud pe-rson~, 

and thc·y chould tl !crcforc be covcrod nt all tino;; dur.br-

- - _ .,._... ___ ------- ---· 
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tro.n:u:liBBion. 1'hc extent aud uo.t.urc of the cover will be .:lict!\tOJ 

by the security risk inv~lvcd in the method of transmission ~hich 

ie to be used, Obviously the security risk involved in trans-

mitting clascified docu~ents fron office to office within a buildin& 

is not as great u that involved in trSJ:.snis::;ion from building 

to buildin~, frcn city to city within Cannd~, or outside tho 

country. Therefore, in each of these cases, CE-rtain basic rules 

must be borne in ~nd, 

18. Depe.rtr.lcnto Pnd n~cncios aro aske~l to noto thnt 

a.ll "By Hand" doli.,.orics shoul cl bo enc)of' od in a b~t; or box wh\;-h 

can be securely lockod, even thour;h the docwncnts thensel vcs ns.~· 

be enclosed in double envelopes. Thu purpose of this measure is 

to prevo:~t envelopes beinr; inadvertently dropped or othcr·.,i.se r.ds-

laid in transit by hurrying ~essengars. This extra cover is 

obviously not required for docuncnts enclosed in o.n officiE'.lly 

se~led diplomatic or service beg. 

19. Y/hcn doc\.IJ'\cnt~ ll.rc beinG tran:n:d tt(ld w~lich con t~i:• 

hie;Lly sensitive jnforrnatjon or iufon:~.:1tion wllic!: \\'Nt lrt c ~ut~c 

emba.rras3J.v:;nt in the vlrOHE hr-nds, it is n useful nc!\surc to ad:i 

to the addr(;S!l t~1e words "To be ope-ned only by •.•....• "• 

20. It is aho to be noted thnt whenever sealin& "~.x 

is used, it nust be stamped with t\n official st8.1!1.p or sc:-.1 , .. .,..hich 

must at no tir..~ be a~ce:::sible to otl1cr thnn authod::t-d sto..ff. I:1 

order to avo id e.ny possible confusion, t he word "f;calcd" in tho 

following p;...rne;ru.phs rncnns "stuck down", nnd should be distin~.;is):cd 

from "scalerl with scaling wo.x". 

the puckaging of cl:.~.:J sif it:;d docunii;)Uts wll 1 be f\S follo\~S: 
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(a) From Office to Office vrl thin a l3uildinf; 

(1) A docunent classified Top Secret or 

Secret boing sent b;y messenger from 

office to office within a building must 

be in & scaled and properly addressed 

envelope bearing the security cl~ssifi-

cation of the document. or in a l~ckcd 

container; 

( ii) A documm.t cln:;sified Confidential 

being so t by messenger fror.1 office 

to office within a builciinr; should be in 

a elo:;o•i :md properly nddrcsscd ('lnvolop(' 

boaring the security olA.ssifictttion of 

the document, or in a closed container; 

(iii) ~H thin restricl'3d areo.s inside n 

buildinc; (sec- pnrn. 44 bolo,v), the 

manner in which classified docu :::cn~.;s t!.Tt.' 

sent from office to of.f'ic.e r.'\y be 

left to the dl.scn;tion of the s.:-curi ty 

officer. 

within n City or LocnJ_.!!x_ 

(i) A document elusr;ifiea Top Secret or 

Secret being sent fro~ · onc buildinb to 

another vtith'in a city or locr.lit.j• ;:'lt~st 

be in tvro envelopes. Thf' inner 

the a c.; cur lty r:lns~i.ficutj ot; of the 

006901 
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security classification but shoulq be 

properly addre::Jsed e.nd mnrkod "By li'and 11
; 

(ii) A document classified Confidenti&l 

being sent by nesscnger 'from building 

t o building within a city or locality 

must be in a sealed envelope bearing the 

correct address nnd the security 

classification, and must be r.:.arked 11 By Hand 11
; 

(iii) A document classified Confidentis.l 

being sent by Registered ~~~!'.il within a 

city or locality must be in two 

envelopes . The inner onvclope must bonr 

the con·oct address and the security 

elasdfication of the documon t it con-

tnins. The outc 1· envelope must not under 

any circumstances bear the security 

classificntion 1 but must be clearly 

marked "Registered Mail ' 1
• 

(c) Fror.'l City to City witb:i.n Cru1adA. 

(1) A document clnsnified Tor S~cret or 

Secret beinr; sont fro N city to city \":i t!-.in 

Cano.ds. by mo::; r.cnt:,cr or courio:'r r.na~t 't-P in 

an envelope sc:llecl with S l':i. lint; "'1\X, 

bearine; the correct ndrlress ru:d tho 

I s ecurity ClU!>::lific!l.tion of the docum£>at 

i t eontnins o.nd tn.'l.rk<d ni:Jy na.'1d 11
• The 

envelope nust be in o. securely locked 

bag or container b~nrin:; the de?!trt:::~,·t'.t!'.l 

title or other adoqu~te indi~~~ion or 

e;ovornmrmt OW':l~rnld.p , nnd tl•c l'l\b :mt:;:t 

not be, open of! .~n rout.e ; 

----·- -- ------~-~-----·- ·· ·-
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(ii) A document classified Confidential 

being sent from city to city ~thin Cnnada 

by messen~e1· or courier Dl.lst bQ pacl:.s.ged 

a s in (c){i) above. exoopt that the 

inner envelope ~eed not be sealed 'vith 

( aealinK wax; 

( 

( 

(iii) A document classified Secret being sent 

from city to city vri thin Canada by' 

Registered Mnil must be in two envelopes. 

The inner envolop0 must bear the correct 

addrc!;:J llnd tho security classi ficntion 

of the docum~nt it con~~ins, and must bd 

aealc<i with seD lin_g ,va,x. The outer · 

envolope mu!'lt not under &.ny circumst!l.nc.:-s 

bear the security class ification but ~st 

be clearly r.IF\rked "Registered 1iail"; 

(iv) A document classified Confidential bein~ 

sent fron city to city wi thir. Cannd~ by 

Rer,ivtc-rcd Mail mu:;;t be paC'kRscd ns in (c) 

(iii) o.bove. cxct-pt thttt the inner 

envelope nc •; d not bo so!llc:r.l vrith St"'alinG ,,.:,.x. 

(i) A docu111cnt cla.ssified Top Secr.:-t or 

Secret boine; sont outsido CMI\d~ by 

offici~lly scaled diplorn~tic or s e rvice 

bag must be in e.n envc:l opo :;C"nlod -.:ith 

sealinr; 't"IS.X bcarin~ tho l':cct:ri ty clnssifi-

cntion of the docur.tent it con".;a in~ P.nd 
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diplomatic or service be.& Dust be in a 

sealed envelope bearing the classification 

of the document it contains and the 

correct address; 

A document classified Confidential or 

Restricted bcin~ sent outside Canada by 

Registored :f.tq,il (see sub-paragraphs 15(d) 

and (e) above) rn.ust be enclosed in 1.\·;o 

envelopes. The inner envalop~ must b~~r 

tho Gtlcur i.ty classification of the 

document it contR.ins and th e correct 

address and rrust be soe.led with sealing wax. 

The outer enve lope must not under any 

circumstances bc~r a security classifica-

tion but should be clearly marked 

"Regi stored Mail". 

22. When a department Ol' agency sends a classified 

document or clnssificd cRterio.l to anoth~r office l~d~r the snfe-

guards aet out in sections D and E, it is dosirable whc~cvcr possible 

to have assurance that the document or ~aterial ·has arrived at 

its destination safely. Assurance of this kiud can be provici~d by 

a systoc or receipts. 

23. Howev~r, in viow of the bulk of elnssificd ~terial 

passing de.ily from office to office within the covc-rnr:t~nt scr...-ic-(1. 

it is clearly imprl.l.ctieu.l and Ullccononi.cal to require A siencd 

receipt ln every case. It is, howuvor, tn.'\1\dntCiry thnt doc:-..1.r..cnt.s 

or rnatarh.l clu.~sificd Top Sor.rt:t ond bcln~ &t>nt outr.ido n 

bull dine; be e.c:cor.tpo.nied by o. receipt whj ch should ho ~ignt'd by 

I 
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the recipient and returned to the sender without d~lay, If a 

receipt for a Top Secret docunont is not reqei vcd v.i thin a reoasonRble 

length of tine the orie;inator should imncdintcly nake enquiries 

a s to the whereabouts of the docunent. It is recocmended that 

departnents and agencie~ use a sinilar receipt system for Top Secret 

documents when they are r.toved from office to office within a buildin~. 

24'. Receipts for classified documents shouid be nade in 

at least two copicG in ordF- r that a carbon copy may be retainl'd on 

file as a record of rec€iptcd docu~onts sent out. and aGainst 

which the original copy of .the receipt may be checked ~len it is 

returned. 

25. For documents cl~ns ificd Top Secret, Secret or Con-

fidcntial being sent outside a buil~ing by safe hand , it is strongly 

recomt:lendod that departJ:'Icnts and e.e;oncies require o. number to be 

allotted to each onvolopc or p3.cknge Qnd h:1vc the nur.~ber entered 

in e. book in which the sien ature of the recipient is to be v:ri tten 

oprosito c::~.ch itcr.l. 'l'ho head r.1esscnger. or another respo:'l.Siblo 

per~un dr,::;i UJ.Cthd by the sccuri ty officer, should chock the si(;! ~-

tun: after each deli. very. Only if a systc~ of this kind h 

followed is it pos~iblc to trace n lost document. 

G. Custody of Cla. ~s ificd llocumcnts 

26. Clas~ificd documents should be stored in co~-

taincrs \'thich provide o. degree of protection suitable- to thE- le\"t~l 

of cle.~cification. The degree of protection rcquirt-d fro::\ tht> 

contain~r wi) 1 in turn depend upon tho gomTal S('Cllri t;y or tha 

prc r.~i ~cs and the n11turc of the loe:-~11 ty i~ which thl'y l'!t .md.. 

For in:;trmcc, i.n o. buS ldinr; with \Jnrrcd windows or oth('r pC'rit :,'t'C':' 

protoct)on w!u;rL: t.ht :r i• i:o n tv .. :u ty-fout· hour (:li!U·d -sy:zt.l':i n 

·--------------------~-----· . 006905 
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container providing only a moderate degree of security r.dght be 

aeceptabl~ but would bo considered inndcquate in ~1 entirely un-

protector] buildi.n~. 

27. Thercforu no ha.nl and f~st rules can be laid dow·n 

concernine. the u:;e of conta.inors, but it is r..andator:,• that 

department~ and agencies use only equipment of a pattern that has 

been tested by the R .c .M.Policc laboratories o.nd approved by 

the Security Panel, Lists of this equipnent have been .providcd 

to security officers throughout the govornnent service. 

28. Advice as to th~.' security sta.n J ard of equipf'\~nt 

d~:; i rablo in o.ny p~rticnleu· c i rr.;umstru1 c Gs is ir.t.":~edi~tely nv:lil:"!."t-le' 

to dopo.rtrnrml.s llnd ur;c11cj e~ n jn Oitnvn\ from the Lock Inspr.t·tton 

e.nd M'J.inteuauce Teo.m provi cll.d by the R.,C,M,Policc lo.borntori!'s, 

Thi f: teo.1.1 can be c&.ll o ri in for tonsul tnt ion by writing to the 

Officer-in-Charge, Crirnu Detection Laboratory, R .C .r.~. Police, Otte.v.3.. 

ThA team will also provide a regllla.r lock rnaintennnce sf!n"icc 

for containers on requ c::rt. 

29. Furtlu~ r informo.tion on tho security of s!\fE" dial 

comhino.tion.:; e.:1d keys is to bo found in paragraph~ 42-41 bclt'w. 

H. Dc::::truction of Cla snifj Pr:l. !_\ .lcUmC'nts 

30. It is e:.::;cntinl tlmt ony rnatc.rinl containint: 

classified information be completely clcstroyod when it is of no 

further use. It is equnlly important that such n!\tel"inl be given 

adequat~ protf:ction until it is actunHy de s troyed. The t".!l.!UH'r 

in Ythich this protection is provider\ for C'.la.ssifierl ',\':l.~t~ m'.ls:t t-~ 
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(a) Clascificd waste must be 1plnc~d in 

plainly ~arked receptacles used solely tor 

this purpose. Wire baskets must not be 

used; 

(b) During vorkine bot~~ classified waste 

eho~ld not · nt nny time b~ left un~ttcn~pJ 

in'unlockcd rows or offices; 

(c) Classified \/J.Ste; should be cathcred at 

the end of every dny by a responsible 

pers~n or person!> vho have beca glven nn 

adequate sc:curity clc~rancc, o.nc! should be 

stored j_n a sccureJy loc~cd steel cont!'.i:1.cl' 

until it can be dcstro,rcd; 

(d) Cure muGt be t.::J'~cn to safcr,u~rd clr. r.r.i fi r.d 

of storacc io the der. tr1.tction faclli til'!>~ 

U..11dcr the: supo:.•rv lsi on of n co.-:1peic:nt person uho h :~s boc-n r,l vcn .:'..1-: 

but ~hre:dclc:rr. np]:Jrovf..'d nnd listed by the Soc~1ri ty f.ub-F'x1 .::1 c.!tc:~ 

tcsti.n~ b;r tho R .C .1!. Polj co mny be u~;cd \Jlth::ntt fu~·t!lcr rc.::O'..l!'~~c to 

be o'c.t:! inr~rJ on (··tr.h OCC'"t::lic.n. I 
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II. - SECURITY OF STAFF 

A. Security Enquiries 

33. Security in the puLlic service of Ce.na3.n is 

es:;o::r.tia) ly a part Of E;OOd D.clr.tinj :>trRtion, Which rJ!\)" be plac.;:j in 

jeor,ta.rdy ci th f)r by por:.on:::: who nrc disloyal or by p<'r·so:u;: who r. re 

unrd i ~bl0 br:ctl.l.l::::c of ckfcct:: in . thc i r ohnn\Ct0r . It~ or,:kr tl::\t 

depo.rtncn Ls fiTl'l a::;cnci e::.; of' thr [';Ov~rn::u:mt m.:\y bl3 pror ~·r ly ~h~;::i. :1is -

ter nd , d c r•'l rtncnt and ~le;ciH'Y hc:~ods :.~ust suti~fy thon.,;t·lv.::s 11.:: to 

t~FJ suitability of per :;onncl before they are enploy<J.i. 

31. It rcmo.ins ru1 csscntinl of Canaditm see"uri ty pol i.::y 

th~t B. pcr:;on who is a ncnbc1· of o. Cotnnunist p:1rty, or a persc:-, 

who by his v;ords or act:i cons con~i ntc:atly sho·::s hinsclf to toel i·'\"t~ 

in so·1iel. Coru~uni.sm, or iu t\lly other idcolo~;y which o.dvoc:•.t.f's t:tt' 

ovr;rthro.·; of c;ovc~ rn;:~r.nt by fo rt:t: , r.hou) d not wh~n kno·.m bt:' r~~r-

within tror; puulir. acrvicc mu~~ t noL be nllow<"u ncC'-t'.:;:; to cl:H:;i~'i..f'.~ 

inforw:~.ti(m. It. is al !:o c:;:;r;nLinl th:1t persons whosi' dcf~.-ct:s in 

ch~ractf;r rntJ.y loud to in•li s<.:r·ct.i on or dishon,~sty, or r.n:r nnk~ tb:-.n 

likely ~l1jcct::; of bbd·.r·,·d 1, h rlcni.ed access to clr~-ssifh~d 

ihfornn.tion . 

35 . F'or thc:;c n:a::;on~ it. i r. ncccs~ary for th.c> ~o\·c:-:\-
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take: and subscriLe to the Oath of Allegiance and the Onth of 

Office anti s~crco:y, subject to certain exemptions laid down by 

Orcer-in-(:OU! ICi l. In D.tldition. before any person is civon nccess 

to cla.ssifled infornuL.ion, oo.ch dcpurtncnt and agency is ask ·d to 

ensure th:;.t the er:1ployv: ::.ic;n:; a docl .') r ation indic9.ting th!lt his 

or her attention han bc l n . drnvm to tl1e provisions of the Offici!'l.l 

Secret!> At:t. Tl.c signinc; of thi~ dne lara.tion in no way obvi!ltt's 

th~ n<::c •.;:;~ ity for un tl.tl• 'l JU rtl.<: ~w f: urlty c)co.rMco. A. s.pcci::tcn 

d~cJurhl.lo~ is u~ follown : 

My a.L.L.c/ll,lall hH:; UC I'I I 01"/lW)J to l.tH' rrov.t~lons of the 
Offidnl Socreto Ar.l., 1:1;):-1, OJ\cl I r.m fuliy nware of thtJ 
serio,;::: con:;cl')ucnco:: which f;l:ty fol) ow any breach of such 
prov j si 011s. 

I underto.l:(j nol · to r.~ : lb· nny di~r.losure of classified 
inforr:1r;..t.ion Eainr:cl by r•·· u:-: n rc:-:ul t of T.lY enpl O;}-T.lcnt to 
any p r:!r son not normi'\ l J.y tlut.hori7.l·•l to rcccivo it, orhl y 
or i11 vtritjnr;. without \.hr. prcviou:; snnct.ion of ny supc::-io:
officf;r in 1..hu dcp11rl.~tr.ut. . 

I un ,Jcr~t nn-1 n) :: o L.h ·\l. Lh r::;r: prov 1 s~Olll'\ npl'lY not. 
on l~ d•Jr in r: t: .r: p r;t · i orJ of {:f,• p ] Oyt'l'!lt l but n] SO nftl'r cn
p] oy:v~n t w.i u, th~ rlr l• ' <rtr:Jr·n L lu::; Ct~.'lscd . 

I flfJ!'r vcirt tc t..h n t. a]] \..h ,· r. ]rl:~:;if'i C'u info:·r.t .~tion 
vtl.icl. l m~y IU": tJUi n: or to wid ch I n :ty hnv :\ I~ ~<"Sl'l <'i th,• r· 
cbr i• •t: or su l ,:~ e:q' '(.l l l. t o r.1y •:1np J oy; I •' ~ I L is iufor;:t:'l.lic-a w'li r!\ 
i ~ C'l\o<. r• :d try ~r~~,; Lio:1 1 of 1.h .: Off'i·.: i n l S.; crct.s Aci, l£1;Z.fl, 
ar•ri u ... L it. VICIH1 ·3 h o a. c oul.1· :t vun Litlll of this Act for· n.:
a.ftcr J t. nv'" )r: fl. t.h" Crtnndjall [.ClV• ; I'Iua,~nt St:r\' i cc . -

( FJ.) to pub] ish ,., ; Uwut. l :,,., rul nuthol'i t.y any 
such infon~.:..L ion in any fvrr:1 1 whether OJ' ;\lly 

or in a11y •Jocur:v.~n t., nrticle. book, plny, film 
or othc nti ~:c , or 

(b) to cot1r:llln) r. ~l lc w.i i..hon1.. ln.v. rul nuthol'i'-y :m;y 
s ucl , ir•fon:l'LL.ion i u an y othl'r pc-1·:::on ·.·:hr.thC'r 
or r.ot s. r.h p•lr :;on i .r. or :1~\s bc•!ll cm! ,loy :- .:\ in 
the s•Tvi c•; of L.hr r,ovt.:ru::wnt. 

furtl,r:r undr:,·i~ , d~··~ . on l r. :\V in <~ t.IH· tl··r:~rtr..:~:\ t., to 
surrr ;: l<lcr u.n y :Jb;t· ·J, , p)Hn 1 l:lr.•d•:J. urticl1~ , lll)tC' ot• rll)~"\l:~.·~~ t 
ftk1dr: CJr UC4_UjJ- ~'U by l.ln in tli•· cm1r· :~ . of my ofJ ' i,-inl .iu~i.f':> , 
s~~·t•.: ::11d1 ,,: ; l hJLV•.: h~· ~ n d••ly :t111:ho . · i.~,· .l i.C'l rct:tin h,y r..~· 
S'J}'CJ'f'Jr Offi~ c r jn the d• ·pn l'l.J:' •nl.. 

Sit•;nccl-:-____________ _ 

i.'itne :~:;,,cl_________ D:"Ltc _____ ·----------

- . -~ --- - --- --· ----- ---------
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with t.h c n •. ·~d of bcinc; " vro rr : of sr~ ..:urity precautions, thC" a.dr.linist-

rP.. ~.loro of o<~.ths ~hou]d nrJI be: lion •~ inn routine or casu!\l r:1..mncr . 

th<; <::rr·pl oyr.~ . 

an rl fo r ~.oLlcn . 

40, Alt.hou r,h it is nol po~ : : ib) tJ to t;i\"e fon:-.al traininb 

in ~r~e;u r i ty pror: ')durcr. to H-l] nt·; r.lbcrs or the public as en· icc. 

fJCri o.-ii r; r;ours•' :: of locl.urr.t: ll rt' hrl d for thf' bcncfi t of nll 

~-----··--- - - - 006910 
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mat.t.~.;ra con be put to [Jct·:Jmlnt:l n:~ nnll •rs of interest rnth~.Jr thna 

a.s an ir.1po1:i tion of re::;tridi ons, depnrtr:wnta.l nnd o.t;ency security 

OfficerS Yllll fintj thdr t11Sk:; :'\ COOd dcnl li[htc-r, 

III, - St:CUHJTY OJo' llFI-'IC:;s A.Nll HU[LDI "GS 

A. s~ ~u rity of Officv;, 

41. Pu11ic !lr-rv:wt;:~ ha11oll in[; classified r:UJ.tc-rinl r.ru.st 

be c•:rtcdn U :11.. l..hr:l r off"ic·· clnn1· .; .9.J"c sr.~urel;)-" lock€'d or th~t • .. m-

e.ut.hori ~- -rl <.:nt.ry to the uff'i "'~ j :: ol.hc ~ n:isc pt·C'vc-ntrd ~·;~ H'!"lt.'V1.'r 

c~:;.rc shCJ1Jld be 'LnY.:cn of l'rludowr. in offic es on the r,row1,l. floor. 

Door~ nnrl ·:rinuo~·1:: in room;; hou:-:in t"; dassified rl!"lteria. l rust t-e 

secu rd~· lor.bJd at night, and ul l c1 flssi ficcl r.m1..cl'i~l, includiq; 

cla:; si f i<Hl wnstr., should he lock•·d n't.ay il• npprovc-d s~.:-urity c-c-r.-

t~i~or:. (~ <.:" section I.G. ahovo), 

42. Thr~ din) Cvtnloi n :lt.iOn:> cr SI:Curity c:ont.:\in ,~ rs 

Yllt.hin offjcr..::; shou ld hr. cl l'IIJ(":rd at lcn:;t. CVL'l"Y six months , Ol > 

I 42.. 'l'hc strictc::t control mu~•t be r.\1\intsJntod ovC'r th-

wbo hn.v~ b€:c:n cl c:. n :d for scc1 ri t.y C.! . d· should, if possible, be 

lockr:r:l in n ~;ecurr. centr·a l cnnt.:d ltCT or left in th e'! cu~to,iy of 

--- ·------- ------------------------- 006911 

AGC-1 049 _ 0024 



L Document disclosed under the Access to Information Act 
Document divulgue en vertu de Ia Loi sur l'acces a /'informatiOn 

.. --- - · ----- -- - - ... - ~ - -

• 24 -

l:IB.de very quickly and sir.~ply, CUld casos are known where very 

import'l.nt inform.,.tion has been eomprornisod throu&h the improper 

control of key:;, Kcyn pormlttinr; access to tho officos rn!l.y, if 

essential. be rotainr.u by responsible p~rsons nnd a list of all 

( persons holding keys should be naintnined. 

44. It is recognized that sone offices containL~g 

classified naterial must be open , to some extent at least, to the 

public during ~·torking hours. For this reason# it is reco:"1nen::!.E-d 

that vmerever po3siblc a restricted erca should be set asice ~nthir. 

the prcrn.iscs to contain as much of the classified material as 

non:w.l v1orkine conditions may pr.rrnit. In particular, rrgistrit'S 

anri cor.n,.tnications centres should be within this arcn. Th~~ro 

should, if po::;::;ihle, be only one cnt.runc~ to this art'/\ l<lhiC'.h shCiuld 

be: shut off by a lockinr; door. K'::y::: to this door sho\:ld bt' held 

( on) y b;y clearc.:d personnel "1ho wil) ncod to entn the flrca durin~; 

the cour:::;e of their duties. Any other cntranct"s to the :~.rcn should, 

if possible. be kept permanently lock~d and the keys stored in n 

safe place. Under any circUJ:Istcnccs it is essentinl to ensu!·e t~!'l.t 

visitors (:H:C paragraphs 51 - 56 bebw) are never il'ft ur.sttQilJt.i. 

in an e. rca vFhcrr. classified docur:lct;ts nrc openly o.va.i b.blc . Cl l'rutinc; 

stb.ff sbould only b.e pcrJ:liltcd :in rc;;trictcd nrGas lllhlcr sup,--:r-

vi a jon. Ch:~ninr; ::Jl.aff workinr, in offices con L:1ini~1r. Top s.~,~~·.·t 

m:ttcriaJ shouJ d hnvo bt:c:n suhjnct to n S!\ti sfoc.tor~' st~curi t.y 

clcuro.nc•) prov j dod by t.lw D cprll"tJ:~cut of l'ubl i r. \forks. 

( 45, Persons ·Yiho hnvc not rccciv<.>d, and do Hot require , 

a. sccuri ty cleo.runoc. should not non1o'llly be pcn:li ttcd to \•:ork 

in rooms with cleJ.1rcd pcrsonrtol h :lUdl int: cl~\s~ificj i:1fon:'..~ti~:~:: . 

Yfl1cre hCCOmnodution is SUCh thnt CCimi'}ctc St'l(;l"~[.:lticl!1 iS 

- ·- . · - --··----------·------------·-~-----
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4G. It is importru1t t!Hlt. o.dcqunte neo.surcs are tni-:::-n 

to pnvcr~t illicit entry into a. govcrnt:~ent buildine; which houses 

classified n~terio.l. The extent of these ncasures will depend 

upon the nature of the gunrd syst~.:m in force. (See p!lragraphs 'iS-S3 

below). Hov1e;ver, as a general rule, all outside doors, windo.,.;s 

and other means of entry should be fitted with e.pprovod locks, !lrd 

prottecti ve cquipnent nay have to b c used on windows accessil-lc 

fror:1 thE: ground or fror:1 adjacent structures, deptmdir.~ upon t~e 

kind of infor.r.;:'ltion which it is nccos::ury to proL~'ct. C'ertr,in 

dcr,artr:i'mt::: und a.r;cnc) c::~ r.v.y find it ndvisnl>lc to ins't!~.ll na :11!\.:·:-:-. 

8. l&.re;e 8.J:l'Junt or clrt:; :;ifjerJ mn.tf'rin] is sl;orc,i. 'I'hr. inst. :~ ll .,l~o:':'. 

of an al&.rn systcr:1 r.ru:::t Le on the nuthodtntion of the dcpn::--trh.':> ~ 

or 6.EE:ney head, and it mu::;t. be cfficiontly nnd consiste:1tly sen·icci 

to be of any use. 

47, Keys to the ou Lsidc of buildine;s ~sy, if esstntiAl, 

be r<.::t,.l ined by responsible person::; Hho::;c nunbcr s shou ld b~ 

strictly lirnit~d. A list of ::;uch persons should be ~~intain~J. 

48, Security VJC\!·:1~ drn.v.n f-rom the Cntt:"ldi!Ut Corps of 

Cor:~~is :-;ion::dr(;:; ore omployf'rl Ly n n11mhcr of dcp'\rtl:lt'nts cml ~[,f'I:-

cic:l for duty in buildine;r. cxclusiv •ly occupied b)' !\ r:tr~i ,•u] ~-.r 

dep:-.. rtr.l~nt or a.e;r.::ncy. In such cnsc~ th.c streneth of gunrd 

details, tbr.; hours of duty nnd the stondiu~ order's U:H!cr which 

the guards operate nre the respon sibility of the dcilnrt..:.cat or 

agency concerned, 

49. In bu ildin~s containine; offic~~s of more th:t-'1 one 

- ... --·- · · - .. ........ .. , .. . 
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Cor:u71is :jon~r of the R.C.,.~.Policc. However. whd,ht.::r or not s,',:'_;rity 

guards are enployed. it is importo.nt thnt departr.1ents and a~;;~~ncies 

reali~ e that they are nt all tines responsible for overall secu~ity 

in their buildings. 

( 
50. All guards employed in Canadinn &ovcrnrnent buil~ir.gs 

?rhere clas~ifiE;d infornation is stored, whether they r..re drS.\'.n 

from thli: C!Utudian Corp::; of ConnLssionnircs or are privately C!il{.'-

loyod, ~hould have r 0ccived n sati~fnclory security clc~r~lcc . 

th(; ct:cu ri ty officer or a ro :; pou:;ihlc pc.r::ou dc~it;nutcd by him 

shoul d from tir:~r~ to tir.~c rn:1.ko n spot check at nicht to cnsl:r~~ th!\t 

the ~uRrd~ are efficient and a1crt. 

51. Where r;unrds arc cr.~ploycd during. tho dny on 

entr c.nc -::: s to buildin~s hous i nc; c]a::;::;ificd ii 1 for::~a.tion they sho:..1L:l 

( 
norr.t<tlly permit entry of staff by recor,ni tion or on prod\ICt · c:1. of 

a buildine, pas:: card. (l-or the cntr:t of visitors SE'~~ pnrnbrnp!; ~4 

br::lo·;;). Guard :; should be provi dc:d vrith u spc~imcn p:-~.f. ~ car ,\ i 'I 

all ca:;r: .:; , It i ~ strong] y r!WOI:u:v::n rl rd t.h~t dcpn.rt1:wnt.s n:~,i. E'.bc~\ -

cics us f:: th~ :;t.,nrlnrd pn.r.s card, rcncwahlc nnnunlly, n!l j. rO\"t' d 1'-r 

the Scc'Jri'l..y Sub-Panel. This provides n rninir.mn st!Ul tbrd. 

Add itional measures. such ar. th1 : issunnco of full icknt.ific ·ltic!: 

cards, m~y be dc~irablc in ccrtnin bujldincs. 

52. In r.1any cases durine; the d:\y time it \'::ill not. bt' 

( 
ca11 c 3 s r:cur l ty rr.u st rest v1.i l..h fl. II thor :i. ted s tnff within (lffi c.: s 

YlhO t:'Jlsl cn:;ur! : thJ.Lt unnut.)ior) ?.ed p!'l'~C\1\S ,'\rO not rt:rr:uttt•,i t(l 

cl&.:;:;lfi'=!rJ infor!'lation . 
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53. During tho quiot hour:; ncc~::ss to buildL'l~;;s should 

normally be limited to one entrance only. which is to be supervised 

by a night guard. All other entrances should be securely locked. 

The night guard should permit entry only on production of a buildin& 

pa5s card. It D~Y be desirable for the guard to be provided 

~th a list of staff per~itted to enter at certain hours. In all 

cases the ~ard should make a note of the n~~c of a person a~,itted 

to a building toeether with U1o times of artival and depA.rturo. 

These lists should be exanined at least weekly by the departne~tRl 
or agency aecurity officer. 

54. The control of visitors to buildings containing 

classified inCarnation will depend upon the level of security 

required and the number and nature of visitors. 'Where the work of 

the office is such that it has been found desirable to pemit 

entry durinr, working hours only o.t one entrru1c~ under the sup!)r-

vision of a guurd, visiton should bo required at lMst to idc:1tify 

the1r~~P.l ves a d ttate their bu:;incsr.. Jt is for fl df'p:~rtmC'Jltfll 

or agfmcy security officer to decide whllthcr M esoort systen withi~ 

the building is desir~blo. 

55. In buildings where tr1cr£· e.ro ontrances without 

guards during working hours tho contrCil of visitors must e.(;nin rest 

with th(; prcsc:ncc or &.uthorizcd st..aff within tho offices. 

Visitor:..; r:~ust not be porr.tittcrl to rcr.t[lin Wl!lttcnd£'d in roons \".iH•:-e 

cla:;:ificd inforrn:1tion is open to them. 

bG. r~nt.ry durin~ tit" quiot hours of visito1·o.: to 

build inc;s housing clo.Rolfi::H1 infonno.Uon should bt' J•l)r.nitt~.~.~ t-y 

niGht tuards on)y on the in:~tJ-ul"'t.ions of a rcsponsibl~ pcn:o:1 ·.-;ho 

is pr~sC;~t to receive them. 

-~·-~-.....~-------- .. -
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IV - CC·Il'.U . IIC.~.:rr NS SECURt'i'Y 

.1. Definiticn Md Reguireme::1t 

57. C~cnicatio~ s3curit1 canpri~os the oea~~~s 

instit~t~d to protect our national c~unications tro~ inte~~u?ti~~ 

or conitor~~ by u.~utborizod porso~s. Altho~h co:plo~o prot~c-

tion c~~ot be re~izod, the nim of c~~unicatio~s scc~ity 1~ to 

rEoduce to o. uin!:a:J the emcunt or in!'or.nation '-Jhic'h an unauthoriza.:l 

pe~son c~• dariva ~~om listonin~ to and studyinz tho t~o typos o! 

tra.ns:litision~: t.ho transrnission of language cessa.;os ovo:- rc:.ciio 

or vire circu!. ts, co::rnonly kno'lr.l ns co;uaunicatio:J.~ tr.:;....iS:Jissio;lS; 

&nd the ~issio~ of electronic impulses (such as radar sigr.als) 

vhich do not cont~~ lanrruage cossagos, co~only k.~o~ as non-

co~~unications or electronic transmissions. 

58. c~~ications socurity requirc~cnts Dey b~ con-

sidar~d u.~dcr throe headings: Cryptographic Security, Tra.<;.:::issic:l 

S~curity and ?~l~pao~o Security. 

B. Crypto7r~phic Securit~ 

59. All classified ·infor.na.tio:l trans:~itted by f;OYcr;-we:&t 

dcpartQents end ez~ncias by any co~munications syst~~ ~ust bu pro~a~-

ted by mear.s or a crypto~raphic syste~ approved b7 the Cc~unicatio~s-

El~ctronic Security Policy c~~ittca &.fter evalu~tio~ of its 

&!'foctiveno:.:. c.nc of the mothods of G"Jli)loyin;; tho cip!le~rs'" Ur.da:r 

r.o circu..~~tance::: cr:.y claszific:.d infor;;;!ntion bu trans::;iitt.:d by :: . .:.:--:s 

of ~y eloctrical c~~~unications syGtc~, whether r~cio, l~d-liu~ o~ 

subi.o.rin~ cublo, in clear or in •co~~orcia.l coJo", that 1~, a co~~ 

do.:.icncd 'to provide privacy or brevity rn thor than sacUI•i "'o.y ~ 

trMsrr.i.t:sio:l of U."lclassified ad.;ninictrativ" infor:o.atio-: =:~tst b~ • .: i:l 

mir.d that no el~cM.t of socuri ty is obtained by thoir u::;~. In.:..'~::;.::atic~'\ 

and advieo ac to tho av.Ulabili ty and uso both of ll:?~:.·..,·.-c.i ci;~).:.:::-~ c.:~.: 

~r th~ S0c~ity P~~~l. - -----·---· ·--· ·-·- ~- --
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C. 'l'r a ~.:; ::.i.: ::i o:~ Se c~1ritv 

61. Z ec1.. ·· · ' or e on:.1uni en ti O:ls tro.ns::li s:; i o::s c.:>? .:-:o.:!s ~= 

strict adherence to ;; ;:_ . ovcc1 ~.:'II:u;unionti.:ms o.~d oessngo !-.!l...~dli::.~ 

procedures, and on oarefu~ a t Lention to the accurate clnssific~tio~ 

of cessazes. Particular c~r~ cust be to.ken to lir.Ut to a ~~r.i~c t~~ 
( nu:!ber of plain languae;o and uncla.ssii'ied r.les.sn~;es. This is no.:.asssr:,· 

becnusc Q lnrge nuhlber of individual I:l&ssages, ench or l'l:.ic:-: t:.3.J' 

~?peo.r h~rr.Uess in isolntion, cay over a.n e~~endod perioc of tL7.a 

revenl useful infornation on classified subjacts. Replies or 

references to classified cessages, though they my conto.i.n no 

classified inforr-.ation thecselves, I:lUSt no·t be tra:1s=U.tted k ~c ... assi-

fied for~, since they can often be related to the nessa~es to ~:~ch 

they refer, and thus nay provide soce indicatio~ ot the co::te~ts of 

the oriEinal classified nessaeos. 

62. Ce.ro nust be exercised with r~~;a.rd t::~ :J.on-~.,:::::0~:;-.::.-

cations trnnsnissions a:; well ns to COr::ll:lunico.tions tra;;.s::Ussi.o~s. ( 
since v~luable inror~tion c~~ be obtained tbroubh t~eir intor~~ptio~. 

For instu.r.ce., electronic systcr:'ls such as navigational a.ids a.:: ~ :-s.cia.rs 

r.r:.y er.U.t sic;r.a.ls which reveal t he technicol cha.ra.cteristics o:"' t:•e 

basic equ ip~cnt. For this ro~son careful considcr"tio~ s~o~lj be b:vg~ 
to the location., physico.l security e.rre.nbe~nnts and o?ero.tion. of' 

este.blis!:nents wil.ich mght be engn~ed in tho develo?::Jont., pro~t:J~io:o 
or operation of any such electronic systcns. 

63. Interception and nonitoring O?erations ci:-~ct~~ ~;~i~st 

con."::l.i:li eo.tions a.nd non-coc."":~Unicntions trnn:mis sio:1s w.y l't:- car:·::..:.;. out 

by ur.a\.ithorizcd ?Elrsons fron fixod or cobilo cstahlish;::c::ts ::.oc~-.. ;~.;i 

( 11o:1r the ?Oint of transr.U. ssion. Theroforo. in ccrt.• i:::. inst!l..::cos it 

ca.y bo acivisable for the depnrtnent or ae;.:~::lcy co:~~c:-::c-1 1 btl:."ore I 
under•.:&./:i:l:; tl.e in::tnll::.tion of radio oon::u.u•i.c.:.tio~s s::s~ .,::-.s .:>:- ·.-.:: e=-:. 

pls.:mir.z c:la.s!: ifi cd electronic pr.:>j ccts, to co:1sul t t:: e 0.:'1::-.:-.~~.: ~ ~~-:;:.:-.-.~ ... 

'thu S'=c1..::-lty Pc..nol, co:1cernine the sccu:-it~· nc?~Cts o:."' s-..;.::: !.::s-.; ::.:-

---·-....-~---~------------ --·-· - . --. 006917 
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D. Tel~n~o~e Socurity 

64. It Dust be assuced tl~t, pc~f.: : 3 the ~vail~bility of 

suitable speech secrecy eqt.-ipnent, telephone cou'":'U..~icatio~s are 

insecure, uhetl:er the cha.no.els used are routed by lo.ndline, nicro;Tave 

radio, sub~~r~e cable, or any cocbination of the~ .• Teleproo~e 
( convcrsatio~s c~~ be intercepted either by casual eaves~:op?i~g 

a.t relay or S\'ti tchini; centres, or as a result of celi?o::-a:;.e 

conitorb.g of' the circuit. 

65. At tho present tir.'le the :~ost o.!'fcctivu soc~:-ity 

protectio:1 for telephone Co!:T.Iunicntio:::~.s is the vitjiln...-co of tLe 

persons tra~soitting the cessn~es. The tele?ho~o ~ust r.ot bo used 

to co~~~icate classified inforoation, except L~ ~ e~ergc~cy •~e: 

the need for sc:>e.o d cay override the security require~e~t. 

( 

( 
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V. - SECURITY OF CLA~SIFIED INFORHATION El~ TRUSTED 

TO PERSOI!S OUTSIDE THE RJBLIC SERVICE 

(,(, . 

&.1. ·From ti~o to ti~o cla~sifiod oatorial must be givtn 

to non-govornm!lntal organi~ntions or to pri'V!l.tc individu1~ls 

particularly in the defence industry. Since ela.sl>ified material 

must be protected wherever it Dny be. tho covernrnont's security 

regul ations ~ust apply with equal force in those eases. 

(., / 6-2-, Therefore a department or agency supplying 

classified material to persons outside the public service must 

ensure that the persons concorned are loyal and depend~ble, t~At 

they are l'ully instructed in the principles of S(leuri ty. th:lt 

adequate security measures are taken. and that approved equiprr:..:-nt 

is a.vailabl e, 

VI. - SF.CURITY Or~ CLASSIFIED INFORHA.TlON 

ENTRUSTED TO OFFIClALS OVERNIGHT 

L.B ~. It is realiz.cd that :i.t will sornct)r:\t:~s be neccss~ry 

for officials to work on cla:;siflcd docurnc.1ts a.t thC'ir hoJ:!'~s in 

the eve;nine or on weekends. Dec::~.usc o~ tho obvious dan(,C'r.:> to 

aecurity inhr:nmt in this practice, it is stronr;ly urc;f'd th~t it be 

lil'.li ted to o.s fr;w officers o.s po:;3ibl e, and thnt thoy arc thoroubhly 

instructed in all the principles sflt out in this booklet, 

particularly those eoncernin~ the preparation, p<tck:q:;inr,, tra:1s-

mission, custody and destruction of cla~~:.ifiod documents. Ir. 

a.t:idition, the: followine-. g<;ncrnl rules should be strictly ni!\C'rcd 

to: 
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(a) Documents to be taken home should be carried 

at all times in a looked container; 

(b) Th9 exact contents of the container should 

be knovm to the officer removing documents. 

( If thera are any classifiad documents, a brief 

record of then should be made and kept in the 

office; 

(c) In transit 1 and particulnrly in public con-

veyances, th~ contai~er must never be placed 

in a luggage rack or under a seat, but should 

bo in the officer•s phyaica.l possesflion at 

all times; 

(d) In private auto~obiles, tho container r~st at 

all tines be in the possession or tho officer 

responsible, and should not at any tine be 

( left in the autonohile , even if it is lockt~d; 
(e) At the officer's residence, the contnincr 

should be placed out of sicht in a s~fc pl~~e, 

and under no cl rcuns lances shoul d the "con-

tainer be left where it is availsble to childr~n, 

tradesncn or casual visitors; 

(f) After the officl')r has complete-d his eveninb 1 s 

work. all the documents should be locked in 

the container and stored in a snfe plnc£-, The 

officer recponsiolc should not lcnvc the hous~ 

during tho evcnint,; ( 
(e) Before leavinE for work in tho ~OJ~inr,, 

the officer should check thr~ contrnt.s of his 

briefcase or other container, in ordE'r to 

ensure that all the documents he rezllOvod fror:~ 

his office are aecountcd for; 

- .. ...... _ .. --........ ___ -- -~------- .. -__ .... --- .... -- .. ~ - -- -..-.... . 
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{h) On arrival at the office, all the documents 

should be renoved from the container, checked 

against the record of renoval and placed in 

proper cu!ltody. 

Departments and agencies arc reT.'Iinded that even if the o.bove 

procedure s are followed there are a great r..nny do..nj;Crs i:-1 rer.'.o\·i:;t; 

document s fror:; their proper custody overnight. anu t!1t: rrn~tice 

should be strictly limit~d. 

VII. - BREAC d 3 OF' SI:;CURITY 

t...t9 
W. ~l o S-;lcurity syster:1 clln be proof ngo.inst foreip1 

agents, ae;.ainzt foolishn o~s or o.r;ainst nnr,lit, C'ncc. Fut wh c> I' 

scc•.1rity i::: coJapromis cd , th1 : cxif-tcncc of an effici ent sec-urity 

sys t•: ra c r..n a~ ::;i :::t invef.ti Ention by brinr,inc; tho Sf' curity r..· ,-nd\ 

first tc. find ou L what ho.ppcncd o.nd thC'n to minimi;:.o the d!l..":>~[, £' 

and to prevent o. recurrence. 

JOS:.ff. As a firct step it should be it:~.pressccl. upon all 

persons handlin~ clnssi ficd inforreti on that My bre::1.ch of s e c·..:.:-ity 

ahould as a nutter of houour be reported to t .hc security offic-~' r 

imr:1ediF.t.tcly it t;OJnC3 to not.icc. ThC' roo.non for this is th: t it is 

frcqucutly irnpo•;!:ible to rlot o n~linc how ::l. brc<\c:':h of St' C'-urity 

?I ~e-. Wh•m a. socuri ty br euch is l'tlport..~d, n scC\11" .i ty 

officer choulr1 imr:mdif.ltf'ly g~:~.tl1(; r o.ll the factt; of t!\c -::-.'l.tt:.:-r in 

order to detcrr: a"inc whctltcr or not there is any indil'ntion of 
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maliciou.!i intent on the part of persons who may be involved, If 

there is such an indication, the s_.ocurity officer should innediately 

turn the investigation over to Specio.l Branch, R,C.t.i,Police. and 

should tak., ev~ry po:::sible precaution to ensut·o tho.t the person or 

7"1/fff". If a security broach appcnrs to be thtl result of 

foolishne:ss or neglit;{;nce, a security officer llll'ly wish to con-

aider if the extent of the investigation is likely to be such tr.at 

the help of Special Branch, R,C,M.Police, should be sought, In e.ny 

case, if Special Branch is to be called in it is desirable that 

this should be done in the earlt star;es of the invcstigntio~. 

7j ~ While an investir;ution of a security breo.ch is 

beine: carried out, thour;ht should be c;ivcn to whnt steps r.•~-Y t-e 

taken t.o r.tir.inir.c the dnrn11gc which rnt1.y h11.vc been done. An ag:H•:;s-

mcnt should be rJ:.-tcle of the informnticn which has lc:l.ked, othor 

departncnts concerned should be consulted nnd wh~tov~ r rcr.t:JC.inl 

measures are possible should be taken. \ihcre conpronise is sctu!!.l 

or suspected, the depo.rtnent or a~cncy with which thE'! inforrr_'\.-

tion originat~d should be infor~ed. 

1 'f -~ Each incident shou 1 d be recardf'd nClt only A.S 

rE:quirln~ invt::sti~a.tion in itself but nlso as o. rnen.:1s of dn~wi::b 

lenson for the future; o.s showinc; v.ht"irc the security syst~~::~ of 

by e.n individurLl to ob3erve the t•c-r,ul•lli.ous. In ~VL' l"Y en~~<' t.h.~ 

leeaon should be brought homQ t.o Uw inciiviilU:\] rc~ponsihlr-, nnd 

if there has • nen serious nccligcncc the no.tter should be \.'roucht 

be for(; the hc~J.d of the dcpartr.tcnt or a.~Lmcy. 

/ 
1\ le. Hhcre the lesson to be lenn1cci fro:n n S('Ct~rity 

brolcb !'lAY hnvo a r:e:ucro.l o.ppliel.ltion to security t.h!"c-l!r;~.c:tt 

1r_ ----·-- -- .. ·--- -·------L -----~-·~-----...._~~------~----- - --~· 006922 

AGC-1049_0035 



Document disclosed under the Access to Information Act 
Document divulgue en vertu de Ia Loi sur f'acces a l'informatton 

- 33 -

thFJ public S(!rvir.c, an il.ccount of lho oattet· should b<J f,:~rw:lr.it'~~ 

to thP. Secretary of the Security P:.l!"\Cl who mny wish to ~ass th(' 

information on in general terms to other dcpartncnts anc;i n&encies. 

( 

- - - - - - - - . 
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I U DE X 

(References in Rocan -numbers and /or letters are to Sections; 
all other references are to paragraphs). 

Alan:n syst~ns. . . . . . . . • • . • . • . • • . . . . . . . • . . . • . . • . • • . • • • 46. 

Breaches of security ..•••........••••.••••.•.•••••. , VI I. 

Buildincs, security of •.•......•...••••••••..••.•••• III. B. 

"By lland'
1 

narlr..ing, use of •..••.•.•••.....•••..•.•••• lB; 
21 (b)( i)( ii); 
2l(c)(i). 

Cabinet Directive on Soc uri ty •.. , • • • . • . • • • • • • • • . . • • • 35. 

Ce.nadio.n Corps of Connissionuircs •...••••••••••.•..• 48-50. 

Certificates of dn3truction ••••••••••••••.•..•..••.. 31. 

Clas.!lific rltion, r;c:mer·al principles .................. 7; 8, 

Cla.s5ifications, definitions of ••.•..••••••..••...•• 1-6. 

Cla.ssi.fiE:d do<e umonts. custody of •.....••.•••.••••••• I. G. 

destruction of, .••.......•... 1 I. P.. 

na.turc of ••.••...... , • • . • . • . . • 7, 

ove rn i~ht renova 1 of. . . . . . • . • • VI. 

preparation of •....•••••.••.•• I. C. 

tre.nsni ssi on of............... I. [I 1 

Cl eani nE s t&.ff ••••••••••••.••••••••••.•.•••••••••••• 44. 

Clcri ca} stJLff, ins !.ruction of....... . . . • . . . • . . • • • • • ~g. 

Co•Jo::; ••..•........••.••.•.••••••••••..•...••••••••.. S:'t; f.S. Ll:" t) . 

Cot:l.'"J.l.nicl.l.tion:.; Recuri ty •••.........•. : . •..••..•.•••. IV. 

Col:'l! .unist p~1rty, r.tenl1crs h itl · ••••• .•• •.•••.•...•.•••• ~·1. 

COI!FIVi:!ITIAL, d-::riui tion of ......................... 5, 

Cot1Fl IJWTIAL docut:lCn'l..s, puck::~.e;in~ of .. , ............. 21( P-)( i ) ; 
2l(b)(i )(iii}: 
21 {c)( i )( iv}; 
21 {d) ( i ) ( i E), 

trtu•:::mi::;r.ion of •••..•. , ••••• l'i-16. 

Covor· in~ }1'}'\..tcrs, clrl::nif)c·d.ion or ................• 8(R) • 
.. ·,Jrt .. · 'i,·r"-:c. .s.·,,,. .·,'J . . ...... . . j{:..13 
Cu::l.nrly of c)rt:; ::ifi cd domu:v :rd.s ..................... I. G. 
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Cyphll)rs, ••• , ••.••....•.•. .• , ..•.•.•.....••.....••.• s::r ,;;;-Jfi;. 

Cypher seeuri ty ..•••.•.•.••..•.... , ....•.• , . . . • . . • IV. {. 8 

Depa.rtnental regu) at ions .......................... Prcfc:cc; 6,. 

Destruction of clu.:;dfied documcHts ....•.....••••• I. H. 

Diplor:tatic ba.g, usc of ............................ 14; 15; 
2l(d)(i)(ii) . 

Downe;radine; ••.•••. , • • • • . • • • . . • . . • . . • . . • • . . . • • • . . • • 8 (d) • 

Employees, new •....•.•. , ••....•..•.....•••...••.•• 39. 

Entrances~ control of ............................. Sl - 56. 

Envelopes, double, use of ......................... 14; 18; 

21(b)(i)(iii ; 
21 (c) ( iii)( i\•) ; 
2l(d){iii) . 

~ecuri ty rnf.lrking of ..•.•..•.•••.•...• , • 21. 

Equipncnt, li ~t of, •..•.•...........•...•• , ••••.•• 27, 

Extracts, claszification of ..................... , .. B(aJ. 

Guards, enplo~cnt of ..••••.•..........•..••••.•• • 48-53. 

security clcurance of . . .•. ... , . . ..••.•.••• 50. 

Identification c a rds, issuan ce of .....•••.. . . . •.•• ~1. 

Keys, use and storage of....... . • . . .. .. • .. .. • . .. .. 4:3; 4 7. 

Lock Inspection and Ea:in t ennnc c Tcr.'-1 ....•••.••.••• 28; 41. 

Lock3, cor:lbination, •••..•.........• , .....•..••.•.• 42. 

l-'iaintcna.l'lcc service, security con t uj nnrs .•.•..••.. 2~o 

Mes~cne,crs, cr.~pl oyrnr·nt of ......................... )4; 15, 

"Need-to-Know" l:'rjnc:ipJc •........•..•..••...•..... PrefR:.,~; 5. 

Oath of Allee;i&.u cc ••••.•. , ••..•.....•..• , ......... :.'>6, 

Oa.th of Office ruHl Secrecy ........................ 3~. 

Oatn3, a.dnini:::Lrntio:1 of .......................... II, B. 

Offices, security of ...••...•....•.•.•.....•. ,,.,, II!. A. 

Official Secr - ts Act •..•••.••..•.•..........•.•.•• ~6. 

OrgC~.ni z"l.tic.ns, non-e;ovf!t'llr.ll~n t!l l •..•••••• • . ,. o ••• ,. V, 

Ovcrclo.szi ficr-.1..1 on •• , •..••••..... : • .•.•••••••••.• o B( c), 

PacY.R.t,c~, r<;e;i:-:tratiott of •.••..• , ••••.•.•••••••••• ?~·. 
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Packaging of classified documents ••••••••••.•••••• I. E. 

Pass Card.s •..••••••••••••••• ,, ••• , ••.• , ••••••••.•• 51; 53. 

Personnel, uncleared .•.•.•••••••• , ••• ,., ••••• , .•• , 45, 

Receipts .••••••••.•• , • , •.•••••••••..•••••••••.•••• I. F, 

Reference alip3, classification of, •...•••..••••• , B(a), 

Registered mail, use of ••.••• , .••••••.••.•. , •••..• 15; 

21 (b){ ii ) ; 
21 (c){ ii ) ( i v); 
21 (d) ( ii ) • 

Restricted area. , • , • , ••••••••••••••••.•• , • , •• , • • • • 44. 

RESTRICTED, definition of ................ , .. , .... , 6, 

RESTRICTED documents, packaging of •....••••.•••••• 14; 2l(d)(iii), 

transmission of ••••••••••••• 14; lS(d), 

Sealing wax, use of •• , •• , ••..•••.••••••• ,, •••••••• 20; 

2l(b)(i); 
21 (c)( i){ iii); 
21 (d) ( i ) (iii) • 

SECRET, definition of, ••...••••••••••.•••. ,, ••••.• 4, 

SECRET documon ts, packa~inr, of ••.•.••••••••••• .••• 2l(a)(i); 

2l(t-){i); 
Zl(c)(i)(iE); 
2l(d){i). 

transmission of •.•.. , •••.•••••• , 14-16. 

Security enquiries, policy •..•••.• , ...•••... ,., ••• 33-35, 

Ser.:uri ty markings ••.• , ••..•• , .•• , •• , •.••••.•••• , •• 10. 

Security officers, appointnent of •.•••••••.••••••• Preface; 4. 

Service bag, use of ••••.•••.•..••••..•••••••••.••• 14-16, 

Source1, protection of. • • • • • . • . • • . • • . . • • • • • • • • • • • • 8 (b). 

Spare oopi es •.••.•••••. , ••••.•••••. , • • • • . . • . • . . • • • ll • 

Starr. security of ••.••.•..•.•.•.• , •••••• , • • • • • • • . II. 

felephone security ••••.•••.••••••.•.•••••..••••.•• IV. ~."l:l 

!'OP SECRET , definition of •• , , •••••• , • • • • • • • • • • • • • • 3. 

TOP SECRET documents, packa~ing of ••.•••••••••••• , 2l(aJ{iJ 

2l(b){i) 
2l(c)(i) 
2l(d)(i). 

transmission of •••••••.••••• 14-lo. 

Training, se~curi ty.,.,, .•.•••.•••.•• , •....• , .••.•• II. C. 
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Tro.nsni6::;io:1 of classified documents, 
specia}. arrll!!gcf:\ents .••.•.•••••.•• 16.· 

"!'re.nsmission secur1 ty •••••••.••••••.••••• L
1
l.C 

Visitor:::, co!':ltrol of •.•••••••••••••.••••••••••••• • 54-56. 

W~ste, cla3sificd •..••••••••...•.••••••..•...••.•• 30-32. 

Privy Council Offloo, 
Ottu.':ru, OctnlH•r, 1 95G. 
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