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.1 Introduction

«1.1 Purpose and scope

It is the purpose of this pelicy to prescribe a sec 4
system for the Government of Canada that will szectivelv prut:zz}
classified information and other assets sensitive to the'na:ional
interest from unauthorized disclosure, destruction, removal, modifi-
cation or interruption, The policy is also intended to prescribe
safeguards for other sensitive information and sensitive and valuable

assets, to prevent improper classification, and to avoid unnecessary
security clearances. ;

An equally important objective of this policy is a job-related
screening system which will protect employer and national interest
information by providing assurance that all persons engaged by the
government meet the standards of reliability, trustworthiness and
loyalty required by the nature of their duties or tasks.

To accomplish these objectives, this policy:

(a) establishes a system for the classification and
protection of information and other assets which are sensitive
to the national interest, and for declassification or
downgrading when sensitivity disappears or diminishes;

(b) provides an enhanced level of protection for sensitive
information and sensitive and valuable assets lying outside
the national interest;

(¢) reaffirms a base level of protection reflecting good
management practices for all other government information and

assets;

(d) establishes a security screening system to protect the
national interest by requiring a current security clearance at
the appropriate level for persons whose work requires them to
have access to classified information or other assets
sensitive to the national interest, or to essential persons or
i{nstallations critical to the national interest that, in the
opinion of the deputy head, affords regular and consistent
access to such information or assets;

(e) safeguards the employer's interest by making a basic
reliability check mandatory, with specified exceptions, for
all persons engaged to perform duties or tasks for or within
the government, and by requiring an enhanced check where
duties or tasks have been identified as requiring a greater

degree of trust;
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1.4 Roles and responsibilities

Individual_ggvernment institutions
and heads of agencies (henceforth referred to
heads) have full authority,
the administration of all as

Deputy heads of departments
in this policy as deputyv
within the provisions of this policy, for

pects of security in their institutions.

Deputy heads are accountable for implementing this policy.
Each shall designate a senior official to coordinate and direct the
implementation of the policy within the institution.

In particular, in regard to personnel reliability and security
screening, this means that deputy heads must:

(a) determine the screening requirements, based on the need
for access to information or assets classified in the national

interest or access to other sensitive information or sensitive
or valuable assets;

(b) decide, after examining the information obtained about an
individual, whether any risk attached to his or her appointment
or assignment is justifiable and accept responsibility for the
decision; and 1

(c) provide notice to individuals as required by the Canadian
Security Intelligence Service Act and this policy.

14,2 The Privy Council Office is responsible for advising deputy
heads on decisions to order a formal investigation of suspected breaches
of security, and on decisions to deny security clearances. The Privy
Council Office also provides general guidance and advice on substantive
decisions relating to security matters to deputy heads, and to senior
officials designated by them to coordinate and direct the implementation
of this policy in institutions. The Privy Council Office also performs
certain functions assigned by this policy as they relate to specified
Governor-in-Council appointments.

Leass The Department of the Solicitor Gemeral is responsible for
providing advice and assistance to the Treasury Board in the development
of government-wide policy and procedures pursuant to this policy.

L1.4.4 The Treasury Board Secretariat is responsible for developing
and interpreting this policy, for coordinating the development of
government-wide security policies and procedures and advising the
Treasury Board on their adoption, for monitoring compliance with and‘
evaluating the effectiveness of this security policy, and for reporting

on its implementation.

S10aeS Government-wide and other roles A number of committees and
institutions have roles which affect other departments and agencies with
~ respect to the implementation of this policy. Roles relating ;o
govérnment-wide policy direction and management of implementation are

set forth in Appendix A.
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(f) where the information relat
prohibited from disclosure b
(s.24 and Schedule II, ATIA)

es to (a) to (c) above and is
y certain statutory provisions
sl or

(g) ?here the information constitutes a confidence of the
Queen's Privy Council for Canada (as described in .69, ATIA
or s.70, Privacy Act).

The basis for determining whether information is exempt or
excluded under the above provisions and therefore classifiable in the
national interest is set forth in the Treasury Board Interim Policy

Guide: Access to Information Act and the Privacy Act, Parts Il and III
(TB Circular Letter 1983-35).

No information other than that which is exempt or excluded in
accordance with the provisions of the Guide shall be classified in the
national interest. In particular, in no case is information to be
classified in the national interest in order to conceal violations of

law, inefficiency or administrative error, to avoid embarrassment, or to
restrain competition,

Classified information received from provincial, municipal or
regional governments, from govermments of other nations or from
international organizations of nations or institutions thereof shall be
protected at the level of TOP SECRET, SECRET or CONFIDENTIAL, as
applicable, in accordance with agreements or understandings between the
parties concerned.

202 Levels of classification in the national interest

Information shall be classified as:

- TOP SECRET when unauthorized disclosure, destruction,
removal, modification or interruption could reasonably be
expected to cause exceptionally grave injury to the
national interest;

- SECRET when any of these events could reasonably be
expected to cause serious injury to the national
interest; or

- CONFIDENTIAL when any such event could reasonably be
expected to cause injury to the national interest.

These designations shall not be used for any other purpose
than to classify information in the national interest.

ation at the
Government institutions shall classify inform i

1 interest.
, for the protection of the nationa
izzzi 2;§iisg§%elop theig own guidelines indicating the nices::ry level
lassified. In preparing these
h kind of information to be c :
ézidziines, institutions should carefully balance the injury posed by
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Appgndix G
Conditions Telating to Security Clearances

a) where’a reliabiliey check has been
v glgarange Tequest, information gath
shall be forwarded through the Depa

to the investigative bogd
“be carried out by the Lig securic

conducted before a security
ered as result of this check
Ttmental Security Officer (DS0)
Y clearance investigations will
rity Intelligence Service, with
f the Royal Canadian Mounted
nce and the Department of
Requests for security
e through Departmental Security Officers on
arance Request and Authorization".

kPolice, 
- External Affairs (see Appendix A)
clearances will be maq :

TB form, "Security Cle

Ig’o;éer to be considered for an assignment involving a relfability
check or secgrity clearance individuals will be requested to sign
TB Form _ "Consent to Disclosure of Personal Information". Such
disclosures are governed by the provisions of the Privacy Act.

Persons should be denied a sécurity clearance if there are
reasonable grounds to believe:

they are engaged in, or may engage in activities that
constitute a "threat to the security of Canada” as that term
is defined in the Canadian Security Intelligence Service Act
(definition is attached to this Appendix);

- because of personal beliefs, features of character,
association with persons or groups considered a security
threat, or family or other close ties of affection to persons
living in oppressive or hostile countries:

. they may act or may be induced to act in such a way as to
' constitute a "threat to the security of Canada", as
defined; or

. they may disclose, may be induced to disclose or may
cause to be disclosed in an unauthorized way, government
information classified in the national interest.

A decision to grant or deny a security clearance must be based on
adequate information. Where such information does not exist or
cannot be obtained, then a security clearance cannot be given. An
assessment which indicates that no information is available
~cohcerning an individual or which may cover only a very short
period of his or her life, does not provide adequate grounds on

which to base a security clearance.

ied or revoked a security clearance, the

phen adeputy liead has den b-section 42(1) and (2)

individual must be informed according to su
of the CSIS Act.
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